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SYSTEMS AND METHODS FOR
PURCHASING PRODUCTS FROM A RETAIL
ESTABLISHMENT USING A MOBILE
DEVICE

CROSS-REFERENCE TO RELAT
APPLICATIONS

s
w

[0001] This application claims a priority benefit, under 35
U.S.C. §119(e), to U.S. provisional application Ser. No.
61/286,005, entitled “Systems and Methods for Purchasing
Products from a Retail Establishment Using a Mobile
Device”, filed Dec. 13, 2009, which 1s incorporated herein by
reference 1n 1ts entirety.

BACKGROUND

[0002] Retail merchants selling products at a physical store
often make great efforts to attract larger numbers of custom-
ers to the store, 1n order to increase sales. Each customer that
shops 1n a retail store represents a potential purchase, and
cach purchase that 1s actually made increases the sales vol-
ume, and thereby the profits, of the retaill merchant. Retail
merchants have an incentive to process as many customer
purchase transactions as possible during a given time frame in
order to maximize sales.

[0003] A retail establishment’s potential sales are necessar-
1ly limited by the number of customers willing to make pur-
chases at the store. However, sales can also be limited by the
amount of time required to process customer purchases at the
retail establishment’s sales registers. Each customer purchase
requires a certain nontrivial amount of time to complete; for
example, 1 a typical credit card transaction, a customer
places 1tems to be purchased on the counter, a sales clerk
scans each item and totals the cost on the register, the cus-
tomer locates a credit card, the sales clerk swipes the credit
card, the payment 1s processed, the customer signs a receipt,
the sales clerk places the 1tems in bags, and each of these
actions takes time.

[0004] As aresult, there 1s a limit to the number of customer
purchases that can be completed per register, per unit of time
in a retail establishment. If more than that number of custom-
ers are 1n the store and willing to make purchases, they may
have to wait 1n line due to backlogs at the registers. This often
results 1n lost sales, as customers become frustrated in line
and decide to leave the store without making their purchases
rather than wait 1n line. Merchandise can also easily become
misplaced when customers abandon their items and leave the
store without returning the 1tems to their proper display loca-
tions. This creates an additional burden on the retail estab-

lishment to identily misplaced items and return them to their
proper locations.

[0005] Point-of-sale backlogs can also reduce sales by
causing fewer customers to be attracted to shop at the retail
establishment. If customers anticipate frustrating experiences
waiting 1n long register lines, some may decide against visit-
ing the store in the first place. This can be a common occur-
rence especially at peak shopping times or during special sale
events, for example during holiday seasons. Retail establish-
ments may organize special sale events and promotions 1n an
eifort to attract large numbers of customers to the store;
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however, the increased sales potential offered by such efforts
may be diminished by the effects of time-consuming point-
of-sale procedures.

SUMMARY

[0006] One type of embodiment 1s directed to a method of
transacting a user’s purchase of a product from a retail estab-
lishment, the method performed, at least 1n part, by a com-
puter system comprising at least one hardware processor, the
method comprising: receiving, from a mobile device of the
user, 1dentifier information that identifies a product being
offered for sale by a retail establishment, wherein the 1dent-
fier information 1s derived from an image obtained via an
image acquisition component operatively connected to the
mobile device of the user, wherein the image i1s obtained
while the user and the mobile device are within the retail
establishment; accessing product information for the product;
transmitting the product information to the mobile device;
receiving an indication from the mobile device to purchase
the product, the indication comprising payment information
for purchasing the product; processing at least the payment
information via the at least one hardware processor to transact
the user’s purchase of the product from the retail establish-
ment; and transmitting to the mobile device a purchase con-
firmation indicating that the product has been purchased from
the retail establishment by the user.

[0007] Another type of embodiment 1s directed to at least
one tangible computer-readable storage medium encoded
with a plurality of computer-executable instructions that,
when executed 1n a computer system comprising at least one
hardware processor, perform a method of transacting a user’s
purchase of a product from a retail establishment, the method
comprising: receiving, irom a mobile device of the user, 1den-
tifier information that 1dentifies a product being offered for
sale by a retail establishment, wherein the 1dentifier informa-
tion 1s derived from an 1mage obtained via an 1mage acquisi-
tion component operatively connected to the mobile device of
the user, wherein the image 1s obtained while the user and the
mobile device are within the retail establishment; accessing,
product information for the product; transmitting the product
information to the mobile device; receiving an indication
from the mobile device to purchase the product, the indication
comprising payment mnformation for purchasing the product;
processing at least the payment information to transact the
user’s purchase of the product from the retail establishment;
and transmitting to the mobile device a purchase confirmation
indicating that the product has been purchased from the retail
establishment by the user.

[0008] Another type of embodiment is directed to a system
comprising: at least one hardware processor; and at least one
memory storing processor-executable instructions that, when
executed by the at least one processor, perform a method of
transacting a user’s purchase of a product from a retail estab-
lishment, the method comprising: receiving, from a mobile
device of the user, identifier information that identifies a
product being offered for sale by a retail establishment,
wherein the 1dentifier information 1s derived from an 1mage
obtained via an 1mage acquisition component operatively
connected to the mobile device of the user, wherein the image
1s obtained while the user and the mobile device are within the
retail establishment; accessing product information for the
product; transmitting the product information to the mobile
device; recerving an indication from the mobile device to
purchase the product, the indication comprising payment
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information for purchasing the product; processing at least
the payment information to transact the user’s purchase of the
product from the retail establishment; and transmitting to the
mobile device a purchase confirmation indicating that the
product has been purchased from the retail establishment b
the user.

[0009] Another type of embodiment 1s directed to a method
of purchasing a product from a retail establishment, the
method performed, at least 1n part, by a mobile device com-
prising at least one hardware processor, the method compris-
ing: obtaining, via an image acquisition component opera-
tively coupled to the mobile device, an 1mage comprising,
information that identifies a product being offered for sale by
a retail establishment; transmitting the 1mage, or a product
identifier determined from the image, from the mobile device
to a purchase facilitating service provider; recewving at the
mobile device, 1n response to transmitting the 1mage or prod-
uct identifier, product information comprising description
and/or price information for the identified product; displaying
the product information on a display of the mobile device;
receiving mnput from a user of the mobile device, the input
comprising an indication to purchase the product and pay-
ment information for purchasing the product; in response to
receiving the input comprising the indication, transmitting,
the payment information from the mobile device to the pur-
chase facilitating service provider; and receirving at the
mobile device, 1n response to transmitting the payment infor-
mation, a purchase confirmation from the purchase facilitat-
ing service provider, the purchase confirmation indicating
that the product has been purchased from the retail establish-
ment by the user of the mobile device.

[0010] Another type of embodiment 1s directed to at least
one tangible computer-readable storage medium encoded
with a plurality of computer-executable instructions that,
when executed 1n a mobile device comprising at least one
hardware processor, perform a method of purchasing a prod-
uct from a retail establishment, the method comprising:
obtaining, via an 1mage acquisition component operatively
coupled to the mobile device, an 1image comprising informa-
tion that identifies a product being offered for sale by a retail
establishment; transmitting the 1mage, or a product identifier
determined from the image, from the mobile device to a
purchase facilitating service provider; receiving at the mobile
device, inresponse to transmitting the image or product 1den-
tifier, product information comprising description and/or
price information for the identified product; displaying the
product information on a display of the mobile device; recetv-
ing input from a user of the mobile device, the input compris-
ing an indication to purchase the product and payment infor-
mation for purchasing the product; 1n response to recerving,
the imput comprising the indication, transmitting the payment
information from the mobile device to the purchase facilitat-
ing service provider; and receiving at the mobile device, 1n
response to transmitting the payment information, a purchase
confirmation from the purchase facilitating service provider,
the purchase confirmation indicating that the product has
been purchased from the retail establishment by the user of
the mobile device.

[0011] Another type of embodiment is directed to a system
comprising: at least one hardware processor; and at least one
memory storing processor-executable instructions that, when
executed by the at least one processor, perform a method of
purchasing a product from a retail establishment, the method
comprising: obtaining, via an image acquisition component
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operatively coupled to a mobile device, an 1image comprising
information that identifies a product being offered for sale by
a retail establishment; transmitting the 1mage, or a product
identifier determined from the image, from the mobile device
to a purchase facilitating service provider; recerving at the
mobile device, 1n response to transmitting the image or prod-
uct identifier, product information comprising description
and/or price information for the identified product; displaying
the product information on a display of the mobile device;
receiving mput from a user of the mobile device, the mnput
comprising an indication to purchase the product and pay-
ment information for purchasing the product; in response to
receiving the input comprising the indication, transmitting
the payment information from the mobile device to the pur-
chase facilitating service provider; and receiving at the
mobile device, 1n response to transmitting the payment infor-
mation, a purchase confirmation from the purchase facilitat-
ing service provider, the purchase confirmation indicating
that the product has been purchased from the retail establish-
ment by the user of the mobile device.

[0012] Another type of embodiment is directed to a method
of suggesting products for purchase by a user of a mobile
device from a retail establishment, the method performed, at
least 1n part, by a computer system comprising at least one
hardware processor, the method comprising: i1dentifying,
based on 1dentifier information, a first product selected by the
user within the retail establishment; 1dentifying, via the at
least one hardware processor, at least one second product to
suggest for purchase; and transmitting suggestion informa-
tion to the mobile device, the suggestion information suggest-
ing the at least one second product to the user for purchase
from the retail establishment.

[0013] Another type of embodiment 1s directed to at least
one tangible computer-readable storage medium encoded
with a plurality of computer-executable instructions that,
when executed 1n a computer system comprising at least one
hardware processor, perform a method of suggesting prod-
ucts for purchase by a user of a mobile device from a retail
establishment, the method comprising: 1identitying, based on
identifier information, a first product selected by the user
within the retail establishment; 1dentifying at least one second
product to suggest for purchase; and transmitting suggestion
information to the mobile device, the suggestion information
suggesting the at least one second product to the user for
purchase from the retail establishment.

[0014] Another type of embodiment is directed to a system
comprising: at least one hardware processor; and at least one
memory storing processor-executable instructions that, when
executed by the at least one processor, perform a method of
suggesting products for purchase by a user of a mobile device
from a retail establishment, the method comprising: identitfy-
ing, based on 1dentifier information, a first product selected
by the user within the retail establishment; identifying at least
one second product to suggest for purchase, based on an
association between the first product and the at least one
second product; and transmitting suggestion information to
the mobile device, the suggestion information suggesting the
at least one second product to the user for purchase from the
retail establishment.

[0015] Another type of embodiment 1s directed to a method
performed, at least 1 part, by a mobile device comprising at
least one hardware processor, the method comprising: obtain-
Ing, via an image acquisition component operatively con-
nected to the mobile device, an 1mage comprising informa-
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tion that 1dentifies a first product being offered for sale by a
retail establishment; transmitting the image, or a product
identifier determined from the image, from the mobile device
to a purchase facilitating service provider; recerving at the
mobile device, 1n response to transmitting the 1mage or prod-
uct 1dentifier, suggestion information suggesting at least one
second product for purchase from the retail establishment;
and displaying the suggestion information on a display of the
mobile device.

[0016] Another type of embodiment 1s directed to at least
one tangible computer-readable storage medium encoded
with a plurality of computer-executable instructions that,
when executed 1 a mobile device comprising at least one
hardware processor, perform a method comprising: obtain-
Ing, via an image acquisition component operatively con-
nected to the mobile device, an 1image comprising informa-
tion that 1dentifies a first product being offered for sale by a
retail establishment; transmitting the image, or a product
identifier determined from the image, from the mobile device
to a purchase facilitating service provider; recerving at the
mobile device, 1n response to transmitting the image or prod-
uct 1identifier, suggestion information suggesting at least one
second product for purchase from the retail establishment;
and displaying the suggestion information on a display of the
mobile device.

[0017] Another type of embodiment is directed to a system
comprising: at least one hardware processor; and at least one
memory storing processor-executable instructions that, when
executed by the at least one processor, perform a method
comprising: obtaining, via an image acquisition component
operatively connected to a mobile device, an image compris-
ing information that identifies a first product being to offered
for sale by a retail establishment; transmitting the image, or a
product identifier determined from the image, from the
mobile device to a purchase facilitating service provider;
receiving at the mobile device, in response to transmitting the
image or product identifier, suggestion information suggest-
ing at least one second product for purchase from the retail
establishment; and displaying the suggestion information on
a display of the mobile device.

[0018] Another type of embodiment 1s directed to a method
of transacting a user’s purchase of one or more products from
a retail establishment, the method performed, at least 1n part,
by a computer system comprising at least one hardware pro-
cessor, the method comprising: receiving an mdication from
a mobile device 1n the retail establishment to purchase the one
or more products from the retail establishment, the indication
comprising payment information for purchasing the one or
more products; processing at least the payment information
via at least one processor to transact the user’s purchase of the
one or more products from the retail establishment; generat-
ing a purchase confirmation identifying the one or more prod-
ucts purchased by the user; and transmitting the purchase
confirmation to a loss prevention device at the retail estab-

lishment.

[0019] Another type of embodiment 1s directed to at least
one tangible computer-readable storage medium encoded
with a plurality of computer-executable instructions that,
when executed, perform a method of transacting a user’s
purchase of one or more products from a retail establishment,
the method comprising: receiving an indication from a mobile
device 1n the retail establishment to purchase the one or more
products from the retail establishment, the indication com-
prising payment information for purchasing the one or more
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products; processing at least the payment information to
transact the user’s purchase of the one or more products from
the retail establishment; generating a purchase confirmation
identifying the one or more products purchased by the user;
and transmitting the purchase confirmation to a loss preven-
tion device at the retail establishment.

[0020] Another type of embodiment 1s directed to a system
comprising: at least one hardware processor; and at least one
memory storing processor-executable instructions that, when
executed by the at least one processor, perform a method of
transacting a user’s purchase of one or more products from a
retail establishment, the method comprising: receiving an
indication from a mobile device 1n the retail establishment to
purchase the one or more products from the retail establish-
ment, the indication comprising payment information for pur-
chasing the one or more products; processing at least the
payment information to transact the user’s purchase of the
one or more products from the retail establishment; generat-
ing a purchase confirmation identifying the one or more prod-
ucts purchased by the user; and transmitting the purchase
confirmation to a loss prevention device at the retail estab-

lishment.

[0021] Another type of embodiment 1s directed to a method
of purchasing one or more products from a retail establish-
ment, the method being implemented 1n part on a mobile
device comprising at least one hardware processor, the
method comprising: recerving, at the mobile device, input
from a user of the mobile device, the mput comprising an
indication to purchase one or more products and payment
information for purchasing the one or more products; trans-
mitting the payment information from the mobile device to
the purchase facilitating service provider; recewving at the
mobile device, 1n response to transmitting the payment infor-
mation, a purchase confirmation code from the purchase
facilitating service provider; and communicating the pur-
chase confirmation code to loss prevention personnel prior to

the user removing the one or more products from the retail
establishment.

[0022] Another type of embodiment 1s directed to at least
one tangible computer-readable storage medium in a mobile
device encoded with a plurality of computer-executable
instructions that, when executed by a processor of the mobile
device, perform a method of purchasing one or more products
from a retail establishment, the method comprising: receiv-
ing, at the mobile device, mput from a user of the mobile
device, the input comprising an indication to purchase the one
or more products and payment information for purchasing the
one or more products; transmitting the payment information
from the mobile device to the purchase facilitating service
provider; recetving at the mobile device, 1n response to trans-
mitting the payment information, a purchase confirmation
code from the purchase facilitating service provider; and
communicating the purchase confirmation code to loss pre-
vention personnel prior to the user removing the one or more
products from the retail establishment.

[0023] Another type of embodiment 1s directed to a mobile
device comprising: at least one processor; and at least one
memory storing processor-executable instructions that, when
executed by the at least one processor, perform a method of
purchasing one or more products from a retail establishment,
the method comprising: recerving input from a user of the
mobile device, the input comprising an indication to purchase
the one or more products and payment information for pur-
chasing the one or more products; transmitting the payment
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information from the mobile device to the purchase facilitat-
ing service provider; recewving at the mobile device, 1n
response to transmitting the payment information, a purchase
confirmation code from the purchase facilitating service pro-
vider; and communicating the purchase confirmation code to
loss prevention personnel prior to the user removing the one
or more products from the retail establishment.

BRIEF DESCRIPTION OF DRAWINGS

[0024] The accompanying drawings are not intended to be
drawn to scale. In the drawings, each identical or nearly
identical component that 1s illustrated in various figures 1s
represented by a like numeral. For purposes of clarity, not
every component may be labeled 1n every drawing. In the
drawings:

[0025] FIG. 11s a block diagram 1llustrating an exemplary
system for purchasing products from a retail establishment
using amobile device, 1n accordance with some embodiments
ol the present 1nvention;

[0026] FIG. 2 1s an illustration of an exemplary decision
diagram for estimating a likelithood of theft associated with a
transaction, 1n accordance with some embodiments of the
present invention;

[0027] FIG. 3A 1s a block diagram 1llustrating an exem-
plary augmented receipt, in accordance with some embodi-
ments of the present invention;

[0028] FIG.3Bi1sablockdiagramillustrating an exemplary
product suggestion, 1n accordance with some embodiments
of the present 1nvention;

[0029] FIGS. 4A and 4B, when connected at the points
labeled “A”, form a flowchart illustrating an exemplary pro-
cess for purchasing products from a retail establishment using
a mobile device, 1n accordance with some embodiments of
the present invention; and

[0030] FIGS. 5A and 3B are block diagrams illustrating
exemplary architectures for a mobile device and a server,
respectively, 1 accordance with some embodiments of the
present invention.

DETAILED DESCRIPTION

[0031] The inventors have recognized and appreciated that
sales losses due to point-oif-sale backlogs may be reduced
through alternate systems and methods for purchasing prod-
ucts from retail establishments—systems and methods that
do not rely on store personnel to process customer purchases
in the conventional manner. Accordingly, some embodiments
of the present mvention relate to techniques by which cus-
tomers may 1nitiate theirr own purchase transactions on
mobile devices while shopping 1n a retail establishment, with-
out needing to approach a sales register. For purposes of the
present disclosure, the term “retail establishment™ refers to a
physical site at which a retail merchant (e.g., an individual, a
group of individuals, or a retail corporation) offers physical
products for sale. A human customer (who may be auser of a
mobile device) may enter a retail establishment, purchase
physical products there, and carry the physical products out of
the retail establishment under the customer’s newly estab-
lished ownership pursuant to the purchase transaction.

[0032] Some embodiments of the present invention relate
to a mobile device application program that enables a cus-
tomer to scan 1tems to be purchased, initiate a purchase of
those 1tems, and receive a receipt confirming the purchase,
while the customer navigates the aisles of the retail establish-
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ment. As such, the customer need not bring items to a register
for scanning (by the customer or a store employee) or pay-
ment. In some embodiments, the mobile device application
program can also present offers or suggestions of products
and/or bundles for sale from manufacturers and/or the retail
establishment, which the customer can accept using the
mobile device application program. In some embodiments,
the receipt recerved at the mobile device as confirmation of
the purchase may be augmented beyond the conventional
listing of products purchased and prices paid. For example, an
augmented receipt may include one or more unique codes
and/or visual indicators for communication to loss prevention
personnel to aid 1n theit prevention.

[0033] FIG. 1 illustrates an exemplary operating environ-
ment 100 1n which a mobile device 140 (e.g., a mobile tele-
phone, personal digital assistant (PDA), or other handheld
device) may be used to purchase a product 120 from a retail
establishment, 1n accordance with some embodiments of the
present invention. As depicted, operating environment 100
includes a purchase facilitating server 160, an offer server 170
and an mventory server 180. Each of these servers may be
implemented 1n any suitable way, as aspects of the present
invention are not limited 1n this respect. In some embodi-
ments, each server may be implemented as a computer system
including one or more computers or other processing devices
(e.g., microprocessors) programmed to perform the functions
described herein. However, 1n some embodiments, functions
described by way of example as being performed by different
servers or computer systems may be integrated 1nto a single
computer system, and various functions described herein may
be divided and distributed in any suitable fashion. The pro-
cessing devices ol purchase facilitating server 160, offer
server 170 and mventory server 180 may be capable of com-
municating (1.e., transmitting and recerving) data with each
other through any suitable local and/or long-distance network
connections, as aspects of the present invention are not lim-
ited 1n this respect. In some embodiments, purchase facilitat-
ing server 160 may be a hardware and soitware platform of a
purchase facilitating service provider (the purchase facilitat-
ing service provider may be, e.g., a person, corporation or
other entity), while inventory server 180 may be a hardware
and software platform associated with the retail establish-
ment, e.g., for monitoring inventories of products physically
being offered for sale at the retail establishment. In some
embodiments, inventory server 180 may be associated with
only one retail establishment; in other embodiments, mven-
tory server 180 may be associated with multiple retail estab-
lishments of the same retail corporation, or even with multiple
retail corporations or other retail entities, as aspects of the
present mvention are not limited 1n this respect. In some
embodiments, while imnventory server 180 may be associated
with any number of retail establishments, 1t may maintain
separate mventory records for each retail establishment with
which 1t 1s associated.

[0034] Mobile device 140 may be any mobile and/or hand-
held device having a processing capability, such as a cellular
phone or a PDA. In some embodiments, mobile device 140
may be operatively connected to an 1image acquisition com-
ponent 150, for example a camera (e.g., a digital camera)
integrated into the mobile device 140. Image acquisition
component 150 may be any device component capable of
capturing an image ol information identifying a product.
Such information may include, for example, an image of a bar
code (e.g., universal product code (UPC) or European Article
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Number (EAN) label 130) affixed to product 120, an 1image of
product 120 1tself, an 1image of all or a portion of the packag-
ing ol product 120, or any other image that includes informa-
tion 1dentifying the product 120. In the examples below, label
130 1s described as being a UPC bar code. However, this 1s
merely an example, as label 130 may include any suitable
product 1dentifying number or character sequence (which
may be unencoded and/or may be encoded 1n any suitable
barcode or encoded in any other suitable way), or other visible

identifier, or may be any other information usable to 1dentity
product 120.

[0035] Insomeembodiments, whenauser of mobile device
140 intends to purchase a product 120 in a retail establish-
ment, the user may use the image acquisition component 150
of the mobile device 140 to obtain an 1mage that includes the
product’s UPC label 130 or other information identifying the
product 120. The mobile device 140 may be programmed
with a software application program to communicate with a
purchase facilitating server 160 to transact the user’s purchase
of products such as product 120. Such an application program
may be installed on the mobile device 1 any of a number of
ways, as aspects ol the present invention are not limited in this
respect. For example, the user may download the application
program to the mobile device 140 from a website of a devel-
oper of the application, from the purchase facilitating service
provider associated with purchase facilitating server 160,
from the retail establishment, or from any other suitable
source.

[0036] In some embodiments, mobile device 140 may
transmit the image of UPC label 130 to purchase facilitating,
server 160 through any suitable network connection(s) by
which mobile device 140 and purchase facilitating server 160
may communicate to exchange data. In some embodiments,
purchase facilitating server 160 may have access to any of
various 1image recognition processes by which the UPC code
of product 120 may be determined from the image taken of
the UPC label 130. Alternatively or additionally, such image
recognition processes may be accessible by mobile device
140, for determining a product identifier such as a bar code
number from an 1mage taken of a bar code such as UPC label
130 or other product-identitying indicia visible on product
120. In some embodiments, the image taken by the image
acquisition component may be processed at mobile device
140, e.g., as part of execution of the purchase facilitation
application program, to determine a product identifier (e.g.,
the UPC bar code number) for product 120 from the image
(e.g., of UPC label 130). Mobile device 140 may then trans-
mit the product identifier, with or without the 1mage itselt, to
purchase facilitating server 160, the transmission represent-
ing the user’s selection of product 120 for potential purchase
from the retail establishment.

[0037] Mobile device 140 and/or purchase facilitating
server 160 may use any suitable image recognition technique
(s) to determine a product identifier from an 1mage of indicia
on product 120, as aspects of the present mvention are not
limited in this respect. In some embodiments, such image
recognition may involve selecting a horizontal slice of the
image of the bar code (e.g., on UPC label 130), and matching
the slice to a valid sequence of digits forming a bar code (e.g.,
UPC) number. In some embodiments, image intensity data
from the 1mage slice may be analyzed to determine a
sequence of peaks and valleys representing the alternating
black and white vertical lines of the bar code, and the
sequence of peaks and valleys may be converted to a digit
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sequence corresponding to the bar code number. One
example of known bar code recognition software that may be
used 1n some embodiments by mobile device 140 and/or
purchase facilitating server 160 1s ZXing (“Zebra Crossing™),
currently available from Google™ Code.

[0038] Accordingly, in some embodiments, purchase
facilitating server 160 may receive identifier information
(e.g., a bar code number) from mobile device 140, or may
determine the identifier information by performing image
recognition on an 1mage (e.g., of a bar code) received from
mobile device 140. The image may have been obtained via
image acquisition component 140 while mobile device 140
and its user are within the retail establishment, by photo-
graphing product-identitying indicia (e.g., UPC label 130) on
product 120 within the retail establishment. In some embodi-
ments, purchase facilitating server 160 may also have access
to product information for product 120 through communica-
tion with an mventory server 180. In some embodiments,
either purchase facilitating server 160, inventory server 180
or both may maintain a data set associating various identifiers
(e.g., bar code numbers) for products offered for sale by the
retail establishment with corresponding product information
for those products. By accessing the data set and looking up
the product identifier derived from the image taken by image
acquisition component 150, purchase facilitating server 160
may 1dentify product 120 as the product selected by the user
of mobile device 140 for potential purchase from the retail
establishment. In some embodiments, purchase facilitating
server 160 may retrieve product information for product 120
from the data set. Such product information may include, 1n
some embodiments, the name of product 120, the price of
product 120, a description (e.g., a textual product description)
of product 120, a thumbnail image of product 120 and/or any
ol a variety of other types of information about product 120.
Purchase facilitating server 160 may transmit some or all of
this product information to mobile device 140, 1n response to
mobile device 140°s transmission of the image and/or product
identifier. In some embodiments, mobile device 140 may then
display the product information to the user on a display com-
ponent, for the user’s consideration in determining whether or
not to purchase product 120. In some embodiments, purchase
tacilitating server 160 may also transmit the productidentifier
(e.g., the bar code number) for product 120 to mobile device

140, whether or not the product identifier was previously
identified by mobile device 140.

[0039] In some instances, product 120 may be one of mul-
tiple products that the user has selected for potential purchase
from the retail establishment. The user may have performed
such selection by photographing 1dentifying indicia on each
product, transmitting each product image, or corresponding
product identifier information derived therefrom, to purchase
facilitating server 160, and receiving product information for
cach product 1n response. In some embodiments, performing
these steps may serve to add each selected product to an
clectronic “shopping cart” (e.g., a list of selected products by
bar code number, with corresponding product information in
some embodiments) maintained by the software application
on mobile device 140. In some embodiments, the user may
add products to the electronic cart at any time while within the
retail establishment by photographing i1dentifying indicia
(e.g., UPC bar code labels) on the products to add. In some
embodiments, the user may also remove one or more products
from the electronic cart at any time while within the retail
establishment. For example, the user may select, on a display
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of mobile device 140, a product in the electronic cart that the
user no longer wishes to purchase, and may press a key, select
a button, or perform any other suitable user input action to
remove the unwanted product from the electronic cart.

[0040] In some embodiments, the purchase facilitating
application program executing on mobile device 140 may
provide an option for the user to view the current contents of
the electronic shopping cart. When this option 15 selected
through suitable user input, a list of products currently in the
clectronic cart, optionally along with corresponding product
information, may be displayed on the display of mobile
device 140 for the user to view. From this display, the user
may be able to remove from the electronic cart any products
that the user no longer wishes to purchase. In some embodi-
ments, when the user 1s ready to purchase the products
remaining in the electronic cart, including product 120, the
user can use the application program on the mobile device
140 to transact the purchase through purchase facilitating
server 160. The user may submit an indication to purchase the
products in the electronic cart, including product 120,
through any suitable user mput, for example by selecting a

“check-out” button or icon on the display of mobile device
140.

[0041] When the user elects to “check out” and purchase
products including product 120, in some embodiments
mobile device 140 may transmit payment information to pur-
chase facilitating server 160. For example, 1n some embodi-
ments the user may enter credit card information nto a user
interface of the mobile device 140, and the mobile device 140
may transmit the credit card information to the purchase
facilitating server 160 to mitiate a purchase of product 120. In
other embodiments, the user’s credit card information or
other payment information may be pre-stored in mobile
device 140, 1n an account the user has created with the pur-
chase facilitating service provider, or 1n any other suitable
location. In such embodiments, when the user selects “check-
out”, the pre-stored payment information may be automati-
cally retrieved from 1ts storage location and transmitted to
purchase facilitating server 160. In some embodiments, the
user may have pre-stored information for multiple credit
cards, debit cards and/or other methods of payment, and the
application program on mobile device 140 may allow the user
to select a method of payment to use during the “check-out™
procedure.

[0042] In some embodiments, purchase facilitating server
160 may process the payment information receirved from
mobile device 140 to transact the user’s purchase of product
120 (and any other 1tems 1n the electronic cart) and generate
a purchase confirmation (e.g., a receipt) confirming the pur-
chase. Such a purchase confirmation receipt may take any
suitable form, as aspects of the present invention are not
limited 1n this respect. In some embodiments, a receipt may
be a text message or other electronic file or document listing
the names and/or bar code numbers of the products purchased
in the completed transaction. In some embodiments, a receipt
may also include descriptions and/or other information about
the purchased products, thumbnail 1images of the purchased
products, and/or any other suitable information. In some
embodiments, the receipt may include a umique 1dentifier or
code (e.g., a purchase confirmation code), which may com-
prise any sequence ol alphanumeric characters and/or sym-
bols, that may be generated by purchase facilitating server
160 to identity the receipt with the completed transaction.
The purchase confirmation code may visibly appear on the
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receipt, or may be electronically encoded within the receipt in
any suitable manner, as aspects of the present invention are
not limited in this respect. In some embodiments, a copy of
the generated receipt, or information included 1n the gener-
ated receipt, may be stored at purchase facilitating server 160,
for example 1n one or more computer-readable storage media,
for future use 1n user profiling, estimating theit likelihoods,
determining product suggestions, etc., examples of which
processes are described below.

[0043] In some embodiments, purchase facilitating server
160 may transmit the generated receipt to both the mobile
device 140 and the inventory server 180 (and/or another pro-
cessing device associated with the retail establishment) to
coniirm the purchase to both the user of mobile device 140
and the retail establishment. In this respect, loss prevention
personnel (e.g., a security guard, another store employee, or
any other human verifier) at the retail establishment may have
a device (e.g., a computer, or other processing device) that
receives receipts (1.e., the receipts generated by purchase
tacilitating server 160) from purchase facilitating server 160
and/or mventory server 180 and displays them to the loss
prevention personnel. In some embodiments, the same receipt
may be transmitted to both mobile device 140 and one or
more loss prevention devices manned by loss prevention per-
sonnel at the retail establishment. In other embodiments, the
receipts transmitted to mobile device 140 and to the loss
prevention device(s) may be in different forms, but may iden-
tify the same list of products purchased in the transaction. In
some embodiments, purchase facilitating server 160 may not
transmit a full receipt to mobile device 140, as mobile device
140 may already have stored the product identifiers and/or
product information for the purchased product, during the
processing performed to create and manipulate the electronic
cart prior to the user’s actual purchase. In such embodiments,
purchase facilitating server 160 may only transmit partial data
for the receipt to mobile device 140, and mobile device 140
may generate the full receipt by incorporating data already
locally stored. In some embodiments, purchase facilitating
server 160 may only transmit the purchase confirmation code
to mobile device 140, and mobile device 140 may incorporate
the purchase confirmation code 1nto a receipt otherwise fully
generated at mobile device 140 using locally stored data.

[0044] When the user 1s ready to leave the physical retail
establishment site with the purchased products including
product 120, 1n some embodiments loss prevention personnel
may check the receipt on the mobile device 140 against the
receipt recerved at one or more loss prevention devices to
validate the purchase and prevent theft as the user exits the
physical establishment. In some embodiments, the loss pre-
vention personnel may verily that the purchase confirmation
code on the receipt on the mobile device matches the purchase
confirmation code on the receipt received at the loss preven-
tion device, to verily that the receipt on the mobile device 1s
genuine. In some embodiments, the same purchase confirma-
tion code may be sent with the receipt to mobile device 140
and to the loss prevention device. In such embodiments, the
two purchase confirmation codes may need to be identical for
the loss prevention personnel to verily that the receipt on the
mobile device 1s genuine. However, in other embodiments,
identical purchase confirmation codes may not be transmaitted
to both mobile device 140 and the loss prevention device. For
example, 1n some embodiments the two purchase confirma-
tion codes may be different sequences with a mathematical or
other electronically coded relationship. In such embodi-
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ments, the loss prevention personnel may electronically con-
firm the relationship between the codes to determine that they
match. Thus, verification that the receipt on mobile device
140 1s genuine may mvolve communication of the purchase
confirmation code from mobile device 140 to the loss preven-

tion personnel (e.g., directly or through the loss prevention
device).

[0045] In some embodiments, the user may communicate
the purchase confirmation code on mobile device 140 to the
loss prevention personnel by physically showing the receipt
on the display of mobile device 140 to the loss prevention
personnel, with the purchase confirmation code displayed as
part of the receipt. The corresponding purchase confirmation
code on the loss prevention device may also be displayed on
a display of the loss prevention device (which in some
embodiments may be obscured from the view of the user of
mobile device 140), such that the loss prevention personnel
may visually confirm that the two purchase confirmation
codes (1.e., the code on mobile device 140 and the code on the
loss prevention device) match. In some embodiments, the loss
prevention device may display a list of purchase confirmation
codes for transactions whose purchasers have not yet left the
retail establishment, and the loss prevention personnel may
verily that the purchase confirmation code on mobile device
140 appears on the list. In other embodiments, the loss pre-
vention personnel may read the purchase confirmation code
on the display of mobile device 140 and enter 1t 1nto the loss
prevention device, such that the loss prevention device may
then automatically determine whether 1t matches a valid pur-
chase confirmation code 1n the loss prevention device. In yet
other embodiments, mobile device 140 may communicate the
purchase confirmation code to the loss prevention device
clectronically i any suitable way, such as via short-range
wireless communication. The loss prevention device may
then automatically determine whether the two purchase con-
firmation codes match, and may provide an indication of
whether they match on the display of the loss prevention
device for the loss prevention personnel to view. Alternatively
or additionally, the loss prevention device may also display
both purchase confirmation codes, such that the loss preven-
tion personnel can personally verily whether the codes match.
In some embodiments, 1f the purchase confirmation code on
mobile device 140 does not match a valid purchase confirma-
tion code received by the loss prevention device, the loss
prevention personnel may take action to initiate a response
procedure for incidents of potential theit. Such a response
procedure may be defined 1n any suitable way, for example by
management personnel of the retail establishment.

[0046] The iventors have appreciated that, even when a
shopper has a receipt with a valid purchase confirmation
code, the user may nevertheless be attempting to steal 1tems
by exiting a store with items in a physical shopping cart or
shopping bag that he and she did not purchase, along with the
items that the shopper did purchase. Thus, 1n some situations,
it may be desirable for loss prevention personnel to visually
ispect the user’s physical shopping cart or bag(s) to verily
that 1t does not contain any unpurchased 1tems. As such, the
inventors have developed techmiques to notify the loss pre-
vention personnel what degree of physical/manual inspection
of the shopper’s items may be warranted. In some embodi-
ments, purchase facilitating server 160 may further augment
the receipts 1t generates with a visual indicator of an estimated
likelihood of theit associated with the transaction. Such a
visual indicator may take any suitable form, as aspects of the
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present invention are not limited in this respect. Examples of
suitable visual indicators include icons of various shapes
and/or colors, textual indicators, symbols, coloring and/or
shading applied to the entire receipt or to one or more portions
of the receipt, and many others. In some embodiments, the
visual indicator may be color-coded to indicate the estimated
likelihood of theft associated with the transaction. In one
example, a green 1indicator may indicate a low likelithood of
thett, a yellow indicator may indicate a moderate likelihood
of theft, and a red indicator may indicate a high likelihood of
thelt. In some embodiments, the receipt may be augmented
with the visual indicator when transmitted to the loss preven-
tion device at the retail establishment, but not when transmait-
ted to mobile device 140. As such, the loss prevention per-
sonnel may be alerted to the estimated likelihood of theft
associated with the transaction, without knowledge by the
user of mobile device 140. However, 1n other embodiments,
the augmented receipt may be transmitted with the same

visual indicator to both the loss prevention device and mobile
device 140.

[0047] In some embodiments, the user ol mobile device
140 may 1nteract with loss prevention personnel prior to exit-
ing the retail establishment in possession of one or more
products acquired within the retail establishment. In some
embodiments, the user may be randomly directed to one of
multiple loss prevention devices at which to interact with loss
prevention personnel for receipt checking. Such randomiza-
tion may 1n some embodiments decrease the likelihood of
success of teaming by groups of coordinating shoplifters. In
some embodiments, when purchase facilitating server 160
transmits a purchase confirmation to mobile device 140, 1t
may also transmit a randomized number or other alphanu-
meric sequence corresponding to a number of a loss preven-
tion device in the retail establishment. This sequence may
then be displayed on mobile device 140 to direct the user to
the corresponding loss prevention device to be cleared by loss
prevention personnel to exit the retail establishment. In some
embodiments, the sequence may be generated by purchase
tacilitating server 160 as a hash of the purchase confirmation
code. In other embodiments, mobile device 140 may receive
a message including a randomized indication to proceed to a
loss prevention device having a particular name, or being
designated by a particular color or symbol. It should be appre-
ciated that a user of mobile device 140 may be directed to a
loss prevention device 1in a randomized order as compared to
other users 1n any suitable way, as aspects of the present
invention are not limited 1n this respect.

[0048] In some embodiments, the visual indicator gener-
ated with the receipt may provide an indication of the extent
to which the loss prevention personnel should ispect the
physical products in the user’s possession that the user
intends to remove from the retail establishment. For example,
in some embodiments, a visual indicator of a low likelihood
of thett associated with the transaction (e.g., a green 1ndica-
tor) may indicate that the products the user 1s removing from
the retail establishment need not be checked, or require only
a cursory visual examination. On the other hand, a visual
indicator of a high likelihood of theft (e.g., a red indicator)
may indicate that the loss prevention personnel should more
carefully confirm that each of the products in the user’s pos-
session 1s listed 1n the receipt and therefore has been properly
paid for.

[0049] Any suitable number of levels of scrutiny may be
indicated by the indicator. For example, in some embodi-
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ments there may be three degrees of scrutiny indicated
respectively by red, green, and yellow indicators on the
receipt. In some embodiments, there may be only two degrees
of scrutiny, while 1n other embodiments, there may be four or
more degrees of scrutiny that may be indicated by the visual
indicator.

[0050] In some embodiments, a visual indicator of a high
likelihood of thett may require the loss prevention personnel
to use electronic devices to 1nspect the products 1n the user’s
possession; €.g., by scanning each product in the user’s physi-
cal shopping cart with a bar code scanner connected to the
loss prevention device, thus allowing the loss prevention
device to automatically confirm whether each product
appears 1n the receipt. In some embodiments, visual indica-
tors may be associated with individual products 1n the receipt
on the loss prevention device, to instruct the loss prevention
personnel to inspect certain 1tems in the user’s physical cart
with greater care than other items. For instance, 1t may be
desirable to 1nspect high-value products such as televisions
more readily than lower-value products, for example to make
sure that the user did not scan and purchase a lower-price
television and then attempt to leave the store with a higher-
price television 1nstead.

[0051] In some embodiments, purchase facilitating server
160 may estimate a likelihood of theft associated with a
current transaction, for use 1n assigning a visual indicator to
the corresponding receipt, through a statistical analysis of
various data collected by purchase facilitating server 160. In
some embodiments, such data may include profiling informa-
tion for the user of mobile device 140 and/or other users who
have interacted with services provided by purchase facilitat-
ing server 160. For example, in some embodiments, purchase
facilitating server 160 may estimate a likelihood of theit
associated with the current transaction based at least in part on
profiling information such as a history of the user of mobile
device 140 passing or failing receipt inspections by loss pre-
vention personnel in retail establishments in the past. For
instance, 11 the user has had previous incidents 1n which the
user has shown loss prevention personnel a receipt on a
mobile device that did not match any valid receipt on the loss
prevention device, or in which the user has attempted to
remove products from a retail establishment that were not
properly purchased and represented on a valid receipt, these
past incidents may increase the estimated likelihood of theft
associated with the user’s current transaction. In some
embodiments, to have such a history available for use 1n
estimating theft likelihood in future transactions, purchase
facilitating server 160 may receive reports from the retail
establishment as to results of receipt verification by loss pre-
vention personnel, and may store such reports as part of
profiling information for individual users.

[0052] In some embodiments, purchase facilitating server
160 may estimate a likelihood of theft based at least 1n part on
the products themselves that are being purchased 1n the cur-
rent transaction. For example, if the user of mobile device 140
has had a very consistent past purchase history (e.g., predict-
ably purchasing similar products repeatedly), and now 1is
transacting a purchase that deviates from that past purchase
history (e.g., purchasing one or more significantly different
products that the user has rarely or never purchased before),
the estimated likelihood of theft associated with the current
transaction may be increased. In some other embodiments, a
likelihood of theft may be estimated based solely on the
products being purchased, without reference to profiling
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information for the user. For example, purchase facilitating
server 160 may determine, from past records of products 1n
transactions and results of corresponding interactions with
loss prevention personnel, that certain combinations of prod-
ucts 1n transactions may statistically have a higher association
with theft than other combinations of products. Thus, 11 the
current transaction includes one or more products that, alone
or 1n combination, are statistically associated with thett, the

estimated likelihood of theft associated with the current trans-
action may be increased.

[0053] In some embodiments, purchase facilitating server
160 may estimate a likelihood of theft based at least in part on
the user’s actions while 1n the retail establishment, as deter-
mined through information recerved from mobile device 140.
For example, mobile device 140 may have a geographic seli-
locating capability, such as a Geographic Positioning System
(GPS), receiver or other location system and may 1n some
embodiments transmit 1ts location information to purchase
facilitating server 160 at various times to receive services
from purchase facilitating server 160. For example, when a
user selects a product for potential purchase by photograph-
ing a bar code on the product, mobile device 140 may in some
embodiments transmit its geographic location to purchase
facilitating server 160 along with the image and/or product
identifier, such that purchase facilitating server 160 can 1den-
tify the correct retail establishment (e.g., the retail establish-
ment 1n which the mobile device and 1ts user currently are
located) with which to transact the purchase. In some embodi-
ments, the location of mobile device 140 may also be com-
municated to purchase facilitating server 160 by one or more
cellular base stations and/or wireless network access points 1n
the vicinity of mobile device 140, that are receiving a nearby
communications signal from mobile device 140. In another
example, when the user first enters a retail establishment, 1n
some embodiments mobile device 140 may transmit 1ts geo-
graphic location, as determined by GPS or by triangulation
from nearby signal receivers, to purchase facilitating server
160 so that purchase facilitating server 160 can i1dentily the
retail establishment and transmit to mobile device 140 infor-
mation about sales or other promotions currently available at
that retail establishment. In some embodiments, from such
location information received from mobile device 140, pur-
chase facilitating server 160 may be able to calculate the
length of time that mobile device 140 (and thus, its user) have
spent within the retail establishment prior to transacting the
current purchase. In some embodiments, such information
may be considered as an indicator of theft potential, as a user
who spends a long time 1n a retail establishment, considering
many options, may in some cases be considered unlikely to be
shoplifting. In some embodiments, such a determination may
also be made based at least in part on the level of interaction
between the user and mobile device 140 while within the
retail establishment, such as comparing products and consid-
ering product suggestions, as these activities may be 1ndica-
tive of a low likelihood of theft. In some embodiments, the
geographic location of the retail establishment itself may also
be considered by purchase facilitating server 160 1n its esti-
mate, as some locations may be more prone to theft or to
crime 1 general than are other locations. In some cases,
likelihood of theft may also vary 1n relation to the geographic
distance between the retail establishment and the user’s
home.

[0054] It should be appreciated that any suitable data may
be considered by purchase facilitating server 160 in estimat-
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ing a likelihood of theft associated with a current transaction,
as aspects of the present invention are not limited in this
respect. In addition to the examples described above, other
examples of information that may factor into such an estimate
include, but are not limited to, monetary values of products
listed 1n the receipt, either in 1solation or 1n relation to mon-
ctary values of other products listed 1n the receipt, retail
establishments the user has visited 1n the past, number of
visits the user has made to different retail establishments, the
user’s demographic information, including gender and age,
the length of time the user has had an account with the pur-
chase facilitating service provider, the model of the user’s
mobile device, records of the user’s past purchases, including
specific products, categories of products, prices of products,
and/or where the products were purchased, average amount
the user spends 1n a single visit to a retail establishment,
and/or average amount of time other users spend 1n the cur-
rent retail establishment, etc.

[0055] In some embodiments, purchase facilitating server
160 may 1nclude any or all of the above-mentioned 1informa-
tion, and/or any other suitable information, 1n its estimation of
the likelihood of theft associated with the current transaction.
In some embodiments, purchase facilitating server 160 may
perform processing to input values for such multiple param-
eters 1nto a statistical model that generates a likelithood value
based on the input. Any suitable statistical model may be
used, as aspects ol the present invention are not limited 1n this
respect. Examples of suitable types of models include deci-
s10n trees, Bayesian networks, and clustering algorithms such
as k-means clustering.

[0056] FIG. 2 illustrates one example of a statistical model
in the form of a decision diagram that may be used 1n some
embodiments by purchase facilitating server 160 to estimate
a likelihood of theft for a current transaction. It should be
appreciated that the decision diagram depicted 1n FIG. 2 1s
merely one example, as aspects of the present invention are
not limited to any particular statistical model used to estimate
a likelithood of theft. With reference to this particular
example, the decision diagram illustrated in FIG. 2 includes
nodes (depicted as ovals) and transitions or “edges” (depicted
as arrows). Through the edges of the decision diagram, cer-
tain nodes lead to other nodes, and all paths through the nodes
eventually lead to one of a set of visual indicators of estimated
likelihood of theit (1n this case, a green risk badge, a yellow
risk badge, or a red risk badge).

[0057] In the example decision diagram of FIG. 2, some
nodes do not have other nodes that lead to them. These nodes
are the input nodes to the decision diagram. In this example,
the input nodes represent different items of information that
may be collected by purchase facilitating server 160 and input
to the decision diagram to determine an estimated likelihood
of theft for the current transaction. In this example, the set of
input nodes 1ncludes an “average store price” node, a “store
type” node, a “store location” node, an “item A popularity”
node, an “i1tem B popularity” node, a “similar users” node, a
“user typical volume” node, a “gender” node, an “age™ node,
an “account age” node, and a “total price” node. In this
example, the “average store price” represents the average
price, across users, ol an entire purchase (e.g., an entire elec-
tronic or physical shopping cart of products purchased) at the
retail establishment i which the current transaction takes
place. The “store type” represents a category of the retail
establishment, such as an “electronics” store, a “grocery”
store, or a particular large retail chain. The “store location”
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represents the town or neighborhood 1n which the retail estab-
lishment 1s located. The “item popularity” nodes represent a
frequency with which one or more products 1n the current
transaction’s shopping cart have been purchased in the past,
across users and retail establishments. The “similar users”
node represents a vector of risk scores of a number of other
users that are similar to the current user in terms of purchasing
history. The “user typical volume” node represents the aver-
age number of products that the current user purchases 1n a
single visit to any retail establishment. The “gender” node
represents the current user’s gender (e.g., qualitatively
expressed as “male” or “female”). The “age” node represents
the current user’s age 1n years. The “account age” node rep-
resents the length of time that the current user has had an
account with the purchase facilitating software application.
Finally, the “total price” node represents the total monetary
amount purchased 1n the current transaction.

[0058] Some of these mput nodes lead to particular inter-
mediate nodes, representing intermediate categories of infor-
mation uselul for grouping datarelevant to likelihood of thett.
In this example, the intermediate nodes include a “‘store
model” node, a “cart popularity model” node, a “purchase
volume model” node, and a “user model” node. For example,
the “average store price” node, the “store type” node and the
“store location” node feed into the *‘store model” node to
create a model of the way 1n which an estimated likelihood of
theit can be dependent upon aspects of the particular retail
establishment 1n which the current transaction takes place. On
the other hand, the “gender” node, the “age” node and the
“account age” node are characteristics of the user of the
mobile device performing the current transaction, and there-
fore feed 1nto and define a “user model” node to model the
dependencies of the estimated likelihood of theit on aspects
of the user.

[0059] In this example, the weights on the edges leading
from mput nodes to intermediate nodes determine the amount
of contribution that each mput node factor has on the overall
intermediate node model. For example, the weight on the
edge leading from the “store type” input node to the “store
model” mtermediate node 1s 0.91, while the weight on the
edge leading from the “store location” input node to the “store
model” intermediate node 1s 0.10. This indicates, 1n this
example, that “store type” information has a greater contri-
bution to the part of the estimated likelthood of theft
accounted for by the “store model” than “store location™
information does. On the other hand, “gender”, “age” and
“account age” information all contribute equally to the “user
model”, as the weights on the edges from each of those three
nodes are equally 0.2.

[0060] Inthe example decision diagram of FI1G. 2, all paths
from 1nput and intermediate nodes eventually lead to a central
“risk level” node, at which all of the information represented
by the various input nodes 1s combined together 1n an overall
model. In this example, when the estimated likelithood of thett
at the “risk level” node evaluates to less than 0.33, purchase
facilitating server 160 generates a green risk badge (e.g., low
estimated likelihood of theft) as the visual indicator for the
purchase confirmation to be sent to mobile device 140. When
the estimated likelihood of theft at the “risk level” node evalu-
ates to between 0.33 and 0.66, a yellow risk badge 1s gener-
ated (e.g., moderate estimated likelihood of theft); and when
the estimated likelihood of theft evaluates to between 0.66
and 1.0, a red risk badge 1s generated (e.g., high estimated

likelihood of thett).
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[0061] In this example, each mput node may give rise to a
numerical value, 1.¢., a “node weight”, based on how that
node evaluates for the characteristics of the current transac-
tion. For input nodes that are defined 1n terms of qualitative
categories, a particular node weight may be assigned to each
category, and the input node may evaluate to one of the node
weilghts depending on which category 1s associated with the
current transaction. For example, the “gender” input node
may have two categories, “male” and “female”. In one
example, the “male” category may have an associated node
weight of 0.6 while the “female” category may have an asso-
ciated node weight of 0.4, indicating that a user being male 1s
a factor that may increase the estimated likelithood of theit
more than a user being female. For a current transaction by a
male user, then, the “gender” input node may evaluate to 0.6.
This node weight may then be multiplied by the correspond-
ing edge weight (0.2) when feeding into the “user model”
intermediate node. Node weights from the “age” and
“account age” mput nodes may also be multiplied by their
respective edge weights and fed into the “user model™ inter-
mediate node, at which the fed-1n values may all be multiplied
together to vield a “user model” node weight. This node
weight may then be multiplied by the edge weight feeding
into the “risk level” node (0.3).

[0062] Forinput nodes that are defined 1n terms of continu-
ous quantitative values, node weights may be evaluated 1n
terms ol a continuous distribution relating the quantitative
value to a node weight value. For example, the “total price”
input node may be defined 1n terms of a distribution with
shopping cart prices on i1ts x-axis and corresponding node
welghts on 1ts y-axis. When estimating a likelihood of theft
for a current transaction of a particular total price, the distri-
bution may be evaluated at that total price to determine a value
for the “total price” node weight. That value may then be
multiplied by the corresponding edge weight (0.65) and fed
into the “risk level” node.

[0063] When all input nodes and intermediate nodes 1n this
example have been evaluated to determine node weights, and
the node weights multiplied by their corresponding edge
weights have all been fed into the “risk level” node, the
resulting values received at the “risk level” node may be
multiplied together to compute an overall estimated likeli-
hood of theft for the current transaction. As discussed above,
this overall value may then be mapped into one of a set of
categories to generate an appropriate visual indicator for the
receipt to be transmitted from purchase facilitating server
160. Again, it should be appreciated that the decision diagram
depicted 1n FIG. 2 1s merely one example. Any suitable tech-
nique for estimating a likelihood of thett for the current trans-
action based on information collected by purchase facilitating
server 160 may be used, as aspects of the present invention are
not limited 1n this respect.

[0064] In some embodiments, an estimated likelthood of
theit for the current transaction may determine whether the
purchase confirmation code should be regenerated for the
receipt after the user’s physical cart 1s cleared by loss preven-
tion personnel. For instance, 11 an unscrupulous user were to
transact a purchase on his mobile device, and then allow his
friend to take a photograph of his receipt, such that both users
ended up with the same valid receipt and purchase confirma-
tion code on their mobile devices, the friends could attempt to
exi1t the retail establishment with two 1dentical products, only
one of which has been paid for. Regenerating the purchase
confirmation code 1n some embodiments could prevent such
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an occurrence. In some embodiments, after a valid receipt 1s
cleared by loss prevention personnel, purchase facilitating
server 160 may generate a new replacement purchase confir-
mation code, and may transmit the replacement purchase
confirmation code to the mobile device from which the pur-
chase was transacted. Such regeneration of the purchase con-
firmation code may 1n some embodiments cause the original
purchase confirmation code for the receipt to become 1invalid.
The shoplifting friend may then be left with a photograph of
a receipt with a now-invalid purchase confirmation code.
When the loss prevention personnel looks up the mvalid pur-
chase confirmation code via the loss prevention device and
does not find a match, the attempted theit and fraud may be
exposed.

[0065] In some embodiments, as discussed above, regen-
eration of the purchase confirmation code may be triggered
by an estimated likelihood of theft associated with the current
transaction. In other embodiments, however, purchase con-
firmation codes may be regenerated for all transactions,
regardless of their estimated likelihood of theft. In some
embodiments, loss prevention personnel may also request
code regeneration for a particular receipt, for example by
transmitting such a request to purchase facilitating server 160
through the network connection from the loss prevention
device. In some 1nstances, loss prevention personnel may
request such code regeneration in response to their own obser-
vations, suspicions or intuitions from observing the behavior
of users at the retail establishment. In some embodiments, a
user with a legitimate purchase, whose purchase confirmation
code has been regenerated after being cleared by loss preven-
tion personnel, may store the receipt with the replacement
purchase confirmation code on his mobile device, such that 1t
can be produced 1n the event that any of the purchased prod-
ucts need to be returned. During the return, 1n some embodi-
ments store personnel may access the receipt with the
replacement purchase confirmation code from purchase
facilitating server 160 and confirm that 1t matches the receipt
on the mobile device.

[0066] FIG. 3A illustrates an exemplary purchase confir-
mation that may be generated by purchase facilitating server
160 and transmitted to one or more loss prevention devices
and/or to mobile device 140 as an augmented receipt 400.
Purchase confirmations may take any suitable form, as
aspects of the present invention are not limited 1n this respect.
As discussed above, 1n some embodiments, a receipt may be
a text message or other electronic file or document identitying
the one or more products that were purchased by the user via
mobile device 140 1n the retail establishment in the corre-
sponding transaction. In some embodiments, the purchased
products may be listed 1n the receipt by name and/or bar code
number. In some embodiments, a purchase confirmation such
as augmented receipt 400 may be recerved and displayed on
mobile device 140 and/or on a loss prevention device oper-
ated by loss prevention personnel of the retail establishment.

[0067] As depicted, augmented receipt 400 includes some
information conventionally included on receipts from retail
establishments. For example, augmented receipt 400 lists, at
the top lelt, the name of the retail establishment or 1ts asso-
ciated retail merchant (“Awesome FElectronics, Inc.”), as well
as the date and time that the transaction was processed (Dec.
12, 2010 at 12:00 pm). For each product purchased in the
transaction, augmented receipt 400 lists, 1n the body of the
document, the name of the product and 1ts price. In this case,
the user purchased a compact disc (CD) for $15.99, a digital
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versatile disc (DVD) for $24.99, and a high definition televi-
sion (HDTV) for $1,299.99. Augmented receipt 400 also
lists, at the bottom, the purchase subtotal ($1,340.97, the sum
of the imndividual prices of the purchased products), the sales

tax applied ($83.81), and the total monetary amount trans-
acted ($1,424.78, the sum of the subtotal and the tax).

[0068] In addition, augmented receipt 400 lists a purchase
confirmation code (557892) for the transaction. As discussed
above, such a purchase confirmation code may be of any
suitable form, such as any suitable sequence ol numbers,
letters and/or other characters and/or symbols. In some
embodiments, a purchase confirmation code may be a unique
identifier for a receipt and its associated transaction, and loss
prevention personnel may check the purchase confirmation
code on augmented receipt 400 to confirm that 1t matches
between mobile device 140 and the loss prevention device.
Also, 1n some embodiments, a receipt’s purchase confirma-
tion code may be regenerated after the user 1s cleared by loss
prevention personnel, as discussed above.

[0069] Augmented receipt 400 also includes an overall
visual indicator 410 indicative of an estimated likelithood of
theft associated with the transaction represented by aug-
mented receipt 400. On augmented receipt 400, visual 1ndi-
cator 410 1s depicted as a circle; however, 1t should be appre-
ciated that this 1s merely one example of a suitable visual
indicator. Visual indicators may take any sutable form,
including a variety of shapes, colors, shadings, patterns,
icons, graphics, text, symbols, and/or other indicator types, as
aspects of the present invention are not limited 1n this respect.
In some embodiments, visual indicators such as visual indi-
cator 410 may be color coded to represent various levels of
estimated likelihood of theft. In some embodiments, loss
prevention personnel may take note of visual indicator 410 on
augmented receipt 400 to determine to what extent the prod-
ucts 1n the user’s physical cart should be inspected to make
sure that they match the list of products on augmented receipt

400.

[0070] Exemplary augmented receipt 400 also includes
another visual indicator 420 associated with a particular prod-
uct listed on augmented receipt 400, in this case the HDTV.
As discussed above, in some embodiments, particular indi-
vidual products, for instance products of high value, may be
specifically flagged with a visual indicator to mnstruct loss
prevention personnel to inspect those specific products with
increased vigilance. In this example, the HDTV may have
been flagged with visual indicator 420 because 1t 1s much
higher 1n price and/or value than the other two products listed
on augmented receipt 400, and it may be particularly impor-
tant for the loss prevention personnel to confirm that the
corresponding 1tem 1n the user’s physical cart 1s indeed the
same product that was legitimately purchased and reflected
on augmented receipt 400. In some embodiments, product-
specific visual indicators such as visual indicator 420 may be
of stmilar form to overall visual indicators such as visual
indicator 410. In one example, a green-yellow-red color cod-
ing scheme as discussed above may be used to signity differ-
ent extents to which overall shopping carts should be
ispected, and may also be used to signily different extents to
which individual items should be inspected. However, in
some embodiments, a product-specific visual indicator such
as visual indicator 420 need not be of the exact same color
and/or form as the overall visual indicator on the same aug-
mented receipt, such as visual indicator 410 on augmented
receipt 400. For instance, 1n one example, overall visual indi-
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cator 410 may be yellow to indicate that some, but not all,
items 1n the user’s physical cart should be inspected; whereas
specific visual indicator 420 may be red to indicate that the
HDTV should be imspected with great care. However, it
should be appreciated that the form of specific visual indica-
tors may have any suitable relationship to the form of overall
visual indicators, including no relationship at all, as aspects of
the present invention are not limited 1n this respect.

[0071] Furthermore, 1t should be appreciated that aug-
mented receipt 400 1s merely one example of an augmented
receipt that may be generated in accordance with some
embodiments of the present invention. Augmented receipts
are not limited to inclusion of any of the information, text,
graphics, visual indicators, or other 1tems depicted on aug-
mented receipt 400; neither are augmented receipts limited to
the specific wording of 1tems depicted on augmented receipt
400. Also, any other suitable items not depicted 1n augmented
receipt 400 may be added 1n some embodiments to an aug-
mented receipt, as aspects of the present invention are not
limited 1n this respect. In addition, it should be appreciated
that an augmented receipt such as exemplary augmented
receipt 400 need not be represented 1n the same form on all
devices 1n the system or at all times when 1t 1s used and/or
viewed. For example, as discussed above, 1n some embodi-
ments purchase facilitating server 160 may transmit an aug-
mented receipt in different forms to a user’s mobile device
and to devices at the retail establishment.

[0072] The inventors have appreciated that when a shopper
uses his mobile phone or other mobile device to obtain prod-
uct information and/or to purchase products while 1n a retail
establishment, an opportunity 1s presented to offer product
suggestions or olfers to the shopper based on the 1tems that
the user has viewed/scanned, selected for purchase, and/or
purchased, and/or to customize oifers or product suggestions
tor individual shoppers based on other information about the
shopper. This gives retail establishments an opportunity to
increase sales by offering shoppers add-on products or other
products that the shopper likely may be interested in. In some
embodiments, purchase facilitating server 160 may be 1n
communication with an offer server 170, in which various
offers from manufacturers and/or retailers may be stored 1n
association with products offered for sale by the retail estab-
lishment. Although purchase facilitating server 160 and offer
server 170 are depicted as separate servers 1in the exemplary
operating environment illustrated in FIG. 1, it should be
appreciated that the functionality of purchase facilitating
server 160 and offer server 170 may also be integrated
together on one server or other computing device, as aspects
of the present invention are not limited 1n this respect. In some
embodiments, a manufacturer or retailer may purchase or bid
on offer space on offer server 170 so that an offer from the
manufacturer may be displayed to the user when the user
scans the UPC label 130 of the associated product. In some
embodiments, when purchase facilitating server 160 receives
the image of UPC label 130 (or the corresponding product
identifier) from mobile device 140, it may retrieve an olfer
associated with product 120 from offer server 170. Purchase
facilitating server 160 may transmit this offer in addition to
the product information for product 120 to mobile device 140,
such that the offer may be displayed to the user on a display of
mobile device 140. If the user decides to accept the offer,
purchase facilitating server 160 may transact the user’s pur-
chase of the products offered 1n the offer and include those
products 1n the receipt transmitted to the mobile device 140
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and the mnventory server 180. It the offer 1s to replace product
120 with a different product being suggested, the user’s
acceptance of the offer may cause product 120 to be removed
from the user’s electronic cart, and replaced by the suggested
product.

[0073] Insomeembodiments, offer server 170 may store, 1n
one or more computer-readable storage media, a data set
listing, for each of one or more products offered for sale by the
retail establishment, one or more offers that could be trig-
gered by the user’s selection of that product via mobile device
140. In some embodiments, each offer associated in the data
set with a triggering product may also have a corresponding
bid listed 1n the data set. In some embodiments, the bid for an
offer may represent an amount that the supplier of that offer
(e.g., a manufacturer or retailer of a product being suggested
by the offer) will pay i1 the offer 1s selected to be transmitted
to mobile device 140 1n response to the user’s selection of the
triggering product for potential purchase. In some embodi-
ments, when the user makes such a selection of the triggering
product, purchase facilitating server 160 may look up the

triggering product in the data set of offer server 170, and may
retrieve the offer with the current highest bid associated with
the triggering product. This offer may then be transmitted to
mobile device 140 for the user’s consideration.

[0074] Offers may be of any suitable form, as aspects of the
present invention are not limited in this respect. In some
embodiments, an offer may be a textual message capable of
being displayed to the user upon being transmitted to mobile
device 140. In some embodiments, an offer may also include
one or more 1mages, such as thumbnails, of one or more
products being suggested by the offer, and/or may include any
other suitable visible items, as aspects of the present invention
are not limited 1n this respect. In some embodiments, the text
and/or graphics of an offer may be created by the manufac-
turer, retailer, advertiser or other entity who supplies the offer
to offer server 170. In this respect, in some embodiments offer
server 170 may receive offer data through a web interface
with which manufacturers, retailers and other offer suppliers
may interact. In some embodiments, such a web interface
may allow offer suppliers, through network connections from
theirr own computing devices, to create text and/or graphics
for an offer, submit a bid for the offer on one or more trigger-
ing products, and/or specily other preferences such as a par-
ticular type of user to which they would like the offer to be
sent (e.g., a user new to the retail establishment, a user of a
certain age or gender, etc.), a particular time of day or day of
the week 1n which they would like the offer to be sent, efc.

[0075] One example of a type of offer that may be found on
offer server 170 1s an upselling offer for a product that com-
petes with the product triggering the offer. For example, a
television manufacturer may create an offer suggesting the
purchase of a television at a certain price, and could list that
offer on offer server 170 with another manufacturer’s more
expensive television as a triggering product. Then, when a
user scans the more expensive television for potential pur-
chase (e.g., via 1mage recognition of the television’s bar
code), if the offer for the cheaper competing television has the
highest bid, 1t may be transmitted to the user’s mobile device.
If the user then accepts the offer through any suitable user
input, the product identifier for the more expensive television
may be removed from the user’s electronic cart and replaced
by the product identifier for the competing television from the

offer.
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[0076] Another type of offer 1s a bundling offer for a prod-
uct that complements the product triggering the offer. For
example, a manufacturer of memory cards may bid to have its
offer displayed to users purchasing digital cameras. When a
user scans a digital camera for potential purchase, the manu-
facturer’s offer could be transmitted to the user’s mobile
device as a suggestion that the memory card would be a usetul
accessory. If the user accepts the offer, the product 1dentifier
for the memory card may be added to the user’s electronic
cart. In the case of such a bundling offer, 1n some embodi-
ments the original scanned product 1dentifier (e.g., the bar
code number for the digital camera) may not be removed from
the electronic cart unless the user requests 1t. Both the trig-
gering product and the suggested product may be listed in the
clectronic cart together, as they are meant to bundle with and
complement each other, and do not compete with each other.

[0077] In some embodiments, one or more offers to be
displayed on a user’s mobile device 1n response to the scan-
ning of a triggering product may not be selected based solely
on the bids associated with the offers, but may alternatively or
additionally be selected based on an estimation of which offer
may be most attractive to the user i question. In some
embodiments, purchase facilitating server 160 may make
such an estimation using stored data indicating which offers
were accepted by which users in the past. Based on the current
user’s past purchase history and/or stored profiling informa-
tion, 1n some embodiments purchase facilitating server 160
may determine a class of users to which the current user 1s
most similar, and may select an offer to transmit to the current
user based at least 1n part on the offers that users of that class
have accepted 1n the past.

[0078] In some embodiments, other types of product sug-
gestions may be made to users via their mobile devices,
without reference to specific offers provided 1n relation to
specific triggering products. For instance, in some embodi-
ments, purchase facilitating server 160 may make product
suggestions based on one or more 1tems that the user has
already scanned for potential purchase from the retail estab-
lishment, by formulating a hypothesis as to a specific purpose
for which the user 1s purchasing those items. In some embodi-
ments, purchase facilitating server 160 may formulate such a
hypothesis by matching one or more products 1n the user’s
clectronic cart with a known set of products that 1s usetul for
that particular purpose, and that includes one or more prod-
ucts that the user has not yet scanned. Some examples of sets
of products that are usetul for such a particular purpose may
include, but are not limited to, a set of ingredients listed 1n a
cooking recipe, a set of tools and/or matenals useful for a
particular home improvement project or do-1t-yourself task, a
complete set of 1tems requested 1n a gift registry, etc. In one
example, for 1mstance, once a user has added carrots, tlour,
sugar and eggs to her electronic cart within a grocery store,
purchase facilitating server 160 may determine that it is likely
that the user 1s collecting ingredients 1n a recipe for making,
carrot cake, and may transmit a product suggestion to the
user’s mobile device to remind her to also purchase baking
soda as part of the recipe.

[0079] In some embodiments, purchase facilitating server
160 may make such product suggestions with reference to a
data set of various known sets of products, being offered for
sale by retail establishments, with the members of each set
being useful together for a particular purpose, such as a recipe
or do-1t-yourself kit. The data set may be stored within pur-
chase facilitating server 160, within offer server 170, and/or
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in one or more other computer-readable storage media sepa-
rately accessible to purchase facilitating server 160. Such a
data set, or another separate data set, may also store past
purchase data of one or more users, to aid 1n determining one
or more best matches between products currently scanned 1n

a user’s electronic cart and one or more established product
sets stored 1n the data set.

[0080] In some embodiments, products currently in the
user’s electronic cart may be matched to a known product list
based at least 1n part on the user’s own past purchase history.
For example, 1f the user has purchased a similar collection of
products fitting the carrot cake recipe in the past, purchase
facilitating server 160 may with high confidence match the
user’s current mncomplete electronic cart to the appropnate
product set for the recipe, and may provide product sugges-
tions for the remaining products in the recipe. In some
embodiments, information such as the order in which the user
has previously selected items within the retail establishment
for purchase, product offers the user has considered while
shopping in the past, products the user has actually purchased
in the past, the number of previous times the user has visited
the retail establishment, the frequency of the user’s visits to
the retail establishment, the total monetary amount and aver-
age monetary amounts of the user’s past purchases, etc. (col-
lectively, the user’s “shopping history”), may be used 1n pre-
dicting product suggestions that the user 1s likely to accept 1n
the current shopping visit. Also, 1n some embodiments, the
contents of the user’s electronic cart may be matched to one or
more product lists based at least in part on statistical data
gathered from other users’ past purchases. For example, 11 the
current user’s electronic cart contains three products, and a
large percentage of past users who purchased those three
products also purchased a particular fourth product within the
same visit to a retail establishment, then purchase facilitating
server 160 may suggest that fourth product to the current user.
In some embodiments, purchase facilitating server 160 may
compare profiling information for the current user to that of
other users to determine a class of user to which the current
user belongs, and may formulate product suggestions with
reference to statistical data taken from that class of user. In
some embodiments, one or more statistical models (some
exemplary types of which were given above) may be trained
on available profiling information and past purchase history
to determine likely matches between known product sets and
the user’s current electronic cart.

[0081] In some embodiments, purchase facilitating server
160 may use user feedback to refine the matches it makes
between users’ incomplete electronic shopping carts and
known sets of products useful for particular purposes. For
example, when purchase facilitating server 160 determines
that the current user may be collecting ingredients for a carrot
cake recipe, 1n some embodiments purchase facilitating
server 160 may transmit to the user’s mobile device a query
inviting confirmation, such as, “It looks like you are collect-
ing ingredients for a carrot cake. Would you like help?” Such
a query may be displayed on the user’s mobile device 1n the
form of a text message, a pop-up window, or 1n any other
suitable form. If the user selects, “Yes,” then the recipe
hypothesis may be confirmed, and the association between
the current contents of the user’s electronic cart and the carrot
cake recipe may be strengthened in the approprate statistical
models and data sets for use 1n determiming future product
suggestions. Also, 1n some embodiments, purchase facilitat-
ing server 160 may transmit product suggestions to the
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mobile device, for one or more products 1n the carrot cake
recipe that are not currently in the electronic cart. In some
embodiments, 1f the user accepts any of the product sugges-
tions, the corresponding product identifiers may be added to
the user’s electronic cart.

[0082] In other embodiments, user feedback may be
obtained through different types of prompts and interactions
via the user’s mobile device. For example, 11 purchase facili-
tating server 160 determines from a user’s current electronic
cart contents that it 1s likely the user 1s collecting ingredients
cither to make biscuits or to make dinner rolls, purchase
facilitating server 160 may then 1n some embodiments trans-
mit multiple discriminating product suggestions to the user’s
mobile device. An example of such product suggestions
might be, “If you are planning to make biscuits, buy shorten-
ing. If you are planning to make dinner rolls, buy yeast.” By
observing which product suggestion the user accepts or fol-
lows, the statistical data for the winning association may then
be strengthened for future matches. In another example, pur-
chase facilitating server 160 might simply transmait one prod-
uct suggestion 1n accordance with the most likely hypothesis
ol a product set matching the user’s electronic cart, and sub-
sequent data as to whether the user accepts or rejects the
product suggestion may be used to refine future matches.

[0083] Inthe examples above, recipes are used as examples
of known lists of products to which items in a user’s electronic
cart are prepared. However, this technique may be applied to
any ol a variety of types of lists of items including, for
example, lists of 1tems for home improvement projects, lists
of 1tems for building an electronic system (e.g., a home the-
ater system), or lists of items for any other project or task.

[0084] Insome embodiments, when an offer or other prod-
uct suggestion 1s transmitted to a user’s mobile device within
a retail establishment, by any of the processes described
above, purchase facilitating server 160 may apply a variable
discount to the product suggestion, and the user may receive
the discount on the suggested product if the user accepts the
product suggestion. In some embodiments, the amount of
such a discount may be defined by the retail merchant, for
example in accordance with rules that give different discounts
to different classes of users (e.g., greater discounts for users
that are new to the retail establishment). In some embodi-
ments, however, purchase facilitating server 160 may com-
pute an amount of a discount that should be applied to suc-
cessiully entice the user in question to accept the product
suggestion. In some embodiments, purchase {facilitating
server 160 may perform such a computation with reference to
any available data relevant to the user’s purchasing tenden-
cies, such as the user’s profiling information and/or past pur-
chase history, and/or such information for other users similar
to the current user (e.g., of a same class of user).

[0085] In some embodiments, when a user accepts a prod-
uct suggestion recerved from purchase facilitating server 160
and displayed on the user’s mobile device, purchase facilitat-
ing server 160 may also transmit to the mobile device a map
of the retail establishment or of a portion of the retail estab-
lishment, showing where the suggested product can physi-
cally be found. Then, when the user arrives at the suggested
product’s location in the retail establishment, in some
embodiments the user may scan the suggested product’s bar
code, and a confirmation of whether the user 1n fact found the
correct suggested product may be displayed on the mobile
device. In some embodiments, product suggestions may be
provided based at least 1n part on the user’s current location in
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the retail establishment (e.g., as determined from the mobile
device’s GPS capabilities, or as determined by triangulation
from a set of nearby wireless access points), such that sug-
gestions for nearby products are offered for the user’s con-
sideration before suggestions for products that are farther
away. Accordingly, in some embodiments, the user may be
guided 1n an efficient route through the retail establishment,
filling the user’s electronic cart with product i1dentifiers by
scanning physical products and accepting electronic product
suggestions, while concurrently filling the user’s physical
shopping cart with the corresponding physical products from
the retail establishment.

[0086] FIG. 3B illustrates an exemplary product sugges-
tion/offer that may be generated by purchase facilitating
server 160 based on an association with one or more products
already scanned by the user of mobile device 140, and may be
transmitted by purchase facilitating server 160 to be dis-
played on mobile device 140. As discussed above, product
suggestions displayable on mobile device 140 may take any
suitable form, as aspects of the present invention are not
limited 1n this respect. In some embodiments, a product sug-
gestion may be a textual message, or may include one or more
images and/or other suitable visible items, and may appear on
a display ol mobile device 140 as part of the electronic shop-
ping cart window, or as a separate pop-up window, or 1n any
other suitable way.

[0087] As depicted in FIG. 3B, exemplary product sugges-
tion 450 1ncludes, at the top, a textual query, “Would you like
to purchase [Suggested Product] for $[Price]?” that commu-
nicates the product suggestion to the user of mobile device
140. In this exemplary query, the placeholder “[Suggested
Product]” may bereplaced by the name of a particular product
being suggested, and the placeholder “[Price]” may be
replaced by the suggested product’s price, optionally with any
discount applied for this offer to this particular user. Product
suggestion 4350 also includes a thumbnail 1image 460 of the
suggested product, as well as a textual product description
465, to inform the user about the suggested product so the
user may consider whether or not to purchase 1it.

[0088] In this example, the user may accept the product
suggestion by pressing, clicking on, or otherwise submitting
user mput to select acceptance button 470, labeled “Accept”.
In some embodiments, as discussed above, selecting accep-
tance button 470 may cause the application program on
mobile device 140 to add the suggested product to the user’s
clectronic shopping cart. In some embodiments, the user may
specily a number of units of the suggested product to add to
the electronic shopping cart, for instance by 1mnputting a num-
ber mto “Quantity” box 480. In some embodiments, this
function may allow the user to add multiple units of the
suggested product at once to the list for purchase, by accept-
ing the product suggestion. If the user decides not to accept
product suggestion 450, the user may select rejection button
475, labeled “No, thanks”. In some embodiments, selecting
rejection button 475 may remove product suggestion 4350
from the display of mobile device 140, without adding any
units of the suggested product to the user’s electronic cart. It
should be appreciated, however, that the user’s acceptance or
rejection of a product suggestion may be communicated in
any suitable way, as aspects of the present invention are not
limited 1n this respect.

[0089] Furthermore, it should be appreciated that product
suggestion 430 1s merely one example of a product suggestion
that may be generated 1n accordance with some embodiments
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of the present invention. Product suggestions are not limited
to inclusion of any of the information, text, images, graphics,
or other 1items depicted 1n product suggestion 450; neither are
product suggestions limited to the specific wording of 1tems
depicted 1n product suggestion 450. Also, any other suitable
items not depicted 1n product suggestion 450 may be added 1n
some embodiments to a product suggestion, as aspects of the
present invention are not limited in this respect.

[0090] FIGS. 4A and 4B, when connected at the points
labeled “A”, form a flowchart illustrating an exemplary pro-
cess 200 for purchasing products from a retail establishment
using a mobile device, 1n accordance with some embodiments
of the present invention. Process 200 begins at act 205, 1n
which mventory server 180 transmits to purchase facilitating
server 160 information pertaiming to products being offered
for sale by the retail establishment. For example, 1n some
embodiments inventory server 180 may operate a data feed to
transmit updated product information to purchase facilitating
server 160, looping back to act 205 to transmit newly updated
information at regular time intervals (e.g., every 30 seconds).
In other embodiments, purchase facilitating server 160 may
poll inventory server 180 at any suitable intervals to obtain
updated product information. Product information may
include an inventory of products currently offered for sale by
the retail establishment, along with price information for each
product. In some embodiments, product information may
also include product names, product descriptions, product
identifiers (e.g., bar code numbers), thumbnail images and/or
any other appropriate information pertaining to products
offered for sale. At act 210, purchase facilitating server 160
stores the product information received from inventory server

180, for example 1in a database of purchase facilitating server
160.

[0091] At act 215, a user may use the 1mage acquisition
component 150 of mobile device 140 to capture an 1mage
identifying a product that the user 1s considering purchasing,
for example product 120. As discussed above, this image may
be any 1image comprising information that identifies product
120, for example, an 1image of UPC label 130 aflixed to
product 120. The image may be captured while the user and
the mobile device are within the retail establishment, 1n suf-
ficient proximity to the product 120 being offered for sale 1n
the retail establishment to capture an 1image of 1ts UPC label
130. After act 215, the process continues to act 220, where
mobile device 140 transmits the captured image to purchase
tacilitating server 160. The process then continues to act 225,
where purchase facilitating server 160 processes the image
received from mobile device 140 using an 1image recognition
technique to identity the product 120 associated with the
transmitted 1image. For example, UPC label 130 may be pro-
cessed through 1image recognition to 1dentity the UPC code
represented by UPC label 130. The UPC code may provide a
unique 1dentifier for product 120. Any suitable image recog-
nition techmque may be used, as aspects of the present inven-
tion are not limited 1n this respect. Some examples of suitable
image recognition techniques have been provided above.
While such image recognition may in some embodiments be
performed by purchase facilitating server 160, as discussed
above the 1mage recognition may in other embodiments be
performed by mobile device 140.

[0092] Once purchase facilitating server 160 has identified
product 120, the product information associated with product
120 may be retrieved, for example, from a database of pur-
chase facilitating server 160 1n which the product information
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received from mventory server 180 at act 2035 1s stored at act
210. The process then continues to act 230, where purchase
facilitating server 160 transmits this product information to
mobile device 140.

[0093] Purchase facilitating server 160 may also retrieve a
product suggestion/offer associated with product 120. For
example, purchase facilitating server 160 may communicate
with an offer server 170 to retrieve the offer in connection
with product 120. As described above with reference to FIG.
1, offer server 170 may store a number of manufacturer offers
in association with products offered for sale by the retail
establishment. Manufacturers and/or retailers may place bids
on particular products to have offers associated with them.
For example, a manufacturer may bid for an upselling offer, in
which a user scanning a first product is presented with an offer
for a second competing product at a competing price. In
another example, a retailer may bid for a bundling offer, 1n
which a user scanning a first product is presented with an offer
for one or more other compatible products that the user may
be attracted to purchase along with the first product. In other
examples, as discussed above, a user having scanned one or
more products may be presented with product suggestion(s)
for one or more other products that, together with the already
scanned products, belong to a known set of products useful
for a particular purpose, such as a cooking recipe or a do-it-
yourself kit.

[0094] In response to identifying a product, for example
product 120, represented by an 1image recerved from mobile
device 140 at act 225, purchase facilitating server 160 may
retrieve from offer server 170 any offer (e.g., the offer with the
highest bid for the product) associated with product 120,
and/or may determine one or more otherwise appropriate
product suggestions based on the user’s scanning of product
120. Atact 230, purchase facilitating server 160 may transmit
the product information for product 120 to mobile device 140,
as well as any associated offer/suggestion. The process next
continues to act 235, where mobile device 140 may display
the transmitted product information, and any offer/suggestion
received, on a display of the mobile device, such that 1t can be
viewed by the user. Product information for product 120 may
include any of various imnformation associated with product
120 being offered for sale by a retail establishment, including,
but not limited to, price information and/or product descrip-
tion mnformation. If an offer/suggestion has been displayed in
association with the product information, mobile device 140
may receive user input indicating an acceptance or rejection
of the offer displayed (e.g., by pressing an “Accept” or “No,
thanks™ button). If the offer 1s accepted, mobile device 140
may update the user’s electronic shopping cart to include any
products 1dentified 1n the offer.

[0095] The process next continues to act 250, where mobile
device 140 may recerve user input indicating whether the user
desires to add more products to the user’s electronic shopping
cart. In some embodiments, user input to add more products
may simply include operation of mobile device 140 to capture
a new bar code 1mage. If more products are desired to be
purchased, process 200 may return to act 215, at which
another product UPC label may be scanned. If no more prod-
ucts are to be added, and the user desires to “check out” (e.g.,
if the user selects a “check-out” button), process 200 may
continue to act 255, at which mobile device 140 may transmit
stored UPC codes for all items 1n the user’s electronic shop-
ping cart (1.e., all products whose UPC labels have been
scanned and selected by the user to be placed 1n the electronic
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shopping cart) to purchase facilitating server 160. The pro-
cess then continues to act 260, where purchase facilitating
server 160 may look up the recerved UPC codes to retrieve
product information stored 1n the database of purchase facili-
tating server 160. That 1s, product mformation (including
price information) retrieved at act 260 may have been updated
from a recent loop of act 205 since the user scanned the
products at act 215. Thus, at act 260, purchase facilitating
server 160 may retrieve any updated product information. In
addition, 1n some embodiments purchase facilitating server
160 may query mventory server 180 to confirm that the prod-
ucts to be purchased are still physically 1n stock at the retail
establishment.

[0096] Inact260, updated price information for each prod-
uct 1n the user’s electronic shopping cart may be used to
compute a total cost of the shopping cart. The total cost may
be calculated to include such considerations as sales tax, any
discounts to which the user i1s entitled from the retail estab-
lishment, and/or any discounts to which the user 1s entitled
through use of the mobile device software application. For
example, a retail establishment or other operator of purchase
facilitating server 160 may provide a loyalty subscription,
through which the user may be entitled to any of various
discounts for use of the mobile device software application to
purchase products 1n communication with purchase facilitat-
ing server 160. In some embodiments, purchase facilitating
server 160 may be mformed of the retail establishment’s
current discount programs through network communication
with inventory server 180 and/or with another computing
device associated with the retail establishment, and may then
apply such discounts to the user’s purchases.

[0097] Theprocess then continues to act 265, where mobile
device 140 may display updated shopping cart information
received from purchase facilitating server 160. If the user
desires to continue with the purchase, mobile device 140 may,
at act 270, prompt the user for payment information and
receive the payment information from user input, such as
typing on a keypad or voice recognition. For example, pay-
ment information may include a credit card number, verifica-
tion information, authorization information (e.g., apassword)
and/or any other information useful 1n transacting a credit
card purchase. The process then continues to act 275, where
mobile device 140 may transmit the input payment informa-
tion to purchase facilitating server 160. Alternatively, in some
embodiments, such payment information may already be
stored 1n mobile device 140, 1n purchase facilitating server
160 and/or in one or more other suitable computer-readable
storage media from which 1t may be automatically retrieved.

[0098] The process next continues to act 280, where pur-
chase facilitating server 160 may use the received payment
information to transact the user’s purchase of the products 1n
the user’s electronic shopping cart from the retail establish-
ment. For example, purchase facilitating server 160 may
communicate with a credit card payment network (e.g.,
directly or via a third party) to transact a transier of funds
belonging to the user, 1n the amount of the total cost of the
shopping cart, to an account of the retail establishment. The
process next continues to act 285, where purchase facilitating
server 160 may generate and transmuit a receipt confirming the
user’s purchase to both mobile device 140 and inventory
server 180.

[0099] The process then continues to act 2935, where mnven-
tory server 180 may process the received receipt to update the
inventory of the retail establishment to reflect a reduction 1n
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inventory count of the products purchased by the user. As
discussed above, mventory server 180 may then store inifor-
mation contained in the receipt to be retrieved by loss preven-
tion personnel at the physical retail establishment as the user
exits the store.

[0100] In addition, after act 2835, at act 290 mobile device
140 may display the receipt recerved from purchase facilitat-
ing server 160, such that the user may show the receipt on a
display of mobile device 140 to loss prevention personnel at
the retail establishment store. As the user exits the physical
store with the products purchased in the transaction, loss
prevention personnel may compare the receipt displayed on
mobile device 140 to receipt information received at a loss
prevention device. This may allow loss prevention personnel
to validate the user’s purchase of products 1dentified by the
receipt, and to prevent theft of items not i1dentified in the
receipt. In some embodiments, the receipt may be augmented
with a visual indicator of an estimated likelithood of theft
associated with the transaction, and the visual indicator may
istruct the loss prevention personnel as to the extent of
inspection that should be performed on the user’s physical
shopping cart prior to the user exiting the retail establishment.

[0101] In the exemplary method described above, the
image recognition of an 1mage of a bar code (e.g., a UPC
code) or other product identilying information 1s performed
by server 160. However, the invention 1s not limited 1n this
respect, as the 1image recognition process may be performed
on any suitable device in the system. For example, 1n some
embodiments, rather than sending a captured 1image of a bar
code to server 160 for image recognition, mobile device 140
may perform image recognition on the 1image that 1t captured
to determine a product identifier number encoded in the bar
code, and may send this product identifier to server 160
instead of, or 1n addition to, sending the image 1tself.

[0102] In some embodiments, the mobile device applica-
tion may also be programmed to display general advertise-
ments from the retail establishment on a display of mobile
device 140 when the user enters the physical retail store. For
example, the retail establishment may publish an electronic
in-store circular (e.g., via server 160, server 180, or any other
suitable way) that lists current promotions such as sales,
discounts, new or best selling products, etc., for that particular
store. The mobile device application may be programmed to
determine when the user enters the retail establishment, for
example using global positioning capabilities of the mobile
device, and to display a current in-store circular advertise-
ment at that time. The mobile device application may also be
programmed to determine a particular section of the store in
which the user 1s shopping, and to display advertisements
specific to that section. Such advertisements may be received,
in some embodiments, at mobile device 140 from purchase
facilitating server 160.

[0103] In some embodiments, the mobile device applica-
tion may also provide a social networking function, with
individual user profiles that can be viewed by other users also
having the purchase facilitating application program on their
mobile devices. In some embodiments, various information
may be automatically posted on a user’s profile in the appli-
cation 1n response to various shopping-related triggering
events (subject to user authorization 1n some embodiments).
For example, when a user transacts a purchase 1n a retail
establishment using the application, 1n some embodiments
information about the purchase may be posted on the user’s
profile. Such nformation may include, 1n some embodi-
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ments, 1dentification of one or more products purchased,
identification of prices of one or more products purchased,
identification of the retail establishment at which the one or
more products were purchased, and/or the date and/or time at
which the purchase was transacted, etc. In some embodi-
ments, a user’s visits to a retail establishment may be posted
on the user’s profile, regardless of whether the user transacted
a purchase there. In addition, 1n some embodiments, icons or
other indicators may be posted on the user’s profile when the
user performs certain activities via the application which one
or more retailers, manufacturers, advertisers and/or other par-
ties would like to reward. For example, if a user spends over
a threshold amount of money 1n a particular retail establish-
ment within a certain amount of time, 1n some embodiments
the user’s profile may receive an achievement tag or other
icon from that retail establishment. In another example, a
user’s profile may recetve an achievement tag for physically
visiting a certain number of branches of a retail merchant in a
certain geographical area. In some embodiments, the user
may be allowed to exchange such achievement tags for mon-
etary rewards, such as giit certificates and/or discounts on
future purchases. In some embodiments, retail merchants
may also use such achievement tags, as well as other infor-
mation posted on a user’s application profile, to target par-
ticular users for promotions, based on knowledge of the user’s

shopping habits and likelihood of visiting particular retail
establishments.

[0104] Mobile device 140 and servers 160, 170 and 180
may be implemented 1n any suitable way. FIGS. 5A and 5B
respectively illustrate exemplary architectures for a mobile
device 300 and a server 350 (for example, any of servers 160,
170 and 180) that may be used in some embodiments. Exem-
plary mobile device 300 comprises one or more hardware
central processing unit(s) (CPU) 310, operatively connected
to hardware/physical memory 320 and input/output (I/O)
interface 330. Exemplary server 350 similarly comprises
hardware CPU(s) 360, operatively connected to hardware/
physical memory 370 and mput/output (I/0) iterface 380.
Hardware/physical memory may include volatile and/or non-
volatile memory. The memory may store one or more instruc-
tions to program the CPU to perform any of the functions
described herein. The memory may also store one or more
application programs. In this respect, the memory may serve
as one or more computer-readable storage media (e.g., tan-
gible, non-transitory computer-readable media) encoded
with computer-executable instructions that, when executed,
perform any of the functions described herein.

[0105] Exemplary mobile device 300 and exemplary server
350 may have one or more mput and output devices. These
devices can be used, among other things, to present a user
interface and/or communicate (e.g., via a network) with other
devices or computers. Examples of output devices that can be
used to provide a user interface include printers or display
screens for visual presentation of output and speakers or other
sound generating devices for audible presentation of output.
Examples of input devices that can be used for a user interface
include keyboards, and pointing devices, such as mice, touch
pads, and digitizing tablets. As another example, a computer
may recerve mput information through speech recognition or
in other audible format.

[0106] Although examples provided herein have described
servers 160, 170 and 180 as residing on separate computers,
it should be appreciated that the functionality of these com-
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ponents can be implemented on a single computer, or on any
larger number of computers 1n a distributed fashion.

[0107] Having thus described several aspects of at least one
embodiment of this mvention, it 1s to be appreciated that
various alterations, modifications, and improvements will
readily occur to those skilled 1n the art.

[0108] Such alterations, modifications, and improvements
are mtended to be part of this disclosure, and are itended to
be within the spirit and scope of the invention. Accordingly,
the foregoing description and drawings are by way of
example only.

[0109] The above-described embodiments of the present
invention can be implemented 1n any of numerous ways. For
example, the embodiments may be implemented using hard-
ware, software or a combination thereof. When implemented
in soltware, the software code can be executed on any suitable
processor or collection of processors, whether provided 1n a
single computer or distributed among multiple computers.
[0110] Further, it should be appreciated that a computer
may be embodied 1 any of a number of forms, such as a
rack-mounted computer, a desktop computer, a laptop com-
puter, or a tablet computer. Additionally, a computer may be
embedded 1n a device not generally regarded as a computer
but with suitable processing capabilities, including a Personal
Digital Assistant (PDA), a smart phone or any other suitable
portable or fixed electronic device.

[0111] Such computers may be interconnected by one or
more networks 1n any suitable form, including as a local area
network or awide area network, such as an enterprise network
or the Internet. Such networks may be based on any suitable
technology and may operate according to any suitable proto-
col and may include wireless networks, wired networks or
fiber optic networks.

[0112] Also, the various methods or processes outlined
herein may be coded as software that 1s executable on one or
more processors that employ any one of a variety of operating
systems or platforms. Additionally, such software may be
written using any of a number of suitable programming lan-
guages and/or programming or scripting tools, and also may

be compiled as executable machine language code or inter-
mediate code that 1s executed on a framework or virtual

machine.

[0113] In this respect, the invention may be embodied as a
computer readable medium (or multiple computer readable
media) (e.g., a computer memory, one or more tloppy discs,
compact discs, optical discs, magnetic tapes, tlash memories,
circuit configurations in Field Programmable Gate Arrays or
other semiconductor devices, or other tangible, non-transi-
tory computer storage medium) encoded with one or more
programs that, when executed on one or more computers or
other processors, perform methods that implement the vari-
ous embodiments of the invention discussed above. The com-
puter readable medium or media can be transportable, such
that the program or programs stored thereon can be loaded
onto one or more different computers or other processors to
implement various aspects of the present invention as dis-
cussed above.

[0114] The terms “program” or “software” are used herein
1n a generic sense to refer to any type of computer code or set
ol computer-executable mstructions that can be employed to
program a computer or other processor to implement various
aspects of the present invention as discussed above. Addition-
ally, 1t should be appreciated that according to one aspect of
this embodiment, one or more computer programs that when
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executed perform methods of the present invention need not
reside on a single computer or processor, but may be distrib-
uted 1n a modular fashion amongst a number of different
computers or processors to implement various aspects of the
present invention.

[0115] Computer-executable instructions may be 1n many
forms, such as program modules, executed by one or more
computers or other devices. Generally, program modules
include routines, programs, objects, components, data struc-
tures, etc. that perform particular tasks or implement particu-
lar abstract data types. Typically the Tunctionality of the pro-
gram modules may be combined or distributed as desired 1n
various embodiments.

[0116] Also, data structures may be stored in computer-
readable media 1n any suitable form. For simplicity of illus-
tration, data structures may be shown to have fields that are
related through location 1n the data structure. Such relation-
ships may likewise be achieved by assigning storage for the
fields with locations in a computer-readable medium that
conveys relationship between the fields. However, any suit-
able mechanism may be used to establish a relationship
between information 1n fields of a data structure, including,
through the use of pointers, tags or other mechanisms that
establish relationship between data elements.

[0117] Various aspects of the present invention may be used
alone, 1n combination, or 1 a variety of arrangements not
specifically discussed 1n the embodiments described in the
foregoing, and the invention is therefore not limited 1n 1ts
application to the details and arrangement of components set
forth 1n the foregoing description or illustrated in the draw-
ings. For example, aspects described in one embodiment may
be combined 1n any manner with aspects described 1n other
embodiments.

[0118] Also, the mnvention may be embodied as a method,
of which an example has been provided. The acts performed
as part of the method may be ordered in any suitable way.
Accordingly, embodiments may be constructed in which acts
are performed 1n an order different than illustrated, which
may include performing some acts simultaneously, even
though shown as sequential acts 1n 1llustrative embodiments.
[0119] Use of ordinal terms such as “first,” “second.,”
“third,” etc., 1n the claims to modify a claim element does not
by 1tsell connote any prionty, precedence, or order of one
claim element over another or the temporal order in which
acts of a method are performed, but are used merely as labels
to distinguish one claim element having a certain name from
another element having a same name (but for use of the
ordinal term) to distinguish the claim elements.

[0120] Also, the phraseology and terminology used herein
1s Tor the purpose of description and should not be regarded as
limiting. The use of “including,” “comprising,” or “having,”
“containing,” “imnvolving,” and vanations thereof herein, 1s
meant to encompass the 1tems listed thereafter and equiva-
lents thereof as well as additional 1tems.

What 1s claimed 1s:

1. A method of transacting a user’s purchase of a product
from a retail establishment, the method performed, at least 1n
part, by a computer system comprising at least one hardware
processor, the method comprising:

recerving, ifrom a mobile device of the user, identifier infor-

mation that identifies a product being offered for sale by
a retail establishment, wherein the 1identifier information
1s dertved from an 1image obtained via an 1mage acqui-
sition component operatively connected to the mobile
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device of the user, wherein the 1mage 1s obtained while
the user and the mobile device are within the retail
establishment;

accessing product information for the product;
transmitting the product information to the mobile device;

receiving an indication from the mobile device to purchase
the product, the indication comprising payment infor-
mation for purchasing the product;

processing at least the payment information via the at least
one hardware processor to transact the user’s purchase
of the product from the retail establishment; and

transmitting to the mobile device a purchase confirmation
indicating that the product has been purchased from the
retail establishment by the user.

2. The method of claim 1, further comprising transmitting,
the purchase confirmation, including identification of the
product purchased, from the computer system to a loss pre-
vention device of the retail establishment.

3. The method of claim 1, further comprising transmitting
to a processing device associated with the retail establishment
an 1ndication to reduce an mventory count of the product 1n
response to the user’s purchase of the product.

4. The method of claim 1, further comprising receiving the
product information at the computer system 1n a periodic
update from a processing device associated with the retail
establishment.

5. The method of claim 1, wherein the product information
comprises at least one 1tem selected from the group consisting
of a bar code number for the product, a price of the product, a
name of the product, a description of the product, and a
thumbnail 1image of the product.

6. The method of claim 1, wherein the 1image comprises a
photograph of a bar code on the product, and the 1dentifier
information comprises a bar code number represented by the
bar code.

7. At least one tangible computer-readable storage medium
encoded with a plurality of computer-executable instructions
that, when executed 1n a computer system comprising at least
one hardware processor, perform a method of transacting a
user’s purchase of a product from a retail establishment, the
method comprising:

receiving, from a mobile device of the user, identifier infor-

mation that identifies a product being offered for sale by
a retail establishment, wherein the 1dentifier information
1s derived from an 1mage obtained via an 1mage acqui-
sition component operatively connected to the mobile
device of the user, wherein the 1mage 1s obtained while
the user and the mobile device are within the retail
establishment;

accessing product information for the product;
transmitting the product information to the mobile device;

receiving an indication from the mobile device to purchase
the product, the indication comprising payment infor-
mation for purchasing the product;

processing at least the payment information to transact the
user’s purchase of the product from the retail establish-
ment; and

transmitting to the mobile device a purchase confirmation
indicating that the product has been purchased from the
retail establishment by the user.

8. The at least one computer-readable storage medium of
claim 7, wherein the method further comprises transmitting

18

Jun. 16, 2011

the purchase confirmation, including identification of the
product purchased, to a loss prevention device of the retail
establishment.

9. The at least one computer-readable storage medium of
claim 7, wherein the method further comprises transmitting to
a processing device associated with the retail establishment
an mdication to reduce an mventory count of the product 1n
response to the user’s purchase of the product.

10. The at least one computer-readable storage medium of
claim 7, wherein the method further comprises receiving the
product information 1n a periodic update from a processing
device associated with the retail establishment.

11. The at least one computer-readable storage medium of
claim 7, wherein the product information comprises at least
one item selected from the group consisting of a bar code
number for the product, a price of the product, a name of the
product, a description of the product, and a thumbnail 1image
of the product.

12. The at least one computer-readable storage medium of
claim 7, wherein the image comprises a photograph of a bar
code on the product, and the identifier information comprises
a bar code number represented by the bar code.

13. A system comprising:

at least one hardware processor; and

at least one memory storing processor-executable istruc-

tions that, when executed by the at least one processor,

perform a method of transacting a user’s purchase of a

product from a retail establishment, the method com-

prising:

receiving, from a mobile device of the user, identifier
information that identifies a product being offered for
sale by a retail establishment, wherein the 1dentifier
information 1s derrved from an 1mage obtained via an
image acquisition component operatively connected
to the mobile device of the user, wherein the 1mage 1s
obtained while the user and the mobile device are
within the retail establishment;

accessing product information for the product;

transmitting the product information to the mobile
device;

receiving an indication from the mobile device to pur-
chase the product, the indication comprising payment
information for purchasing the product;

processing at least the payment information to transact
the user’s purchase of the product from the retail
establishment; and

transmitting to the mobile device a purchase confirma-
tion indicating that the product has been purchased
from the retail establishment by the user.

14. The system of claim 13, wherein the method further
comprises transmitting the purchase confirmation, including
identification of the product purchased, to a loss prevention
device of the retail establishment.

15. The system of claim 13, wherein the method further
comprises transmitting to a processing device associated with
the retail establishment an 1indication to reduce an imnventory
count of the product 1n response to the user’s purchase of the
product.

16. The system of claim 13, wherein the method further
comprises receiving the product information in a periodic
update from a processing device associated with the retail
establishment.

17. The system of claim 13, wherein the product informa-
tion comprises at least one item selected from the group
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consisting of a bar code number for the product, a price of the
product, a name of the product, a description of the product,
and a thumbnail image of the product.

18. The system of claim 13, wherein the image comprises
a photograph of a bar code on the product, and the 1dentifier
information comprises a bar code number represented by the
bar code.

19. A method of purchasing a product from a retail estab-
lishment, the method performed, at least in part, by a mobile
device comprising at least one hardware processor, the
method comprising:

obtaining, via an image acquisition component operatively

coupled to the mobile device, an 1mage comprising
information that identifies a product being offered for
sale by a retail establishment;

transmitting the 1mage, or a product identifier determined

from the 1mage, from the mobile device to a purchase
facilitating service provider;

receiving at the mobile device, 1n response to transmitting

the 1mage or product identifier, product information
comprising description and/or price information for the
1dentified product;

displaying the product information on a display of the

mobile device;

receiving input from a user of the mobile device, the input

comprising an 1ndication to purchase the product and
payment information for purchasing the product;

in response to receving the mput comprising the indica-

tion, transmitting the payment information from the
mobile device to the purchase facilitating service pro-
vider; and

receiving at the mobile device, in response to transmitting

the payment information, a purchase confirmation from
the purchase facilitating service provider, the purchase
confirmation indicating that the product has been pur-
chased from the retail establishment by the user of the
mobile device.

20. The method of claim 19, wherein the image 1s obtained
while the user and the mobile device are within the retail
establishment.

21. The method of claim 19, wherein the obtaining com-
prises photographing a bar code on the product within the
retail establishment.

22. At least one tangible computer-readable storage
medium encoded with a plurality of computer-executable
instructions that, when executed 1n a mobile device compris-
ing at least one hardware processor, perform a method of
purchasing a product from a retail establishment, the method
comprising;

obtaining, via an 1image acquisition component operatively

coupled to the mobile device, an 1mage comprising
information that identifies a product being offered for
sale by a retail establishment;

transmitting the 1mage, or a product 1dentifier determined
from the 1mage, from the mobile device to a purchase
facilitating service provider;

receiving at the mobile device, 1n response to transmitting
the 1mage or product identifier, product information
comprising description and/or price information for the
identified product;

Jun. 16, 2011

displaying the product information on a display of the
mobile device;

recerving iput from a user of the mobile device, the input
comprising an indication to purchase the product and
payment information for purchasing the product;

in response to recerving the mput comprising the indica-
tion, transmitting the payment information from the
mobile device to the purchase facilitating service pro-
vider; and

recerving at the mobile device, 1n response to transmitting
the payment information, a purchase confirmation from
the purchase facilitating service provider, the purchase
confirmation indicating that the product has been pur-
chased from the retail establishment by the user of the
mobile device.

23. The at least one computer-readable storage medium of

claim 22, wherein the image 1s obtained while the user and the
mobile device are within the retail establishment.

24. The at least one computer-readable storage medium of
claim 22, wherein the obtaining comprises photographing a

bar code on the product within the retail establishment.

25. A system comprising;

at least one hardware processor; and

at least one memory storing processor-executable instruc-

tions that, when executed by the at least one processor,

perform a method of purchasing a product from a retail

establishment, the method comprising:

obtaining, via an 1image acquisition component opera-
tively coupled to a mobile device, an 1image compris-
ing information that identifies a product being offered
for sale by a retail establishment;

transmitting the 1mage, or a product i1dentifier deter-
mined from the 1image, from the mobile device to a
purchase facilitating service provider;

receiving at the mobile device, 1n response to transmit-
ting the 1image or product 1dentifier, product informa-
tion comprising description and/or price information
for the identified product;

displaying the product information on a display of the
mobile device;

receiving mput from a user of the mobile device, the
input comprising an indication to purchase the prod-
uct and payment information for purchasing the prod-
uct;

in response to recerving the mput comprising the 1ndi-
cation, transmitting the payment information from the
mobile device to the purchase facilitating service pro-
vider; and

receiving at the mobile device, 1n response to transmit-
ting the payment information, a purchase confirma-
tion from the purchase facilitating service provider,
the purchase confirmation indicating that the product
has been purchased from the retail establishment by
the user of the mobile device.

26. The system of claim 25, wherein the 1mage 1s obtained
while the user and the mobile device are within the retail
establishment.

277. The system of claim 25, wherein the obtaining com-
prises photographing a bar code on the product within the
retail establishment.
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