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(57) ABSTRACT

Methods, systems, and apparatus, including computer pro-
grams encoded on a computer storage medium, for remotely
moditying cloud-based client applications. The method can
include: receiving a first request from a first client device of
a user to 1mitiate an interactive session with a cloud-based
client application; reserving, in response to the first request,
an application engine for executing the cloud-based client
application remotely from the first client device; receiving a
second request from the first client device to modily the
cloud-based client application executing in the application
engine using one or more software tools, wherein the one or
more software tools are configured to execute remotely from
the first client device; modifying the cloud-based client
application 1n the application engine using the one or more
soltware tools; and providing media data associated with the
modified cloud-based client application to the first user via
a display application on the first client device.
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SYSTEM AND METHOD FOR REMOTELY
MODIFYING CLOUD-BASED CLIENT
APPLICATIONS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 63/380,333, filed Oct. 20, 2022, the
entire contents of which are hereby incorporated by refer-
ence herein.

BACKGROUND

[0002] The development and distribution of client appli-
cations designed to run on mobile devices (referred to as
mobile applications) have increased significantly along with
the proliferation of mobile devices. Mobile applications can
provide users with a wide variety of functions and features
and access to a plethora of information to satisty virtually
any need or interest. Mobile video game modification
(“modding” or “mods”) 1s a popular method used by gamers
and fans to evolve the gameplay, augment content creation,
and add new functionality that 1s not present in a mobile
video game as originally published by the video game
developer. Additionally, monetization has been complicated
for mobile video game modding. For example, app store-
based distribution for mobile applications has made 1t dif-
ficult for game developers and creators to create, distribute,
and monetize modded games. In some cases, game devel-
opers have purchased popular mods or let the community
completely evolve on its own. The lack of a clear moneti-
zation model has been an impediment in the growth of
modding commumnities and has made 1t more dithicult for
creators to participate.

SUMMARY

[0003] The present invention 1s directed to a system and
method for remotely modilying cloud-based client applica-
tions. According to the present invention, a client application
can be emulated remotely on a cloud-based client applica-
tion platform. The video and audio from the cloud-based
client application can be streamed 1n real-time to a browser
running on the client device of a user. The user can mteract
with the cloud-based client application through the local
browser as 1f the cloud-based client application was running,
natively on the client device. Inputs from the user can be
transmitted back to the client application engine to allow the
user to control and interact with the cloud-based client
application 1n real-time. The cloud-based client application
platform can provide cloud-based soiftware tools to allow
users to remotely create, augment, add new or change
existing functionality, or otherwise modily cloud-based cli-
ent applications for distribution and use by other users. The
cloud-based client application platform can also provide
tools for monetizing modified cloud-based client applica-
tions, for example, by allowing users to mint, buy, and sell
non-fungible tokens (NFTs) to monetize modified cloud-
based client applications in an NFT ecosystem. The present
invention can support interaction with the cloud-based client
application on any client device running any operating
system and independent of the underlying hardware and
device characteristics of the client device.

[0004] In an aspect, a method comprises receiving, by at
least one data processor, a first request from a first client
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device of a user to imitiate an interactive session with a
cloud-based client application, wherein the cloud-based
client application 1s configured to execute on a second client
device, and wherein the second client device comprises a
computing platform different from the first client device. For
example, modifying the cloud-based application executing
in the application engine comprises storing data associated
with the modified cloud-based application 1n a database.
[0005] For example, the modified cloud-based application
1s configured to be retrieved and used in the application
engine 1n a subsequent active session.

[0006] For example, using the one or more soiftware tools
1s performed via a browser installed on the client device.
[0007] For example, modifying the cloud-based applica-
tion comprises augmenting content creation, adding new
functionality, removing functionality, or changing existing
functionality.

[0008] For example, the method can further comprise:
receiving, by the at least one data processor, a third request
from the first client device to convert the modified cloud-
based client application 1nto a digital asset; and converting,
by the at least one data processor, the modified cloud-based
client application into the digital asset based on the third
request.

[0009] For example, the method can further comprise:
receiving, by the at least one processor, a fourth request from
the first client device to transform the digital asset; mon-
ctizing, by the at least one processor, the digital asset via a
third-party platform based on the fourth request; and trans-
mitting, by the at least one processor, a result of the
transformation of the digital asset to the first client device.

[0010] For example, transforming the digital asset com-
prises converting the digital asset into a non-fungible token
(NET).

[0011] In an aspect, a system comprises at least one data
processor; and memory storing instructions that, when
executed by the at least one data processor, cause the at least
one data processor to perform operations. The operations
comprise recerving a first request from a first client device
of a user to mitiate an 1interactive session with a cloud-based
client application, wherein the cloud-based client applica-
tion 1s configured to execute on a second client device, and
wherein the second client device comprises a computing
platiorm different from the first client device. The operations
also comprise reserving, in response to the first request, an
application engine from a pre-instantiated application
engine pool of a plurality of pre-instantiated application
engine pools for executing the cloud-based client application
remotely from the first client device. The operations also
comprise receiving a second request from the first client
device to modily the cloud-based client application execut-
ing in the application engine using one or more soltware
tools, wherein the one or more software tools are configured
to execute on the computing platform different from the first
client device. The operations also comprise modifying the
cloud-based client application executing in the application
engine using the one or more soitware tools. The operations
also comprise providing media data associated with the
modified cloud-based client application to the first user via
a display application executing on the first client device.

[0012] For example, modifying the cloud-based applica-
tion executing in the application engine comprises storing
data associated with the modified cloud-based application 1n
a database.
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[0013] For example, the modified cloud-based application
1s configured to be retrieved and used 1n the application
engine 1n a subsequent active session.

[0014] For example, using the one or more soitware tools
1s performed via a browser installed on the client device.

[0015] For example, modifying the cloud-based applica-
tion comprises augmenting content creation, adding new
functionality, removing functionality, or changing existing
functionality.

[0016] For example, the operations further comprise:
receiving a third request from the first client device to
convert the modified cloud-based client application into a
digital asset; and converting the modified cloud-based client
application into the digital asset based on the third request.

[0017] For example, the operations further comprise:
receiving a fourth request from the first client device to
monetize the digital asset; monetizing the digital asset via a
third-party digital asset marketplace based on the fourth
request; and transmitting a result of the monetization of the
digital asset to the first client device.

[0018] For example, transforming the digital asset com-
prises converting the digital asset into a non-fungible token
(NEFT).

[0019] In an aspect, a computer program product com-
prises a non-transitory machine readable medium storing
instructions that, when executed by at least one program-
mable processor forming part of at least one computing
system, cause the at least one programmable processor to
perform operations. The operations comprise receiving a
first request from a first client device of a user to 1nitiate an
interactive session with a cloud-based client application,
wherein the cloud-based client application 1s configured to
execute on a second client device, and wherein the second
client device comprises a computing platiorm different from
the first client device. The operations also comprise reserv-
ing, in response to the first request, an application engine
from a pre-instantiated application engine pool of a plurality
ol pre-instantiated application engine pools for executing the
cloud-based client application remotely from the first client
device. The operations also comprise receiving a second
request from the first client device to modity the cloud-based
client application executing in the application engine using
one or more software tools, wherein the one or more
soltware tools are configured to execute on the computing
platform different from the first client device. The operations
also comprise moditying the cloud-based client application
executing in the application engine using the one or more
soltware tools; and providing media data associated with the
modified cloud-based client application to the first user via
a display application executing on the first client device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] The embodiments described above will be more
tully understood from the following detailed description
taken 1n conjunction with the accompanying drawings. The
drawings are not imntended to be drawn to scale. For purposes
of clarity, not every component may be labeled 1n every
drawing. In the drawings:

[0021] FIG. 1 1s a block diagram illustrating an example
system for remotely modilying cloud-based client applica-
tions;

[0022] FIG. 2 1s a block diagram illustrating an example
cloud-based client application platform with a plurality of
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application engine module pools for remotely moditying
cloud-based client applications;

[0023] FIG. 3 1s a block diagram illustrating an example
cloud-based client application platform with a plurality of
application engine module pools and a plurality of applica-
tion instance module pools for remotely modifying cloud-
based client applications;

[0024] FIG. 4 1s a block diagram illustrating an example
cloud-based client application platform for remotely modi-
tying cloud-based client applications;

[0025] FIG. 5 1s a block diagram illustrating an example
system for remotely modifying and monetizing cloud-based
client applications;

[0026] FIG. 6 i1s a flowchart illustrating an example
method for remotely modifying and monetizing cloud-based
client applications;

[0027] FIG. 7 1s a flowchart illustrating an example
method for remotely modilying cloud-based client applica-
tions; and

[0028] FIG. 81sablock diagram of an example computing
device that may perform one or more of the operations
described herein, 1n accordance with the present embodi-
ments.

DETAILED DESCRIPTION OF TH.
INVENTION

L1l

[0029] Certain exemplary embodiments will now be
described to provide an overall understanding of the prin-
ciples of the structure, function, manufacture, and use of the
devices and methods disclosed heremn. One or more
examples of these embodiments are 1llustrated 1n the accom-
panying drawings. Those skilled in the art will understand
that the devices and methods specifically described herein
and 1llustrated 1n the accompanying drawings are non-
limiting exemplary embodiments and that the scope of the
present invention 1s defined solely by the claims. The
teatures 1illustrated or described in connection with one
exemplary embodiment may be combined with the features
of other embodiments. Such modifications and variations are
intended to be included within the scope of the present
invention. Further, in the present disclosure, like-named
components of the embodiments generally have similar
features, and thus within a particular embodiment each
feature of each like-named component 1s not necessarily
tully elaborated upon.

[0030] The present invention 1s directed to a system and
method for remotely modilying cloud-based client applica-
tions. According to the present invention, a client application
can be rendered remotely on an emulated client device on a
cloud-based client application platform. The video and
audio from the cloud-based client application can be
streamed 1n real-time to a browser or other application
running on the client device of a user. The user can mteract
with the cloud-based client application through the local
browser or other application as if the cloud-based client
application was running natively on the client device. Inputs
from the user can be transmitted back to the remote emulated
device to allow the user to confrol and interact with the
cloud-based client application 1n real-time. In some 1mple-
mentations of the present invention, the cloud-based client
application platform can provide cloud-based software tools
to allow users to remotely create, augment, add new or
change existing functionality, or otherwise modily cloud-
based client applications for distribution and use by other
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users. The cloud-based client application platform can also
provide tools for monetizing modified cloud-based client
applications, for example, by allowing users to mint, buy,
and sell non-fungible tokens (NFTs) to monetize modified
cloud-based client applications 1n an NFT ecosystem. The
present ivention can support interaction with the cloud-
based client application on any client device running any
operating system and independent of the underlying hard-
ware and device characteristics of the client device. Cloud-
based client applications can include, for example, mobile
games or any other suitable type of client application that
can be remotely operated from a client device. The present
invention can sumplity the process of client application
modification, distribution, and monetization, since users
would not need to istall each client application, can try
many different client applications easily, and can switch and
move between client applications with ease on any client
device. Merely for purposes of discussion and not limitation,
the present disclosure can refer to cloud-based mobile games
as an exemplary cloud-based client application to illustrate
various aspects ol the present invention. However, the
present invention can be used 1n and with any suitable type
of client application that 1s capable of being modified, can be
rendered remotely, and can be operated remotely on a client
device.

[0031] FIG. 1 1s a block diagram illustrating an example
cloud-based client application platform 100 for remotely
moditying cloud-based client applications, in accordance
with embodiments of the disclosure. The cloud-based client
application platform 100 can include a server system 102.
The server can be cloud-based (e.g., Amazon Web Services,
Google Cloud, Microsoft Azure, or other suitable cloud-
based inirastructure provider) or be comprised of dedicated
server hardware. The server system 102 can include an
application engine module controller 104. The application
engine module controller 104 can include a plurality of
application engine modules 106 to support any appropriate
type of cloud-based client application. In embodiments, each
application engine module of the plurality of application
engine modules 106 can be configured to emulate a particu-
lar type and configuration of client device for executing a
cloud-based client application. For example, 1n some imple-
mentations ol the present invention, each or any of the
application engine modules can comprise a suitable client
device emulator. Each cloud-based client application can
execute within a respective application engine module 1n the
plurality of application engine modules 106 as 11 the client
application was executing natively on the given client
device. The application engine module controller 104 can
allow registration/deregistration of application engine mod-
ules, atomic reservation of application engine modules,
querying ol application engine modules, and the like. The
plurality of application engine modules 106 can include a
first application engine module 108, a second application
engine module 114, a third application engine module 120,
..., and a Nth application engine module 126, where N can
be any suitable natural number and can vary over time, as
discussed below. Each application engine module 108, 114,
120, .. .126 can include a video/audio module for managing
video and/or audio media data generated by the cloud-based
client application executing in the respective application
engine module and transmitting such video and/or audio
media data to a client device for display to a user. Each
application engine module 108, 114, 120, . . . 126 can also
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include a state module for receiving and processing nput
(e.g., mapping 1mnput to the video/audio stream, etc.) from the
client device generated while the user (remotely) interacts
with the cloud-based client application. Each state module
can also maintain the state of the cloud-based client appli-
cation executing in the respective application engine module
108, 114, 120, . . . 126. For example, the first application
engine module 108 can include a first video/audio module
110 1n communication with a first state module 112. The
second application engine module 114 can include a second
video/audio module 116 1n communication with a second
state module 118. The third application engine module 120
can 1nclude a third video/audio module 122 in communica-
tion with a third state module 124. The Nth application
engine module 126 can include a Nth video/audio module
128 in communication with a Nth state module 130. The
application engine module controller 104 can maintain any
suitable number of application engine modules and register
(1.e., mstantiate, allocate, or otherwise create) or deregister
(1.e., delete or deallocate) application engine modules as
necessary. In an embodiment, the server system 102 can
include a plurality of application engine module controllers
104, with each application engine module controller 104
managing respective pluralities of application engine mod-
ules 106 to form one or more application engine module
clusters.

[0032] In some implementations of the present invention,
cach application engine module 108, 114, 120, . . . 126 can
run as an essential container 1 a ReplicaSet in Kubernetes
or the like with, for example, a webRTC bridge (a media
channel for video/audio media data), OpenGL, or other
suitable technology to support real-time media communica-
tion capabilities with browsers or other appropriate appli-
cations running on the client devices. A ReplicaSet 1s a
process that can run multiple 1nstances of an application
engine module and keep the specified number of application
engine modules constant. The ReplicaSet can maintain the
specified number of application engine module instances
running in or with the application engine module controller
104 at any given time to prevent users from losing access to
their cloud-based client application when an application
engine module fails or 1s maccessible. In an embodiment,
cach application engine module 108, 114, 120, . . . 126 can
also include an envoy proxy (as either or both an egress
proxy or an ingress proxy) that can handle health checks and
the like and, for example, CORS (Cross-Origin Resource
Sharing) requests or other like requests. Additionally or
alternatively, each application engine module 108, 114, 120,
. . . 126 can include a debug bridge for receiving and
processing debug and other application engine commands
(e.g., Irom the application engine reservation controller 134
discussed below).

[0033] In an embodiment, the application engine module
controller 104 can include a video/audio communication
module 132 to support media communication between an
application engine module of the plurality of application
engine modules 106 and the client device. In an alternative
embodiment, the video/audio communication module 132
can reside within the server system 102 but outside of and
in communication with the application engine module con-
troller 104. Additionally or alternatively, each or any appli-
cation engine module of the plurality of application engine
modules 106 can include or be in communication with a
respective video/audio communication module 132. In other
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words, each or any of a plurality of video/audio communi-
cation modules 132 can reside in or be associated with each
or any of the application engine modules of the plurality of
application engine modules 106. In some implementations
of the present invention, the video/audio communication
module 132 can comprise a TURN (Traversal Using Relay
NAT) server or the like (e.g., a STUN (Session Traversal
Utilities for NAT) server, etc.) to support communication of
video/audio media data between an application engine mod-
ule and the client device. Additionally or alternatively, the
video/audio communication module 132 can comprise a
suitable encoder to encode video to, for example, h.264 or
VP8 for WebRTC or the like. However, other suitable server
communication protocols, encoding techniques, and/or
transmission protocols for video/audio media data are pos-

sible.

[0034] The server system 102 can include an application
engine reservation controller 134 1n communication with the
application engine module controller 104. In embodiments,
the application engine reservation controller 134 can control
various aspects of the plurality of application engine mod-
ules 106, including, for example, orchestrating application
engine scaling, controlling application engine access, man-
aging application engine module mitialization for users, and
the like. The application engine reservation controller 134
can include an application engine inventory and reservations
module 136. The application engine mventory and reserva-
tions module 136 can track and manage the mventory of all
application engine modules 1n the plurality of application
engine modules 106. The application engine mventory and
reservations module 136 can also grant application engine
reservations for use in active sessions. In some implemen-
tations of the present mvention, when a user requests 1ni-
tiation of an active session with a cloud-based client appli-
cation, the application engine inventory and reservations
module 136 can reserve an appropriate application engine
module, load or cause to load the reserved application
engine module with the requested cloud-based client appli-
cation (if not already loaded or pre-loaded), populate or
cause to populate the loaded cloud-based client application
with the appropriate user and/or application data (e.g., user
profile information, user account information, application
state 1nformation, etc. to support user interaction and
engagement with the cloud-based client application), and
bind or otherwise link the reserved application engine mod-
ule to that active session. If no application engine module 1s
available for the active session, the application engine
imventory and reservations module 136 can instruct the
application engine module controller 104 (e.g., via the
application engine scaler module 138, discussed below) to
add and register a new application engine module.

[0035] In some implementations of the present invention,
the registration process can be performed asynchronously.
For example, the application engine inventory and reserva-
tions module 136 can wait for the new application engine
module to be added and reserved by polling the application
engine module controller 104 periodically or receirving an
appropriate message irom the application engine module
controller 104 once the task has been completed. Once the
application engine module 1s registered, 1t can be reserved
for and bound to the active session. In some 1mplementa-
tions of the present invention, the application engine module
that has been reserved for the active session can be acces-
sible only to the user that requested 1t, and only for the
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lifespan of the active session. In other words, an application
engine module that has been reserved for a particular active
session may not be used or accessed by another user during
that active session. In some implementations of the present
invention, the data stored in or otherwise used by the
reserved application engine module during the active session
can be ephemeral. For example, the application engine
module can be deregistered at the end of an active session.
Accordingly, any and all data stored or otherwise used by the
application engine module during that active session can be
deleted, for example, no later than the deregistration of the
application engine module. In an alternative embodiment,
the data stored 1n or otherwise used by the reserved appli-
cation engine module during the active session can be stored
(e.g., 1n the databases 146), retrieved, and used 1n and with
a subsequent active session by the user. Once the application
engine module has been deregistered, it can be reused for
another active session or 1ts computing resources can be
reallocated to a different application engine module.

[0036] Inembodiments, the application engine reservation
controller 134 can include an application engine scaler
module 138 1n communication with the application engine
inventory and reservations module 136. The application
engine scaler module 138 can respond to inventory and
reservation changes by adding and instantiating new appli-
cation engine modules to the plurality of application engine
modules 106. The application engine scaler module 138 can
proactively scale the number of application engine modules
in the plurality of application engine modules 106 based on,
for example, usage trends or other suitable metrics to
maintain a sufliciently-sized pool of reservable application
engine modules. For example, the application engine scaler
module 138 can store a predetermined threshold (e.g., pro-
vided or generated based on usage trends or other appropri-
ate metrics) for the size of the pool of the plurality of
application engine modules 106. I the number of reservable
application engine modules decreases below the predeter-
mined threshold, the application engine scaler module 138
can add new application engine modules to the plurality of
application engine modules 106 to increase the number of
reservable application engine modules above the predeter-
mined threshold. If the increase 1n the number of reservable
application engine modules becomes too great (e.g., above
a second predetermined threshold), the application engine
scaler module 138 can either do nothing or can delete or
otherwise deallocate unneeded extra application engine
modules from the plurality of application engine modules
106. Additionally or alternatively, suitable machine learn-
ing/artificial 1ntelligence techniques can be used by the
application engine scaler module 138 to appropriately and
dynamically scale the number of reservable application
engine modules 1n the plurality of application engine mod-
ules 106. For example, a machine learning model can be
trained based on usage data from users (e.g., usage trends,
peak usage, ofl-hour usage, etc.). The machine learming
model can then be used to dynamically add and delete/
deallocate application engine modules 1n the plurality of
application engine modules 106. The machine learning
model can be updated or otherwise adapted as the usage data
evolves over time.

[0037] In some implementations of the present invention,
the plurality of application engine modules 106 can be
associated with or otherwise correspond to and be 1n com-
munication with one or more application engine module
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pools, which can be managed by, for example, the applica-
tion engine mventory and reservations module 136 and/or
the application engine scaler module 138. For example, the
application engine modules for each or any emulated client
device supported by the cloud-based client application plat-
form 100 can be maintained 1n a single, large application
engine module pool. Application engine modules for active
sessions requested by users can be allocated, reserved, and
instantiated from such a single application engine module
pool by, for example, the application engine inventory and
reservations module 136 and/or the application engine scaler
module 138. However, accessing and instantiating each
application engine module from such a single, large appli-
cation engine module pool can create potential bottlenecks.
For example, 1t can take a substantial amount of time and
computing resources to spin-up each application engine
module separately, particularly when there could be tens of
thousands, hundreds of thousands, or even millions of users
for which corresponding application engine modules are
being instantiated for the cloud-based client application
plattorm 100 at any given time. The resulting allocation
delays could adversely aflect performance of and user
interaction with the cloud-based client application platiform
100, which could result 1n user dissatisfaction and even user
churn.

[0038] FIG. 2 1s a block diagram illustrating an example
cloud-based client application platform 200 with a plurality
of application engine module pools for remotely modifying
cloud-based client applications, 1n accordance with embodi-
ments of the disclosure. In some 1mplementations of the
present mvention, each or any of a plurality of application
engine modules 206 can be associated and in communica-
tion with a separate application engine module pool that can
be maintained by, for example, the application engine inven-
tory and reservations module 136 and/or the application
engine scaler module 138, with each application engine
module pool supporting an individual type of application
engine module or a set of related types of application engine
modules. The plurality of application engine modules 206
can operate 1 a manner similar to that discussed and
described with respect to the plurality of application engine
modules 106 1n FIG. 1. In the embodiment illustrated 1n FIG.
2, each cloud-based client application can have or be asso-
ciated with 1ts own individual application engine module
pool. For example, each pool of the plurality of application
engine module pools can be configured to support a single
cloud-based client application, such that each pool of the
plurality of application engine module pools can be allo-
cated on a per cloud-based client application basis. For
purposes of 1llustration and not limitation, a klondike soli-
taire mobile game designed to run on an Android smart-
phone can be supported by the first application engine
module 108, which can be associated with a first application
engine module pool 205 of first application engine modules.
A klondike solitaire PC game designed to run on a PC laptop
can be supported by the second application engine module
114, which can be associated with a second application
engine module pool 210 of second application engine mod-
ules. A klondike solitaire mobile game designed to run on an
10S smartphone can be supported by the third application
engine module 120, which can be associated with a third
application engine module pool 2135 of third application
engine modules. A klondike solitaire game designed to run
on a game console can be supported by the Nth application
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engine module 126, which can be associated with an Nth
application engine module pool 220 of Nth application
engine modules, and so forth. Alternatively, each pool of the
plurality of application engine module pools can be config-
ured to support a set of related application engine modules
(e.g., application engine modules that emulate Android
smartphones, such as with a particular operating system
version), such that each pool of the plurality of application
engine module pools can be allocated on a per application
engine module-type basis. Any suitable number of applica-
tion engine module pools can be maintained and supported
for any appropriate number of application engine modules
by, for example, the application engine inventory and res-
ervations module 136 and/or the application engine scaler
module 138, depending on, for instance, the number of
cloud-based client applications (or, alternatively, application
engine module types) supported by the system or any
appropriate subset thereof.

[0039] In some implementations of the present invention,
cach or any of the application engine modules 1n each pool
of the plurality of application engine module pools can be
“pre-warmed.” For example, the application engine modules
in each pool of the plurality of application engine module
pools can be pre-allocated and pre-instantiated within the
application engine module pool and then put into standby or
sleep mode by, for 1nstance, the application engine inventory
and reservations module 136 and/or the application engine
scaler module 138. By spinning up the application engine
modules 1n each application engine module pool i the
background and maintaining those spun-up application
engine modules 1n a standby mode, an application engine
module can be immediately (or nearly immediately)
reserved and assigned to a user upon request of an active
session with little or no concomitant delay, since awakening
an application engine module that 1s 1n standby mode can
take substantially less time than instantiating the application
engine module from scratch. Once an application engine
module 1n an application engine module pool 1s reserved and
assigned, the reserved and assigned application engine mod-
ule can be immediately (or nearly immediately) replaced by
another “pre-warmed™ application engine module from the
corresponding application engine module pool so that it can
be ready for immediate (or nearly immediate) reservation by
and assignment to the next user requesting an active session.
Such a “pre-warmed” replacement process can continue as
cach application engine module in an application engine
module pool 1s reserved and assigned. In such a manner,
application engine modules from each pool of the plurality
of application engine module pools can be allocated to users
in real-time. In the present disclosure, “real-time” can refer
to processing that can occur instantancously or within a
short period of time (e.g., a few seconds) so that there are
minimal delays between when the request 1s received and
when the request 1s processed and the response provided.
The computing resources allocated to a reserved application
engine module for an active session can be deleted or
otherwise deallocated immediately (or nearly immediately)
once the active session ends and the reserved application
engine module 1s no longer needed for that active session. In
some 1mplementations of the present invention, such freed
up computing resources can be re-allocated by, for example,
the application engine mventory and reservations module
136 and/or the application engine scaler module 138 to add
and pre-warm another application engine module in the
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associated application engine module pool or a different
application engine module pool, rather than maintaining
computing resources for a reserved application engine mod-
ule that 1s no longer needed for an 1nactive session.

[0040] The size of each or any of the plurality of appli-
cation engine module pools can be fixed or dynamic. For
example, the size of an application engine module pool can
be fixed such that a predetermined application engine mod-
ule pool size number of pre-warmed application engine
modules can be maintained in the pool. As pre-warmed
application engine modules 1n an application engine module
pool are allocated, the application engine inventory and
reservations modules 136 and/or the application engine
scaler module 138 can replace the allocated application
engine modules with additional pre-warmed application
engine modules to maintain the size of the application
engine module pool at or around the predetermined appli-
cation engine module pool size number. The predetermined
application engine module pool size number can be based
on, for example, usage trends, historical usage information,
or other appropriate metrics and the like for the particular
application engine module. Accordingly, highly used appli-
cation engine modules can have a greater predetermined
application engine module pool size number while less used
application engine modules can have a smaller predeter-
mined application engine module pool size number.

[0041] Additionally or alternatively, the size of an appli-
cation engine module pool can be dynamic. In some 1mple-
mentations of the present invention, the application engine
inventory and reservations module 136 and/or the applica-
tion engine scaler module 138 can monitor in real-time the
usage trends of each or any of the plurality of application
engine modules 206. For example, as usage trends increase
for a particular application engine module, the application
engine scaler module 138 can increase the size of the
associated application engine module pool (and, therefore,
the number of pre-warmed application engine modules
maintained i the application engine module pool) to accom-
modate the greater usage so that application engine module
allocation can continue 1n real-time without added delay.
Conversely, as usage trends decrease for a particular appli-
cation engine module, the application engine scaler module
138 can decrease the size of the associated application
engine module pool (and, therefore, the number of pre-
warmed application engine modules maintained 1n the appli-
cation engine module pool) to accommodate the lower usage
so that computing resources are not unnecessarily overused
and can be allocated elsewhere. In such an embodiment, the
s1ze of each or any of the application engine module pools
can be dynamically altered to accommodate periods of
increased use (e.g., spikes 1 usage) as well as lulls 1n usage
to maintain real-time allocation of application engine mod-
ules.

[0042] In some implementations of the present invention,
the application engine mventory and reservations module
136 and/or the application engine scaler module 138 can
include a suitable predictive model or use appropriate
machine learming/artificial intelligence techniques to deter-
mine the size of an application engine module pool of the
plurality of application engine module pools. For example,
a machine learning model can be trained based on usage
trend data for each supported application engine module to
modity the application engine module pool size for an
application engine module to minimize the amount of time
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to allocate the application engine module and maintain a
reduced allocation time for the real-time application engine
module allocation. The machine learning model can then be
used to dynamically and appropriately modify the size of the
application engine module pool associated with the appli-
cation engine module based on the usage exhibited at a
particular time for that application engine module. The
machine learming model can be updated or otherwise
adapted as the usage trends for the application engine
module change and evolve over time, as momitored by, for
example, the application engine mventory and reservations
module 136 and/or the application engine scaler module
138. In some implementations of the present invention, the
s1ze ol each application engine module pool 1n a subset of
the plurality of application engine module pools can be fixed
while the size of other application engine module pools 1n
the plurality of application engine module pools can be
dynamic. For example, application engine modules that are
highly used can be associated with application engine mod-
ule pools whose sizes are dynamic, while application engine
modules that are less used can be associated with application
engine module pools whose sizes are fixed. Additionally or
alternatively, the size of a particular application engine
module pool can be fixed at certain times and dynamic at
other times. For example, for an application engine module
that generally experiences lower usage, the size of the
corresponding application engine module pool can be fixed.
However, during (e.g., intermittent) periods of higher usage
(e.g., usage spikes), the size of the corresponding application
engine module pool can be dynamic. The application engine
inventory and reservations module 136 and/or the applica-
tion engine scaler module 138 can switch the size of the
application engine module pool back to fixed once the
period of higher usage ends. In this way, the application
engine mmventory and reservations module 136 and/or the
application engine scaler module 138 can adapt to changing
usage conditions as necessary to maintain a reduced alloca-
tion time for the real-time allocation of application engine
modules.

[0043] In some implementations of the present invention,
the one or more application engine module pools can be
maintained 1n and with the plurality of application engine
modules 206, as illustrated 1n FIG. 2. However, 1n some
implementations of the present invention, each or any of the
one or more application engine module pools can be main-
tamned 1n or with the application engine module controller
104 outside of the plurality of application engine modules
206 but within the server system 102. Additionally or
alternatively, each or any of the one or more application
engine module pools can be maintained in or with the server
system 102, but outside of the application engine module
controller 104, such as, for example, in databases 146.
Additionally or alternatively, each or any of the one or more
application engine module pools can be maintained 1n or
with a suitable cloud or server storage system that 1s remote
from and 1n communication with the server system 102.

[0044] As 1illustrated 1n FIGS. 1 and 2, the server system
102 can include a session management controller 140 for
managing active sessions. The session management control-
ler 140 can be in communication with the application engine
reservation controller 134. In some implementations of the
present invention, the session management controller 140
can also be coupled to or otherwise 1n communication with
the application engine module controller 104. The session
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management controller 140 can 1nclude a session manager
module 142 for managing the allocation of application
engine modules, including registration, deregistration, and
scaling (e.g., in communication and coordination with the
application engine inventory and reservations module 136
and the application engine scaler module 138). The session
manager module 142 can also act as coordinator for the
server system 102 to support, for example, load balancing
and latency. The session manager module 142 can receive a
request from the client device to mitiate an active session.
Additionally, the session manager module 142 can receive
session mformation from the client device (e.g., in addition
to or as part of the request) that can be used to select an
appropriate application engine module. In an embodiment,
the session information received from the client device can
include, for example, one or more characteristics of the
cloud-based client application for which an active session 1s
requested, one or more characteristics of the client device
(e.g., client device type, operating system, etc.), and other
like characteristics or data.

[0045] The session management controller 140 can
include an application engine selector module 144 in com-
munication with the session manager module 142. The
session manager module 142 can pass the recerved session
information to the application engine selector module 144,
which can use such information to select an appropriate
application engine module for the requested active session.
For purposes of illustration and not limitation, a user with a
non-Android client device, such as, for example, a PC
laptop, can request an active session with a (cloud-based)
klondike solitaire mobile game designed to run on an
Android smartphone. Based on the session information
passed to the application engine selector module 144, the
application engine selector module 144 can select an
Android application engine for the (cloud-based) klondike
solitaire mobile game for the active session. The application
engine selector module 144 can be in communication with
the application engine mventory and reservations module
136. Consequently, the application engine selector module
144 can instruct the application engine mventory and res-
ervations module 136 to reserve an Android application
engine module for the (cloud-based) klondike solitaire
mobile game from the plurality of application engine mod-
ules 106 or 206. Once reserved, the (cloud-based) Android
klondike solitaire mobile game application engine module
can be bound to the requested active session so that no other
user can use that reserved application engine module during,
the active session. The application engine selector module
144 can 1ssue a command (e.g., passed to the reserved
Android mobile game application engine module via the
application engine inventory and reservations module 136)
to start the (cloud-based) klondike solitaire mobile game in
the Android application engine module. The user can then
begin remotely interacting with the (cloud-based) klondike
solitaire mobile game via their PC laptop as 1f the klondike
solitaire mobile game was executing natively on the PC
laptop 1tself. If an Android klondike solitaire cloud-based
mobile game application engine module 1s not available, the
application engine mventory and reservations module 136
can 1nstruct the application engine scaler module 138 to add
and reserve an Android klondike solitaire cloud-based
mobile game application engine module to the plurality of
application engine modules 106 or 206 i1n the manner
described above.
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[0046] In some implementations of the present invention,
the session management controller 140 (e.g., the session
manager module 142 and the application engine selector
module 144) can coordinate with and control the application
engine reservation controller 134 (e.g., the application
engine mventory and reservations module 136 and applica-
tion engine scaler module 138) to manage the one or more
application engine module pools as illustrated and discussed
with respect to FIG. 2. Additionally or altermatively, the
session management controller 140 can directly coordinate
with and control the application engine module controller
104 to manage the one or more application engine module
pools.

[0047] In an embodiment, since the application engine
reservation controller 134 can identify and maintain, for
example, usage trends for application engine modules (e.g.,
per user, for all users, or any subset thereol), some 1mple-
mentations of the present mmvention can also recommend
cloud-based client applications to each or any user. In an
embodiment, the session manager module 142 can include a
recommendations engine or the like. The recommendations
engine can receive usage trend mnformation from the appli-
cation engine reservation controller 134 and use such 1nfor-
mation to recommend different cloud-based client applica-
tions to users. For example, the recommendations engine
can recommend the most popular cloud-based client appli-
cation (e.g., overall, 1n a particular genre, for users using a
particular type of client device, etc.), a list of most popular
cloud-based client applications at a particular time or over a
range of time (e.g., the past hour, the past day, the past week,
etc.), and the like. The recommendations engine can also
recommend cloud-based client applications that are similar
to or complement one or more cloud-based client applica-
tions with which a user has interacted previously. For
example, 1f the user has played a cloud-based klondike
solitaire mobile game, the recommendations engine can
recommend other cloud-based games 1n the same or similar
genre (e.g., spider solitaire, tr1 peaks solitaire, etc.), regard-
less of the device platform on which the game 1s based (since
the device platform will be emulated by one of the plurality
of application engine modules 106 or 206). Other recom-
mendations are possible. Additionally or alternatively, suit-
able machine learning/artificial intelligence techniques can
be used by the recommendation engine to dynamically
provide cloud-based client application recommendations to
users. For example, a machine learning model can be trained
based on usage data from users (e.g., usage trends for all
users or any subset thereot, peak usage, ofl-hour usage, etc.).
The machine learning model can then be used to dynami-
cally recommend cloud-based client applications to users
based on the usage trends. The machine learning model can
be updated or otherwise adapted as the usage data evolves
over time. Such recommendations can be communicated to
the client device (e.g., as a URL or other link or hyperlink
in a modal window or other appropriate notification or
message). If a user accepts a recommendation (e.g., by
selecting a URL or other link or hyperlink to the cloud-based
client application), the session manager module 142 can
have the mdicated application engine module selected and
reserved 1n the manner described herein to initiate an active
session for the user.

[0048] The server system 102 can include one or more
databases 146 that can be in communication with one or

more of the application engine module controller 104, the
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application engine reservation controller 134, and the ses-
sion management controller 140. The databases 146 can be
cloud-based or reside in one or more physical storage
systems. The databases 146 can include, for example, any
suitable information related to the application engine mod-
ules, management of the application engine modules, active
session 1nformation, historical session information, usage
trend or other metric data, cloud-based client application
state data, copies of each or any cloud-based client appli-
cation (or modified cloud-based client application, as dis-
cussed below), mput from the client devices, session logs,
and other like data.

[0049] According to an embodiment, the server system
102 can provide cloud-based software tools and other suit-
able functionality to allow users to remotely create, augment
or otherwise modily cloud-based client applications for
distribution via the cloud-based client application platform
100 or 200. For example, such cloud-based software tools
can be used to modily an existing cloud-based client appli-
cation that executes during an active session in one of the
plurality of application engine modules 106 or 206 to create
an augmented or modified cloud-based client application. In
some 1mplementations of the present invention, the cloud-
based software tools can allow users to modily non-mobile
applications mto cloud-based mobile applications for distri-
bution via the cloud-based client application platform 100 or
200. In an embodiment, the application engine module
controller 104 can include a software tools module 148 1n
communication with the plurality of application engine
modules 106 or 206. The software tools module 148 can
allow “modders™ (e.g., client application developers, client
application users, etc.) to augment content, add new or
change existing functionality, create, or otherwise modily
the cloud-based client applications. For example, the soft-
ware tools module 148 can include or otherwise provide
appropriate software tools for creating and editing digital
content (e.g., creating and/or editing text, images, video,
audio, or any combination thereof) within the cloud-based
client applications. Additionally or alternatively, the sofit-
ware tools modules 148 can include or otherwise provide
suitable software development tools for generating, editing,
and compiling computer code for the cloud-based client
applications. Other software tools are possible. The software
tools module 148 can include or provide any suitable
cloud-based software tools that can be used to build, create,
augment, modily, generate, and/or distribute a cloud-based
client application via the cloud-based client application
plattorm 100 or 200. Using such cloud-based software tools,
a wide variety of users can be provided with the features and
functionality to “mod” cloud-based client applications to
augment content creation, add new or change existing func-
tionality, create, or otherwise evolve the cloud-based client
applications as desired by the users.

[0050] In an embodiment, the software tools module 148
can be used with each or any of the plurality of application
engine modules 106 or 206 to modily the cloud-based client
applications supported by the respective application engine
modules 106 or 206. For example, after the application
engine reservation controller 134 has reserved, registered
and bound an application engine module to an active session
(e.g., via the application engine mventory and reservations
module 136 1n communication with the emulation module
controller 104), the software tools module 148 can provide
appropriate tools to modily or otherwise augment the cloud-
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based client application running 1n the reserved application
engine module. As additional application engine modules
are instantiated for other active sessions, the software tools
module 148 can provide additional and/or alternative tools
to modily or otherwise augment the cloud-based client
applications executing 1n those additional application engine
modules. In an embodiment, the software tools module 148
can provide a full suite of diverse software tools to support
a wide variety of cloud-based client applications. Addition-
ally or alternatively, the software tools module 148 can
provide a subset of software tools for use 1 remotely
modilying or augmenting the cloud-based client applica-
tions executing in the application engine modules. In an
embodiment, the software tools module 148 can use suitable
machine learning/artificial itelligence techniques to auto-
matically and dynamically select and provide to users the
appropriate tools based upon, for example, the characteris-
tics of the cloud-based client application (e.g., the type of
client application, the type of operating system in which the
client application will be run, etc.), the type of modifications
being made to the cloud-based client application (e.g., image
editing software tools 1f 1mage modifications are being
made, text editing software tools 1f text editing i1s being
performed, etc.), or the like. For example, a machine learn-
ing model can be trained based on tool usage data from users
(e.g., which software tools were used and how oiften, which
cloud-based client applications were modified with which
tools, etc.). The machine learning model can then be used to
dynamically add and select suitable software tools for the
user to modily a given cloud-based client application. The
machine learning model can be updated or otherwise
adapted as the tool usage data evolves over time. For
example, the software tools module 148 can maintain a set
of core software tools, while additional or alternative soft-
ware tools can be stored 1n and automatically retrieved from,
for example, the databases 146 as needed and as necessary
as the user i1s remotely moditying a cloud-based client
application.

[0051] In an embodiment, once the modifications to the
cloud-based client application have been completed, the data
stored 1n or otherwise used by the application engine module
(e.g., any or all data associated with the modified cloud-
based client application, including the modified cloud-based
client application itself) during the active session can be
stored 1n the databases 146 so that the modified cloud-based
client application can be retrieved and used 1n a subsequent
active session. Consequently, the modified cloud-based cli-
ent application can be distributed to and accessed by other
users of the cloud-based client application platform 100 or
200. In an additional embodiment, the software tools module
148 can provide tools and tunctionality for remotely modi-
tying non-mobile applications (e.g., PC-based applications,
game console-based applications, etc.) into cloud-based
client applications for distribution via the cloud-based client
application platform 100 or 200 in the manner described
previously. For example, the software tools module 148 can
provide appropriate tools to augment application content to
accommodate different sized screens of mobile devices,
compilers and other software development tools for creating
and/or editing soitware code and re-compiling the applica-
tions to run on a (different) target client device platform and
operating system (e.g., 10S, Android, etc.), and the like. The
software tools module 148 can also provide suitable tools for
uploading the modified or otherwise converted cloud-based
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client application to the cloud-based client application plat-
form 100 or 200. For purposes of illustration and not
limitation, the application engine reservation controller 134
can reserve, register and bind a first application engine
module to an active session (e.g., via the application engine
inventory and reservations module 136 1n communication
with the emulation module controller 104) to support the
non-mobile application for a first operating system environ-
ment (e.g., a PC-based application). The software tools
module 148 can then provide the user with suitable tools to
convert the non-mobile application to a cloud-based client
application. The application engine reservation controller
134 can reserve, register and bind a second application
engine module to an active session (e.g., via the application
engine mventory and reservations module 136 1n commu-
nication with the emulation module controller 104) to sup-
port the new cloud-based client application for a second
operating system environment (e.g., an 10S application). For
example, the binary executable of the cloud-based client
application that 1s output by a compiler (or cross-compiler)
provided by the software tools module 148 for the first
application engine module can be stored in the second
application engine module. The second application engine
module can become a new application engine module avail-
able 1n the plurality of application engine modules 106 or
206 that can be instantiated and used by other users, allow-
ing distribution of the new cloud-based client application to
a wide variety of users of the cloud-based client application
plattorm 100 or 200. In an alternative embodiment, the
binary executable of the cloud-based client application that
1s output by a compiler (or cross-compiler) provided by the
soltware tools module 148 for the first application engine
module can be distributed directly to and execute on the
desired platform (e.g., an application 1n a mobile app store)
in addition to or instead of being saved to another (second)
application engine module 1n the cloud-based client appli-
cation platform 100 or 200.

[0052] In some implementations of the present invention,
the software tools module 148 can include a monetization
module 149. In an alternative embodiment, the monetization
module 149 can be separate from the software tools module
148 within or external to the application engine module
controller 104. The monetization module 149 can provide
tools and support for monetizing modified cloud-based
client applications. In an embodiment, the monetization
module 149 can allow users to mint, buy, and sell non-
tungible tokens (NFTs) to monetize modified cloud-based
client applications in an NFT ecosystem. Embodiments of
the present invention can allow for minting of NFTs on a
suitable blockchain, converting and saving users’ cloud-
based client applications as NFTs, and creating a way for
cloud-based client application developers and content cre-
ators to earn on cloud-based client applications or 1nstances
of the cloud-based client applications (e.g., a particular
“mod” of a cloud-based client application, a particular
competitive and/or popular match of a cloud-based mobile
game application or the like). An NFT 1s a digital asset that
1s similar to a cryptocurrency. In contrast to cryptocurren-
cies, NFTs are not interchangeable. Although 1t 1s possible to
create and sell several 1dentical NFTs, it 1s the rarity of the
NFT that generally gives it value. NFTs are part of a
blockchain, a system 1n which a record of transactions 1s
maintained across several computers that are linked in a
peer-to-peer network. Each NFT contains, for example,
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owner 1dentification, metadata, sate file links, and other
identifying information. It also can include a smart contract
requiring, for instance, an additional payment to the original
owner for each transfer of ownership or licensed use. Such
information makes each NFT umque, and the blockchain
keeps a decentralized, secure, and permanent record of who
owns the NFT, the provenance of the NF'1’s ownership, and
the rights granted by the NFT1, among other information.
NFTs can have only one owner at a time. Many NFTs are
part of the Ethereum blockchain, which supports both NFTs
and the Ethereum cryptocurrency. Other blockchains that
support NFTs include, for example, Solana, Zilliga, Car-
dano, Flow, and Tezos. Other blockchains supporting NFTs
are possible. NFTs can be used to publish, offer, auction, or
sell ownership of, or access to, digital assets, such as, digital
art, digital texts, digital video games, digital music, and
digital goods or locations 1n virtual worlds, among other
digital i1tems. NFTs can have intrinsic value much like
cryptocurrency and they can be used to remove intermedi-
aries, simplily transactions, and create new markets, among
other things.

[0053] Once a user has modified a cloud-based client
application via an instantiated application engine module,
the monetization module 149 can provide appropriate tools
and functionality to mint an NFT based on the modified
cloud-based client application. For example, the monetiza-
tion module 149 can provide the user with a selection of
blockchain technologies that can be used for the NFT (e.g.,
Ethereum, Solana, etc.). The monetization module 149 can
also provide the user with appropnate tools to create a digital
wallet and a selection of marketplaces for the NFT. In some
implementations of the present invention, the server system
102 (e.g., via the monetization module 149) can provide a
suitable infrastructure for supporting an NFT marketplace
ecosystem. In an alternative embodiment, the monetization
module 149 can communicate with one or more appropriate
third-party NFT marketplaces (e.g., OpenSea, Nifty Gate-
way, Mintable, etc.). In such an alternative embodiment, 11
the user selects a third-party NFT marketplace, the moneti-
zation module 149 can upload the digital file of the modified
cloud-based client application to the third-party NF'T mar-
ketplace. Once uploaded, the monetization module 149 can
provide selections to the user (e.g., via the modification
module 160 of browser module 152 of client device 150, as
discussed in more detail below) for choosing how to mon-
ctize the NFT. For example, the NFT can be sold at a fixed
price, through a timed auction, or an unlimited auction,
although other choices are possible (e.g., the user could
decide to give away the NFT or to sell it for a nominal price).
The user can also specily royalties 1t the NFT 1s resold on
the secondary market. Once the user has selected the various
characteristics of the NFT, the monetization module 149 can
instruct the third-party marketplace to create the NFT, which
can then be sold on the third-party NFT marketplace.
Alternatively, the monetization module 149 can perform one
or more functions of the third-party NFT marketplace to
generate the NFT prior to uploading 1t to the third-party NET
marketplace.

[0054] In an embodiment, the monetization module 149
can also provide tools and functionality to support the
purchase of NFTs of modified cloud-based client applica-
tions by users of the cloud-based client application platform
100 or 200. For example, the monetization module 149 can
provide tools for opeming an NFT marketplace account
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(either with a NFT marketplace managed by the server
system 102 or a third-party NF'T marketplace). The moneti-
zation module 149 can also provide tools for creating a
blockchain wallet and funding the wallet with the correct
cryptocurrency or token required to participate in the NFT
marketplace’s activity, which can allow the user to purchase
NFTs of modified cloud-based client applications via the
cloud-based client application platform 100 or 200. Thus,
some 1mplementations of the present invention can combine
cloud-based “mods” of client applications with NFTs to
address problems of ownership, authenticity, provenance,
and attribution. Additionally, the present invention can
ensure that programmatic smart contracts govern the distri-
bution and monetization of cloud-based client application
NFTs (e.g., payments split between developer, publishers/
platform, and creators). The “modded” cloud-based client
applications can be distributed independently by creators,
monetized as NFTs as the creators see {it, and be purchased/
sold 1n a suitable NFT marketplace.

[0055] In some implementations of the present mnvention,
the cloud-based client application platform 100 or 200 can
include one or more client devices 150 1n communication
with the server system 102 (e.g., via the Internet or other
suitable network). According to embodiments, the client
device 150 can be any suitable type of device that 1s capable
of running an appropriate browser or other suitable appli-
cation through which a user can interact (e.g., via touch-
screen and/or pointing device, such as a mouse, stylus, or the
like), such as, for example, a smartphone, a tablet, a laptop,
a desktop computer, a game console, a smart television, a
smart watch, or any other appropriate device that 1s capable
of supporting such user mput and interaction through the
browser or other suitable application. In embodiments, the
present invention can support interaction with any appro-
priate type of cloud-based client application on any suitable
number of client devices 150 each running any appropriate
type of operating system and independent of the underlying
hardware and device characteristics of the client device 150.

[0056] The cloud-based client application can be any
appropriate client application that 1s configured to execute
natively on any suitable type of client device 148, but can be
remotely executed and rendered in the cloud 1n an applica-
tion engine module of the plurality of application engine
modules 106 or 206 of the server system 102 1n accordance
with embodiments of the present invention. The cloud-based
client application, such as, for example, a cloud-based
mobile game or other web-based or suitable cloud-based
client application, can be remotely provided as an end-user
client application with which the users can interact via the
server system 102. The cloud-based client application can
relate to and/or provide a wide variety of functions and
information, including, for example, entertainment (e.g., a
game, music, videos, etc.), business (e.g., word processing,
accounting, spreadsheets, etc.), news, weather, finance,
sports, etc. In certain embodiments, the cloud-based client
application can provide a digital game, such as a mobile
digital game, a PC game, or console game. The digital game
can be or include, for example, a sports game, an adventure
game, a virtual playing card game, a virtual board game, a
puzzle game, a racing game, or any other appropriate type of
digital game. In an embodiment, the digital game can be an
asynchronous competitive skill-based game, 1n which play-
ers can compete each against other in the digital game, but
do not have to play the digital game at the same time. In an
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alternative embodiment, the digital game can be a synchro-
nous competitive skill-based game, 1n which players can
play the digital game at the same time and can compete
against each other 1n the digital game 1n real-time. Other
suitable cloud-based digital games are possible, whether
mobile-based, PC-based, console-based, or otherwise. For
cloud-based client applications 1n which two or more users
can compete against or otherwise engage with each other,
cach user can interact with the cloud-based client application
in a respective reserved and assigned application engine
module and compete, play against, or otherwise engage each
other using the respective application engine modules and
the backend architecture supported by the cloud-based client
application (e.g., game servers and the like 1n the context of
digital games). Additionally or alternatively, one or more
users interacting with the cloud-based client application 1n a
respective reserved and assigned application engine module
can compete, play against, or otherwise engage or interact
with users who are interacting with the client application
installed directly and executing natively on their client
device (1.e., without the use of application engine modules).
Consequently, embodiments of the present invention can
allow users across a wide variety of different computing
platforms to engage with each other independent of the
underlying client device and operating platform used by
cach or any user for their client device 150.

[0057] The client device 150 can 1include a browser mod-
ule 152. The browser module 152 can support any suitable
type ol browser application, such as, for example, Google
Chrome, Mozilla Firefox, Microsoit Edge, Apple Safan,
DuckDuckGo, Opera, Brave, Vivaldi, Firefox Focus, a pro-
prictary browser, or the like. Additionally or alternatively,
the browser module 152 can be a suitable application
capable of supporting the local rendering of the video/audio
information streamed from the cloud-based client applica-
tions to the client device 150 (e.g., via OpenGL or the like).
In an embodiment, the browser module 152 can include a
display module 154, an interaction capture module 156, a
session information module 158, and a modification module
160 1n communication with each other. The display module
154 can support the display of video and/or audio informa-
tion streamed from the cloud-based client application run-
ning in the corresponding application engine module execut-
ing on the server system 102. In an embodiment, the
video/audio output of the cloud-based client application
running in an application engine module can be streamed 1n
real-time via the Internet (or other suitable network) to the
browser module 152 on the client device 150 and displayed
to the user via the display module 154. The display module
154 can receive the streamed video/audio output from the
application engine module via the video/audio communica-
tion module 132 and render it appropriately on the display
screen of the client device 150. The user can interact with the
video/audio stream of the cloud-based client application in
real-time. In some implementations of the present invention,
the user’s 1nputs can be collected by the interaction capture
module 156 and communicated (over the Internet or other
suitable network) to the application engine module in the
plurality of application engine modules 106 or 206 that has
been assigned to the user’s active session via signaling
communication module 162 (e.g., a suitable data and sig-
naling channel, such as a gRPC gateway or the like). The
user’s mputs can then be mapped to the video/audio stream
by the state module of the assigned application engine
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module to allow the user to (remotely) control and interact
with the cloud-based client application in real-time as 11 the
cloud-based client application was runming natively on the
client device 150.

[0058] Inan embodiment, the display module 154 can also
provide a display of any or all cloud-based client applica-
tions that are available for use by the user (e.g., as URLs or
other links or hyperlinks in the browser application, as
linked 1cons on a desktop in the user interface of the client
device 150, etc.). The mteraction capture module 156 can
capture the user’s selection of a desired cloud-based client
application (e.g., by the user clicking on or otherwise
selecting one of the displayed URLs, links, hyperlinks, or
icons). Once the user selects a desired cloud-based client
application, the session information module 158 can 1nitiate
an active session (e.g., via a REST call or the like) by
communicating the request to the session management con-
troller 140. The session management controller 140 can then
begin the process of reserving an appropriate application
engine module for the active session, as described above.
The session mformation module 158 can poll the session
management controller 140 periodically (e.g., via REST or
the like) until an application engine module has been
reserved and assigned for an active session. Alternatively,
the session management controller 140 can transmit a suit-
able message or nofification to the session nformation
module 158 when an application engine module has been
reserved and assigned for the active session. Once the
application engine module has been reserved and assigned to
the user’s active session, the display module 154 can con-
nect to the reserved application engine module through the
media (video/audio) channel (e.g., via video/audio commu-
nication module 132) and begin receiving the streamed
video/audio media data from the cloud-based client appli-
cation. As the user interacts with the video/audio media data
being streamed from the cloud-based client application
executing within the reserved application engine module,
the interaction capture module 156 can provide the captured
user 1input to the reserved application engine module via the
signaling communication module 162 (e.g., webRTC sig-
naling, via OpenGL, or other suitable technology) to allow
the user to remotely engage and interact with the cloud-
based client application.

[0059] In an embodiment, the modification module 160
can be in communication with the software tools module
148 on the server system 102. The modification module 160
can provide the user with a suitable interface on the client
device 150 through which to access the software tools
provided by the software tools module 148. Using the
modification module 160, the user can “mod” cloud-based
client applications to augment content creation, add new or
change existing functionality, create, or otherwise evolve the
cloud-based client applications as desired by the user. For
example, the modification module 160 can provide a suit-
able mterface via the display module 154 to display a list of
the software tools available from the software tools module
148 for remotely modifying the cloud-based client applica-
tion via the client device 150, as well as access to the
cloud-based client application 1n the application engine
module. The user can select one or more tools as necessary
to modily the cloud-based client application 1n any desired
manner, change tools, and continue to modily the cloud-
based client application as desired. Any and all modifica-
tions can be passed from the modification module 160 to the
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software tools module 148 so that the cloud-based client
application can be correspondingly modified in the given
application engine module. Once the modifications to the
cloud-based client application have been completed, the user
can save the modified cloud-based client application via the
modification module 160, which can communicate such
information to the software tools module 148. The software
tools modules 148 can cause the data stored 1n or otherwise
used by the application engine module (e.g., any or all data
associated with the modified cloud-based client application,
including the modified cloud-based client application 1tself)
during the active session to be stored 1n the databases 146 so
that the modified cloud-based client application can be
retrieved and used in a subsequent active session (either as
an update to the existing application engine module or as a
separate and new application engine module). Such “mod-
ded” cloud-based client applications can then be used by
other users, allowing distribution of the “modded” cloud-
based client applications to a wide variety of users of the
cloud-based client application platform 100 or 200. Thus,
embodiments of the present invention can allow any user to
create and/or modily cloud-based client applications by
remotely accessing soltware tools through a suitable
browser on the client device 150 without requiring the user
to separately install each tool on the client device 150 1tself.
Since users do not install the software tools or the client
applications (original or modified) locally, embodiments of
the present invention can reduce or eliminate storage
requirements for such tools and client applications on the
client devices 150, reduce network bandwidth requirements
(since each tool package or client application does not need

to be downloaded/uploaded 1n 1ts entirety to/from each client
device 150), and the like.

[0060] In some implementations of the present invention,
the modification module 160 can also provide the user with
a suitable interface on the client device 150 through which
to access and use the monetization module 149 wvia the
soltware tools module 148. Using the modification module
160, the user can mint, buy, and sell NFTs to monetize
modified cloud-based client applications 1n an NFT ecosys-
tem via the client device 130 in conjunction with the
monetization module 149. For example, the modification
module 160 can provide a suitable interface via the display
module 154 to display appropriate tools and functionality
available via the monetization module 149 to mint an NFT
based on the modified cloud-based client application. For
example, the modification module 160 can display to the
user a selection of blockchain technologies available from
and accessible by the monetization module 149 that can be
used for the NFT. The modification module 160 can also
display to the user appropriate tools from the monetization
module 149 to create a digital wallet and a selection of
marketplaces for the NFT. For purposes of discussion and
not limitation, 1f the user selects a third-party NFT market-
place, the modification module 160 can display functionality
available via the monetization module 149 to allow the user
to upload the digital file of the modified cloud-based client
application to the third-party NFT marketplace. Once
uploaded, the modification module 160 can display selec-
tions to the user from the monetization module 149 for
choosing how to monetize the NFT. Once the user has
selected the various characteristics of the NFT, the modifi-
cation module 160 can cause the monetization module 149
to instruct the third-party marketplace to create the NFT,
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which can then be sold on the third-party NFT marketplace.
The modification module 160 can also display tools and
provide functionality from the monetization module 149 to
support the purchase of NFTs of modified cloud-based client
applications by users of the cloud-based client application
platform 100 or 200 via the client devices 150. For example,
the modification module 160 can display suitable tools and
functionality to the user available from the monetization
module 149 for opening an NFT marketplace account. The
modification module 160 can also display appropriate tools
and Tunctionality to the user available from the monetization
module 149 for creating a blockchain wallet and funding the
wallet with the correct cryptocurrency or token required to
participate 1n the activity of the NFT marketplace, which can
allow the user to purchase NFTs of modified cloud-based
client applications via the cloud-based client application

plattorm 100 or 200.

[0061] In some implementations of the present mnvention,
the cloud-based client application can be paused during an
active session. For example, the user can pause the cloud-
based client application at any particular or desired position,
point or time during the active session with the cloud-based
client application (e.g., by pressing a suitable “pause” button
displayed to the user 1in or with the browser application).
Additionally or alternatively, the cloud-based client appli-
cation can be paused if the connection between the browser
module 152 and the server system 102 is interrupted or lost
during the active session. Additionally or alternatively, the
cloud-based client application can be paused 1 the user
leaves the active session (e.g., by pressing a browser “back”™
button or closing the browser application). In some 1mple-
mentations of the present invention, one or more suitable
cookies can be stored on the client device 150 (e.g., 1 or
associated with the browser module 152), which the browser
module 152 can check to determine 1f there are any active
sessions for the user. Such information can be communi-
cated to the session management controller 140 via the
session mformation module 138. The user’s interaction with
the cloud-based client application can resume at the point
paused once the connection has been reestablished or the
user returns to the active session (e.g., by pressing a suitable
“play” button displayed to the user in or with the browser
application, pressing a “forward” button or re-opemng the
browser application). In an embodiment, the active session
can be held open or otherwise maintained for a predeter-
mined period of time (e.g., 1 hour, 2 hours, 1 day, etc.) while
the active session 1s paused or 1f the user exits or disconnects
from the active session. After the predetermined period of
time has expired, the active session can be ended and the
application engine module can be deregistered. If the user
desires to continue the active session before expiration of the
predetermined period of time, the user can, for example,
press a “play” button, refresh the webpage in the browser
application or select the same URL, link, or hyperlink used
to 1nitiate the original active session to rejoin the previously
assigned and reserved application engine module. In some
implementations of the present invention, the active session

can be held open or otherwise maintained indefinitely until
the user exits or otherwise ends the active session.

[0062] By maintaining the reserved application engine
module and the state of the cloud-based client application
during such a pause, some 1mplementations of the present
invention can allow users to begin an active session on one
client device 150, pause the active session at a particular or
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desired position, point or time, and then continue the active
session on one or more other (diferent) client devices 150
from the paused position, point or time. For purposes of
illustration and not limitation, a user can request to 1nitiate
an active session on a first client device 150 (e.g., a
smartphone). The user can then pause the active session
(e.g., by closing the browser application on the first client
device 150) at a particular or desired position, point or time.
The state of the cloud-based client application can be saved
in the state module of the application engine module
assigned and registered for that active session. The user can
then switch to a second client device 150 (e.g., a desktop
computer) and select the same URL, link, or hyperlink
(through the display module 154 1n the browser module 152
running on the second client device 150) that was used to
initiate the original active session on the first client device
150. Such action can cause the active session to resume 1n
the browser module 150 of the second client device 148.
Thus, the user can be presented with the same digital page
of the active session of the cloud-based client application
paused at the same position, point or time from the first
client device 148. The user can seamlessly continue to
interact with the same cloud-based client application via the
second client device 150 (e.g., by pressing an appropriate
“play” button 1n the browser application) from the paused
position, point or time 1n the same or similar manner as 1f the
user had continued interacting with the cloud-based client
application on the first client device 150. To support such
platform switching, the session management controller 140
can maintain a user ID or other appropriate identifier that
unmiquely 1dentifies the user 1n addition to the module ID.
Using both the user ID and the module ID 1n combination
with the cloud-based client application selection from the
user (recerved from the second client device 150) and the
saved state of the cloud-based client application, the session
management controller 140 can 1dentify the correct (paused)
application engine module to re-assign to the second client
device 150 to allow the user to continue the active session
on the second client device 150 from the same position,
point or time paused on the first client device 150. In an
alternative embodiment, it the user selects the same cloud-
based client application from the same URL, link, or hyper-
link on the second client device 150, the user can be
presented with a choice of erther continuing the same active
session on the cloud-based client application from the same
paused position, point or time or starting a new active
session with the cloud-based client application on the second
client device 150.

[0063] In the event of an outage or crash of an application
engine module during an active session, the session man-
agement controller 140 can reserve and allocate a new
application engine module to the user. The cloud-based
client application running in the application engine module
can be populated with information from the previous (pre-
outage/pre-crash) active session (e.g., using the cloud-based
client application state and other session information
retrieved from the databases 146) to mirror the state of the
cloud-based client application at the time just before the
outage or crash so that 1t appears to the user that the active
session was simply paused. The user can then return to and
reengage with the active session in the manner previously

described.

[0064] In some implementations of the present invention,
the session management controller 140 (e.g., via the session
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manager module 142) can operate 1n conjunction with the
browser module 152 (e.g., via one or both of the display
module 154 or the interaction capture module 156) to
measure and monitor network latency information or other
suitable characteristics of network communications between
the client device 150 and server system 102 during an active
session and to communicate such latency information to the
session management controller 140 (e.g., via the session
information module 158) The network latency information
can be used to temporarily pause the active session 1f
network latency 1s above a threshold that 1s predetermined or
dynamic (e.g., based on network latency trends, usage
trends, etc.) and then resume the active session once the
network latency falls below the threshold. Additionally or
alternatively, the network latency information can be used
by the server system 102 (e.g., via the video/audio commu-
nication module 132) for network connection quality man-
agement. For example, the wvideo/audio communication
module 132 can use the network latency information to
determine the network connection quality to the client
device 150. If the network connection quality 1s below a
threshold that 1s predetermined or dynamic (e.g., based on
network latency trends, usage trends, etc.), the video/audio
communication module 132 can modily the quality and/or
characteristics of the video/audio media data that 1s being
streamed to the client device 150. For example, 1f the
network connection quality 1s below the threshold, the
video/audio communication module 132 can lower the
frame rate, lower the resolution, and the like of the streamed
video/audio media data so as to maintain smooth display and
interaction for the cloud-based client application on the
client device 150 during the active session (e.g., to maintain
smooth gameplay on the client device 150 1n the context of
cloud-based mobile games), so that the active session does
not need to be paused or otherwise interrupted. The video/
audio communication module 132 can update the quality
and/or characteristics of the stream of video/audio media
data periodically or continuously throughout the active
session (e.g., lowering and/or raising the frame rate, reso-
lution, etc. of the wvideo/audio media data stream as the
network connection quality fluctuates over the course of the
active session). Consequently, the server system 102 can use
the network latency information to determine, vary, and
control the wvideo/audio streaming quality to the client
devices 150 to maintain a smooth display and interaction for
the cloud-based client application for the user.

[0065] Additionally or alternatively, the network latency
information can be used by the session management con-
troller 140 to determine and select appropriate application
engine modules for users. For example, 1n some implemen-
tations of the present invention, the server system 102 can
include a plurality of application engine module controllers
104, with each application engine module controller 104
managing respective pluralities of application engine mod-
ules 106 or 206 to form one or more application engine
module clusters, as 1llustrated and discussed with respect to
FIGS. 1 and 2. The application engine module clusters can
be geographically distributed such that each of the respec-
tive pluralities of application engine modules 106 or 206 can
be located 1n different geographical locations. When a user
requests an active session with a cloud-based client appli-
cation, the network latency information can be used by the
session management controller 140 to cause an application
engine module to be reserved and assigned that 1s closest
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geographically or otherwise has the smallest network
latency to the client device 150 of the user. By measuring
and monitoring the network latency information for all client
devices 150, the server system 102 can create a heat map or
the like of the network latencies throughout the cloud-based
client application platform 100 or 200 that can be used to
reserve and assign an optimal application engine module
(e.g., optimal from the standpoint of network latency or
network connection quality) to each user so as to maintain
smooth display and interaction for the cloud-based client
application on the client devices 150 during the respective
active sessions.

[0066] According to embodiments, because the cloud-
based client applications can be run remotely in server
system 102 and can be displayed on any suitable client
device 150, the present invention can also allow cloud-based
client applications to be integrated into third-party plat-
forms, including the third party websites and applications,
by embedding or otherwise providing a URL or link or
hyperlink to one or more cloud-based client applications 1nto
the third-party platform. Such integration can allow those
third parties to more easily offer different features and
functionality via the integrated cloud-based client applica-
tion that complement and enhance the mteraction and
engagement with their third-party platiorms. For purposes of
illustration and not limitation, a retailer can incorporate any
suitable cloud-based client application within their con-
sumer touchpoints by embedding or otherwise providing a
URL or other link or hyperlink to the cloud-based client
application. For example, a retailer can incorporate a cloud-
based mobile game 1nto the retailer’s website or application
in accordance with embodiments of the present invention. A
user can interact with the cloud-based mobile game 1n the
retailer’s website or application as 11 the cloud-based mobile
game was executing on the user’s client device, in the
manner described herein. If the user wins the integrated
cloud-based mobile game, the user can be awarded prizes 1n
the retailer’s own currency (e.g., loyalty rewards, coupons,
discounts on products/services, free merchandise, etc.). The
prize information can be communicated to the third-party
platiform from the integrated cloud-based mobile game (e.g.,
via the server system 102) and maintained in the retailer’s
website or application for use by the user. For example, a
fast-food restaurant can integrate a cloud-based mobile
game 1nto theiwr website or application 1 accordance with
embodiments of the present mnvention. The user can select
and engage with the integrated cloud-based mobile game via
the website or application by, for example, selecting an
appropriate embedded or otherwise provided URL or other
link or hyperlink to the itegrated cloud-based mobile game
and then (remotely) interacting with the integrated cloud-
based mobile game. If the user wins the integrated cloud-
based mobile game, the user can be awarded a free side order
of a food 1tem (or other suitable prize or offering appropriate
to the retailer) that can be redeemed at the fast-food restau-
rant. If the user loses, the user can be allowed to compete
again, oflered a lesser prize, offered another chance to play,
ctc. The present invention can support the integration of any
suitable type of cloud-based client application nto any
appropriate third-party platform. By allowing users to inter-
act with a cloud-based client application integrated into and
through the third party’s website or application 1 accor-
dance with the present invention, the third party can increase
user engagement metrics with their platform without requir-
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ing users to download and install the cloud-based client
application to their client devices 150.

[0067] By integrating one or more cloud-based client
applications 1to a third party’s platform, distinct experi-
ences can be tailored for users on the third-party platform
that may not available to the general population who access
a non-integrated version of the cloud-based client applica-
tion or access 1t from a diflerent website or application. For
example, the integrated cloud-based client application on the
third-party platform can provide features, Tunctionality,
interface modifications, and the like that are available to
users of the integrated cloud-based client application. For
instance, 1f the integrated cloud-based client application 1s a
cloud-based mobile game, users interacting with the inte-
grated cloud-based mobile game can have access to special
or promotional tournaments that are not available to general
users of the cloud-based mobile game. Additionally or
alternatively, users interacting with the integrated cloud-
based client application can be presented with special lim-
ited time offers (LTOs), advertisements, or other promotions
that are not available to general users of the cloud-based
client application. Additionally or alternatively, users inter-
acting with the integrated cloud-based client application can
be presented with modified or enhanced user interfaces (e.g.,
different screens, customizations, third-party branding infor-
mation, etc.) that are not available to general users of the
cloud-based client application. Other modifications to the
user experience of an mtegrated cloud-based client applica-
tion (including modifications to the graphical user interface
inside and/or outside of the integrated cloud-based client
application) to support the third-party platiorm are possible.

[0068] In some implementations of the present mnvention,
the data collected from users interacting with the integrated
cloud-based client application can also be used to addition-
ally or alternatively tailor the user experience of the inte-
grated cloud-based client application. In an embodiment, the
features, functionality, and/or capabilities of the integrated
cloud-based client application on the third-party platiorm
can be targeted to idividual users based on the third-party
platform user data, data from or associated with the user’s
client device 150, and the like. For example, the server
system 102 can identily the geographical location of each
user, such as via the GPS of the client device 150 (e.g.,
passed to the session management controller 140 via the
session information module 158), from account profile
information of the user (e.g., retrieved from the databases
146), or the like. A user who accesses the integrated cloud-
based client application from one geographical location
(e.g., a first state or region) can be presented with a user
experience that 1s different from that of a user who accesses
the integrated cloud-based client application from a different
geographical location (e.g., a second state or region). The
different user experience can include, for example, different
user interfaces, different tournaments (e.g., in the context of
cloud-based mobile games), different features and function-
ality, and the like. For instance, if the integrated cloud-based
client application 1s a cloud-based mobile game, the user
data can be used to match players for the integrated cloud-
based mobile game. For example, for a competitive, skill-
based integrated cloud-based mobile game, the user infor-
mation can be used to match users with other users who are
interacting with the integrated cloud-based mobile game
rather than with users from the general population of the
(non-ntegrated) cloud-based mobile game. Such player
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matching can assist 1n ensuring fairness 1n the competitions
and/or to enforce anti-fraud/anti-cheat measures, as a user of
the integrated cloud-based mobile game may have access to
features and functionality that are not available to the
general population of users of the (non-integrated) cloud-
based mobile game.

[0069] Some implementations of the present invention can
be used to integrate cloud-based client applications into
online or digital advertisements. For purposes of illustration
and not limitation, a cloud-based mobile game can be
integrated 1nto a digital advertisement to create an interac-
tive ad unit, such as a playable ad. In some implementations
of the present invention, the integrated cloud-based mobile
game can be accessed from the playable ad by having the
user click on a URL, link, or hyperlink embedded or
otherwise provided in the playable ad. Alternatively, the
cloud-based mobile game can start automatically within the
playable ad upon surfacing, presentation, or display of the
playable ad to the user. A user can interact with the inte-
grated cloud-based mobile game 1n and through the playable
ad, for example, to win prizes, promotions, and other like
rewards as part of the digital ad campaign. In an embodi-
ment, such rewards could be used for the cloud-based
mobile game 1tself (e.g., virtual currency or rewards) to
incentivize users to interact with the playable ad. For
example, users can use such rewards for making n-app
purchases or for other types of redemptions or purchases
within the integrated cloud-based mobile game itself while
interacting with the playable ad. In an alternative embodi-
ment, such rewards can be used for or with another appli-
cation or website associated with the digital ad campaign to
drive user engagement. However, any suitable cloud-based
client application can be integrated into a digital advertise-
ment to create an interactive ad unit. For example, an
interactive ad unit or other digital advertisement for a
cloud-based client application product can include a trial
version (or even a fully-enabled, but time-limited version) of
the cloud-based client application product integrated into the
interactive ad unit or other digital ad. Consequently, users
can engage with and evaluate the cloud-based client appli-
cation product (e.g., within and through the interactive ad
unit or other digital ad) without having to wait to download
and 1nstall 1t or otherwise purchase 1t before evaluation.

[0070] FIG. 3 1s a block diagram illustrating an example
cloud-based client application platform 300 with a plurality
of application engine module pools and a plurality of
application instance pools for remotely modifying cloud-
based client applications, 1n accordance with embodiments
of the disclosure. As discussed previously, each of the
application engine modules in the plurality of application
engine modules 206 can be configured to emulate a particu-
lar type and configuration of client device for executing a
cloud-based client application. Additionally or alternatively,
the server system 102 can support cloud-based client appli-
cation instances (also referred to as “application nstances”)
that can be designed and configured to execute natively in
the cloud on the server system 102. Thus, an application
instance can be an istance of a cloud-based client applica-
tion that can be configured to run natively on the server
system 102 without the use of an application engine module
from the plurality of application engine modules 206 (or
106). Accordingly, the server system 102 can include a
module controller 304, which can operate 1n a manner
similar to that discussed and described with respect to the
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application engine module controller 104 of FIGS. 1 and 2.
The module controller 304 can include a plurality of appli-
cation engine modules 206 to support and emulate any
appropriate type of client device to execute any suitable type
of cloud-based client application (as discussed and described
with respect to FIGS. 1 and 2). The module controller 304
can also include a plurality of application instance modules
310 to support and execute any appropriate type ol appli-
cation instance that can run natively on the server system
102. The module controller 304 can allow registration/
deregistration of application instance modules, atomic res-
ervation of application instance modules, querying of appli-
cation instance modules, and the like 1n a manner similar to
that described for the plurality of application engine mod-
ules 206 (and 106). The plurality of application instance
modules 310 can include a first application instance module
312, ..., and a Mth application instance module 320, where
M can be any suitable natural number and can vary over
time. Each application instance module 312, . . . 320 can
include a video/audio module for managing video and/or
audio media data generated by the application instance and
transmitting such video and/or audio media data to a client
device for display to a user. Each application instance
module 312, . . . 320 can also include a state module for
receiving and processing mput (e.g., mapping input to the
video/audio stream, etc.) from the client device 150 gener-
ated while the user (remotely) interacts with the application
instance. Each state module can also maintain the state of the
application instance. For example, the first application
instance module 312 can include a first video/audio module
314 1n communication with a first state module 316. The
Mth application instance module 320 can include a Mth
video/audio module 322 in communication with a Mth state
module 324. The module controller 304 can maintain any
suitable number of application instance modules and register
(1.e., mstantiate, allocate, or otherwise create) or deregister
(1.e., delete or deallocate) application instance modules as
necessary. In an embodiment, the server system 102 can
include a plurality of module controllers 304, with each
module controller 304 managing respective pluralities of
application engine modules 206 to form application engine
module clusters and respective pluralities of application
instance modules 310 to form application instance module
clusters. The server system 102 and the module controller
304 can support any suitable number and combination of
application engine modules and application istance mod-
ules.

[0071] As illustrated 1n FI1G. 3, the server system 102 can
include a reservation controller 328 1n communication with
the module controller 304, which can operate 1n a manner
similar to that discussed and described with respect to the
application engine reservation controller 134 of FIGS. 1 and
2. In embodiments, the reservation controller 134 can also
control various aspects of the plurality of application
instance modules 310, including, for example, orchestrating
application instance module scaling, controlling application
instance module access, managing application instance
module 1nitialization for users, and the like. The reservation
controller 328 can include an mventory and reservations
module 330, which can operate in a manner similar to that
discussed and described with respect to the application
engine mventory and reservations module 136 of FIGS. 1
and 2. The inventory and reservations module 330 can also
track and manage the inventory of all application instance
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modules 1n the plurality of application instance modules
310. The mventory and reservations module 330 can grant
application instance module reservations for use in active
sessions. In some 1implementations of the present invention,
when a user requests 1nitiation of an active session with an
application instance module, the inventory and reservations
module 330 can reserve an appropriate application instance
module, populate or cause to populate the application
instance module with the appropriate user and/or application
data (e.g., user profile mmformation, user account informa-
tion, application instance state data, etc. to support user
interaction and engagement with the application instance),
and bind the reserved application 1nstance module to that
active session. I no application instance module 1s available
for the active session, the inventory and reservations module
330 can struct the module controller 304 (e.g., via the
scaler module 332, discussed below) to add and register a
new application instance module for use 1n the requested
active session.

[0072] In some implementations of the present invention,
the registration process can be performed asynchronously.
For example, the inventory and reservations module 330 can
wait for the new application instance module to be added
and reserved by polling the module controller 304 periodi-
cally or receiving an appropriate message from the module
controller 304 once the task has been completed. Once the
application 1nstance module 1s registered, it can be reserved
for and bound to the active session. In some 1mplementa-
tions of the present invention, the application instance
module that has been reserved for the active session can be
accessible only to the user that requested it, and only for the
lifespan of the active session. In other words, an application
instance module that has been reserved for a particular
active session may not be used or accessed by another user
during that active session. In some implementations of the
present invention, the data stored 1n or otherwise used by the
reserved application instance module during the active ses-
s1on can be ephemeral. For example, the application instance
module can be deregistered at the end of an active session.
Accordingly, any and all data stored or otherwise used by the
application instance module during that active session can
be deleted, for example, no later than the deregistration of
the application 1nstance module. In an alternative embodi-
ment, the data stored 1 or otherwise used by the reserved
application mstance module during the active session can be
stored (e.g., in databases 146), retrieved, and used 1n a
subsequent active session by the user. Once the application
instance module has been deregistered, 1t can be reused for
another active session or 1ts computing resources can be
reallocated to a different application instance module.

[0073] In embodiments, the reservation controller 328 can
include a scaler module 332 in communication with the
inventory and reservations module 330, which can operate
in a manner similar to that discussed and described with
respect to the application engine scaler module 138 of FIGS.
1 and 2. The scaler module 332 can also respond to inven-
tory and reservation changes by adding and instantiating
new application instance modules to the plurality of appli-
cation instance modules 310. The scaler module 332 can
proactively scale the number of application instance mod-
ules i the plurality of application instance modules 310
based on, for example, usage trends or other suitable metrics
to maintain a sufliciently-sized pool of reservable applica-
tion 1nstance modules. For example, the scaler module 332




US 2024/0232840 A9

can store a predetermined threshold (e.g., provided or gen-
erated based on usage trends or other suitable metrics) for
the size of the pool of the plurality of application instance
modules 310. If the number of reservable application
instance modules decreases below the predetermined thresh-
old, the scaler module 332 can add new application instance
modules to the plurality of application mstance modules 310
to increase the number of reservable application instance
modules above the predetermined threshold. If the increase
in the number of reservable application instance modules
becomes too great (e.g., above a second predetermined
threshold), the scaler module 332 can either do nothing or
can delete or otherwise deallocate unneeded extra applica-
tion instance modules from the plurality of application
instance modules 310. Additionally or alternatively, suitable
machine learning/artificial intelligence techmiques can be
used by or with the scaler module 332 to appropnately and
dynamically scale the number of reservable application
instance modules 1n the plurality of application instance
modules 310. For example, a machine learning model can be
trained based on usage data from users (e.g., usage trends,
peak usage, off-hour usage, etc.). The machine learning
model can then be used to dynamically add and delete/
deallocate application instance modules 1n the plurality of
application instance modules 310. The machine learning
model can be updated or otherwise adapted as the usage data
evolves over time.

[0074] In some implementations of the present invention,
cach or any of the plurality of application 1nstance modules
310 can be associated and 1n communication with a separate
application instance module pool that can be maintained by,
for example, the mventory and reservations module 330
and/or the scaler module 332, with each application instance
module pool supporting an individual type of application
instance module or a set of related types of application
instance modules. In such an embodiment, each application
instance can have or be associated with its own 1ndividual
application instance module pool. For example, each pool of
the plurality of application instance module pools can be
configured to support a single application instance, such that
cach pool of the plurality of application instance module
pools can be allocated on a per application instance basis.
For purposes of illustration and not limitation, a klondike
solitaire game designed to run natively on the server system
102 can be supported by the first application instance
module 312, which can be associated with a first application
instance module pool 318 of first application 1nstance mod-
ules. A bingo game designed to run natively on the server
system 102 can be supported by the Mth application istance
module 320, which can be associated with an Mth applica-
tion mstance module pool 326 of Mth application instance
modules, and so forth. Any suitable number of application
instance module pools can be maintained and supported for
any appropriate number of application mstance modules by,
for example, the mventory and reservations module 330
and/or the scaler module 332, depending on, for instance, the
number of application 1nstances supported by the system or
any appropriate subset thereof.

[0075] In some implementations of the present mnvention,
cach or any of the application instance modules in each pool
of the plurality of application instance module pools can be
“pre-warmed.” For example, the application mstance mod-
ules 1 each pool of the plurality of application instance
module pools can be pre-allocated and pre-instantiated
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within the application instance module pool and then put
into standby or sleep mode by, for instance, the mventory
and reservations module 330 and/or the scaler module 332.
By spinning up the application instance modules 1n each
application instance module pool 1n the background and
maintaining those spun-up application imnstance modules 1n a
standby mode, an application instance module can be 1mme-
diately (or nearly immediately) reserved and assigned to a
user upon request of an active session with little or no
concomitant delay, since awakening an application instance
module that 1s 1n standby mode can take substantially less
time than mstantiating the application instance module from
scratch. Once an application instance module 1 an appli-
cation instance module pool 1s reserved and assigned, the
reserved and assigned application instance module can be
immediately (or nearly immediately) replaced by another
“pre-warmed” application instance module from the corre-
sponding application instance module pool so that it can be
ready for immediate (or nearly immediate) reservation by
and assignment to the next user requesting an active session.
Such a “pre-warmed” replacement process can continue as
cach application instance module 1n an application instance
module pool 1s reserved and assigned. In such a manner,
application instance modules from each pool of the plurality
of application instance module pools can be allocated to
users 1n real-time. The computing resources allocated to a
reserved application instance module for an active session
can be deleted or otherwise deallocated immediately (or
nearly immediately) once the active session ends and the
reserved application mstance module 1s no longer needed for
that active session. In some implementations of the present
invention, such freed up computing resources can be re-
allocated by, for example, the mventory and reservations
module 330 and/or the scaler module 332 to add and
pre-warm another application instance module 1n the asso-
ciated application 1nstance module pool or a diflerent appli-
cation instance module pool, rather than maintaining com-
puting resources for a reserved application instance module
that 1s no longer needed for an 1nactive session.

[0076] The size of each or any of the plurality of appli-
cation instance module pools can be fixed or dynamic. For
example, the size of an application instance module pool can
be fixed such that a predetermined application instance
module pool size number of pre-warmed application
instance modules can be maintained 1n the pool. As pre-
warmed application instance modules 1 an application
instance module pool are allocated, the imnventory and res-
ervations module 330 and/or the scaler module 332 can
replace the allocated application istance modules with
additional pre-warmed application instance modules to
maintain the size of the application instance module pool at
or around the predetermined application instance module
pool size number. The predetermined application instance
module pool size number can be based on, for example,
usage trends or other historical usage mformation and the
like for the particular application mstance module. Accord-
ingly, highly used application instance modules can have a
greater predetermined application mstance module pool size
number while less used application instance modules can
have a smaller predetermined application 1nstance module
pool size number.

[0077] Additionally or alternatively, the size of an appli-
cation instance module pool can be dynamic. In some
implementations of the present invention, the mventory and
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reservations module 330 and/or the scaler module 332 can
monitor in real-time the usage trends of each or any of the
plurality of application nstance modules 310. For example,
as usage trends increase for a particular application instance
module, the scaler module 332 can increase the size of the
associated application instance module pool (and, therefore,
the number of pre-warmed application instance modules
maintained 1n the application instance module pool) to
accommodate the greater usage so that application instance
module allocation can continue 1n real-time without added
delay. Conversely, as usage trends decrease for a particular
application instance module, the scaler module 332 can
decrease the size of the associated application instance
module pool (and, therefore, the number of pre-warmed
application instance modules maintained 1n the application
instance module pool) to accommodate the lower usage so
that computing resources are not unnecessarily overused and
can be allocated elsewhere. In such an embodiment, the size
of each or any of the application 1nstance module pools can
be dynamically altered to accommodate periods of increased
use (e.g., spikes 1n usage) as well as lulls 1n usage to
maintain real-time application instance module allocation.

[0078] In some implementations of the present invention,
the inventory and reservations module 330 and/or the scaler
module 332 can include a suitable predictive model or use
appropriate machine learning/artificial intelligence tech-
niques to determine the size of an application instance
module pool of the plurality of application instance module
pools. For example, a machine learning model can be trained
based on usage trend data for each supported application
instance module to modity the application instance module
pool size for an application instance module to minimize the
amount of time to allocate the application instance module
and maintain a reduced allocation time for the real-time
application instance module allocation. The machine leamn-
ing model can then be used to dynamically and appropriately
modily the size of the application instance module pool
associated with the application instance module based on the
usage exhibited at a particular time for that application
instance module. The machine learning model can be
updated or otherwise adapted as the usage trends for the
application instance module change and evolve over time, as
monitored by, for example, the mventory and reservations
module 330 and/or the scaler module 332.

[0079] In some implementations of the present mnvention,
the size of each application mstance module pool 1n a subset
of the plurality of application instance module pools can be
fixed while the size of other application instance module
pools 1n the plurality of application instance module pools
can be dynamic. For example, application instance modules
that are highly used can be associated with application
instance module pools whose sizes are dynamic, while
application instance modules that are less used can be
associated with application instance module pools whose
sizes are fixed. Additionally or alternatively, the size of a
particular application 1nstance module pool can be fixed at
certain times and dynamic at other times. For example, for
an application instance module that generally experiences
lower usage, the size of the corresponding application
instance module pool can be fixed. However, during (e.g.,
intermittent) periods of higher usage (e.g., usage spikes), the
s1ze of the corresponding application instance module pool
can be dynamic. The inventory and reservations module 330
and/or the scaler module 332 can switch the size of the
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application instance module pool back to fixed once the
period of higher usage ends. In this way, the inventory and
reservations module 330 and/or the scaler module 332 can
adapt to changing usage conditions as necessary to maintain
a reduced allocation time for the real-time allocation of
application istance modules.

[0080] In some implementations of the present invention,
the one or more application instance module pools can be
maintained 1n and with the plurality of application instance
modules 310, as illustrated in FIG. 3. However, 1n some
implementations of the present invention, each or any of the
one or more application instance module pools can be
maintained 1n or with the module controller 304 outside of
the plurality of application instance modules 310 but within
the server system 102. Additionally or alternatively, each or
any ol the one or more application instance module pools
can be maintained in or with the server system 102, but
outside of the module controller 304, such as, for example,
in databases 146. Additionally or alternatively, each or any
of the one or more application mstance module pools can be
maintaimned 1 or with a suitable cloud or server storage
system that 1s remote from and 1n communication with the
server system 102.

[0081] In some implementations of the present invention,
the reserved and assigned application engine module and/or
the reserved and assigned application nstance module can
cach be associated with a different, unique application
engine module 1dentification (ID) number or other suitable
identifier (e.g., comprised of numeric or alphanumeric char-
acters or the like) that uniquely 1dentifies the reserved and
assigned application engine module and/or the reserved and
assigned application instance module during the active ses-
sion. The module ID can be used by, for example, the session
management controller 140 to track and manage the
reserved and assigned application engine module and/or the
reserved and assigned application instance module during
the active session to ensure that communications from the
client device 150 during the active session are addressed and
forwarded to the correct application engine module or
application instance module and vice versa, and the like. In
an embodiment, when the active session has completed, the
session information module 158 can send an appropriate
message to the session management controller 140 so that
the session management controller 140 can disconnect the
active session and deregister the application engine module
or the application instance module used during the active
session. In some 1implementations of the present invention,
any and all data stored or otherwise used by the registered
application engine module or the registered application
instance module during that active session can be deleted
upon deregistration of the application engine module or the
application instance module. In an alternative embodiment,
the data stored 1n or otherwise used by the reserved appli-
cation engine module or the reserved application instance
module during the active session can be stored (e.g., in the
databases 146), retrieved, and used in a subsequent active
session by the user. Once the application engine module or
the application 1nstance module has been deregistered, 1t can
be reused for another active session or its computing
resources can be reallocated to a different application engine
module or application instance module.

[0082] FIG. 4 1s a block diagram illustrating an example
cloud-based client application platform 400 for remotely
moditying cloud-based client applications, in accordance
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with an embodiment of the disclosure. The cloud-based
client application platiorm 400 provides features and func-
tionality similar to that 1llustrated and discussed with respect
to the cloud-based client application platiorm 100 of FIG. 1.
However, 1n some implementations of the present invention,
the cloud-based client application platform 400 can use and
include a plurality of application engine module pools and
provide features and functionality similar to that illustrated
and discussed with respect to the cloud-based client appli-
cation platform 200 of FIG. 2. Alternatively, in some imple-
mentations of the present invention, the cloud-based client
application platform 400 can use and include a plurality of
application engine module pools and a plurality of applica-
tion 1nstance pools and provide features and functionality
similar to that 1llustrated and discussed with respect to the
cloud-based client application platform 300 of FIG. 3.

[0083] As 1llustrated 1n FIG. 4, the software tools module
can be instantiated within each or any of the plurality of
application engine modules 106. For example, each or any
of the application engine modules 108, 114, 120, . . . 126 can
include a software tools module that can include or provide
any suitable cloud-based software tools that can be used to
build, create, augment, modily, generate, and/or distribute a
cloud-based client application via the cloud-based client
application platform 400. For example, the first application
engine module 108 can include a software tools module 405
in communication with the video/audio module 110 and the
state module 112. The second application engine module 114
can 1nclude a software tools module 410 1n communication
with the video/audio module 116 and the state module 118.
The third application engine module 120 can include a
solftware tools module 415 1n communication with the
video/audio module 122 and the state module 124. The Nth
application engine module 126 can include a software tools
module 420 in communication with the video/audio module
128 and the state module 130. A software tools module can
be instantiated within an application engine module when
the application engine module 1s reserved, registered, and
bound to an active session by the application engine reser-
vation controller 134 (e.g., via the application engine inven-
tory and reservations module 136 1n communication with the
application engine module controller 104). In an embodi-
ment, each or any of the respective software tools modules
can provide a full suite of diverse software tools to support
a wide variety of cloud-based client applications. Addition-
ally or alternatively, each or any of the respective software
tools modules can provide a subset of software tools for use
in remotely modilying or augmenting the cloud-based client
applications executing in the application engine modules.
Such a subset of tools can be based on, for example, the
characteristics of the cloud-based client application execut-
ing in the application engine module (e.g., the type of
cloud-based client application, the type of operating system
in which the cloud-based client application will be run, etc.),
the type of modifications being made to the cloud-based
client application executing 1n the application engine mod-
ule (e.g., image editing software tools 11 image modification
are being made, text editing software tools 11 text editing 1s
being performed, etc.), or the like.

[0084] In an embodiment, the tools and functionality
supported by the respective software tools modules can be
available to and accessible by any users via the modification
module 160 executing on the client device 150, as previ-
ously discussed with respect to the cloud-based client appli-
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cation platform 100 of FIG. 1. However, since certain users
may simply want to interact and engage with a cloud-based
client application and not desire to modily a cloud-based
client application, accessibility to the tools and functionality
supported by the respective software tools modules can be
limited to a subset of users by the cloud-based client
application platform 400 or by the user. For example, the
ability to access a respective soltware tools module can be
provided as, for instance, a button or other suitable graphical
clement that can be displayed to the user through the
modification module 160 via the display module 154 when
the user accesses an instantiated application engine module.
Selection of such a button or graphical element can result 1n
the modification module 160 displaying or causing to dis-
play to the user (e.g., via the display module 154) the
software tools available from the software tools module 1n
the application engine module for the active session. Alter-
natively, such access can be hidden from or otherwise not
displayed to certain users (e.g., novice or beginning users,
users not interested 1n remotely modifying client applica-
tions, etc.). For example, online user accounts associated
with each user (e.g., as maintained by the cloud-based client
application platiorm 400) can provide one or more appro-
priate account settings that can allow a user to specily
whether or not the user desires access to such tools. If the
user does not desire such access, no tools or ability to access
the tools (e.g., no button or other graphical element) would
be displayed to the user 1n the active session. Additionally or
alternatively, predetermined rules can be established (e.g.,
by an administrator of the cloud-based client application
platform 400) to limit access to such tools to certain users
(e.g., experienced users, etc.). Other ways of restricting or
limiting access to respective software tools modules are
possible.

[0085] In an embodiment, the application engine module
controller 104 can include a monetization module 425 1n
communication with the plurality of application engine
modules 106. In such an embodiment, the monetization
module 425 can be separate from the respective software
tools modules executing in the respective application engine
modules. In an alternative embodiment, the monetization
module 425 can be included 1 or with each or any of the
respective software tools modules 1n the respective applica-
tion engine modules. The monetization module 425 can
provide features and functionality similar to that discussed
with respect to the monetization module 149 of FIG. 1. Thus,
the monetization module 425 can provide tools and support
for monetizing modified cloud-based client applications to
allow users to mint, buy, and sell NFTs to monetize modified
cloud-based client applications in an NFT ecosystem as

discussed previously with respect to monetization module
149 of FIG. 1.

[0086] FIG. 5 1s a block diagram illustrating an example
cloud-based client application platform 3500 for remotely
modifying and monetizing cloud-based client applications,
in accordance with an embodiment of the disclosure. A
server system 3520 can provide functionality for remotely
displaying and modifying cloud-based client applications on
client devices of users. The server system 3520 can include
soltware components and databases that can be deployed at
one or more data centers 518 1n, for example, one or more
geographic locations. The software components of the
server system 520 can include a client application module
522, a software tools module 524, and a monetization
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module 526. The software components can include subcom-
ponents that can execute on the same or on diflerent 1ndi-
vidual data processing apparatus. The server system 520 can
include one or more databases 528. The databases 528 can
be cloud-based or reside in one or more physical storage
systems. The software components and data will be further
described below.

[0087] As illustrated in FIG. 5, the client application
module 522, the software tools module 524, and the mon-
ctization module 526 can communicate with the databases
528. The databases 528 can include, for example, user
information, client applications and associated data, modi-
fied cloud-based client applications and associated data,
soltware tools for remotely modifying cloud-based client
applications, monetization imnformation (NFTs, data associ-
ated with NF'Ts, cryptocurrency wallet information, user
account nformation, such as cryptocurrency balances and
the like, etc.), digital content for remotely modifying cloud-
based client applications (e.g., images, videos, sounds, text,
etc.), and the like. The cloud-based client applications can
relate to and/or provide a wide variety of functions and
information, including, for example, entertainment (e.g., a
game, music, videos, etc.), business (e.g., word processing,
accounting, spreadsheets, etc.), news, weather, finance,
sports, etc. In certain embodiments, the cloud-based client
application can provide a cloud-based mobile game. The
cloud-based mobile game can be or include, for example, a
sports game, an adventure game, a virtual playing card
game, a virtual board game, a puzzle game, a racing game,
or any other appropriate type ol mobile game. In an embodi-
ment, the cloud-based mobile game can be an asynchronous
competitive skill-based game, in which players can compete
cach against other in the cloud-based mobile game, but do
not have to play the cloud-based mobile game at the same
time. In an alternative embodiment, the cloud-based mobile
game can be a synchronous competitive skill-based game, 1n
which players can play the cloud-based mobile game at the
same time and can compete against each other in the
cloud-based mobile game 1n real-time.

[0088] In an embodiment, the cloud-based client applica-
tion or components thereof can be accessed through a
network 530 (e.g., the Internet or the like) by users of client
devices, such as client device A 502, client device B 506,
client device C 510, . . ., client device P 514, where P can
be any suitable natural number. Each of the client devices
can be any appropriate type of electronic device that is
capable of displaying the output of the cloud-based client
application that 1s executing remotely on the server system
520 and communicating with the server system 520 through
the network 530, such as, for example, a smart phone, a
tablet computer, a laptop computer, a desktop or personal
computer, a game console, or the like. Other client devices
are possible. Each of the client devices 502, 506, 510, . . .
, 514 can include a display module for displaying the output
ol a cloud-based client application that 1s executing remotely
on the server system 3520 and for allowing a user to remotely
interact with the cloud-based client application. For
example, the client device A 502 can include a display
module A 504, the client device B 506 can include a display
module B 508, the client device C 510 can include a display
module C 512, and the client device P 514 can include a
display module P 516. In an embodiment, each display
module can support any suitable type of browser applica-
tion, such as, for example, Google Chrome, Mozilla Firefox,
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Microsolit Edge, Apple Satari, DuckDuckGo, Opera, Brave,
Vivaldi, Firefox Focus, a proprietary browser, or the like
through which the user can access the cloud-based client
applications remotely executing on the server system 520.
Additionally or alternatively, each display module can be or
otherwise comprise a suitable application capable of sup-
porting the rendering of cloud-based client applications
locally 1n the browser application (e.g., via OpenGL or the
like). In an alternative embodiment, the databases 528 or any
portions thereotf can be stored on one or more client devices.
Additionally or alternatively, software components for the
cloud-based client application platform 500 (e.g., the client
application module 522, the software tools module 524, and
the monetization module 526) or any portions thereof can
reside on or be used to perform operations on one or more
client devices.

[0089] The client application module 522 can be config-
ured to execute cloud-based client applications on the server
system 520 and display the output of the cloud-based client
applications remotely on the client devices of users. For
example, the client application module 522 can provide one
or more application engine modules 1n which each cloud-
based client application can execute in a manner similar to
that discussed with respect to the server system 102 of FIGS.
1, 2, 3, and 4. The output of the cloud-based client appli-
cations can be displayed within the display module of the
client device of the user, which can also allow the user to
interact with the cloud-based client application as 1f the
cloud-based client application 1s executing natively on the
client device.

[0090] The software tools module 524 can provide cloud-
based software tools and other suitable functionality to allow
users to remotely create, augment or otherwise modily
cloud-based client applications via the client devices for
distribution via the cloud-based client application platform
500. For example, such cloud-based software tools can be
used to modily an existing cloud-based client application
that executes in the client application module 522 to create
an augmented or modified cloud-based client application. In
some 1mplementations of the present invention, the cloud-
based software tools can allow users to modily non-cloud
based client applications 1nto cloud-based client applications
for distribution via the cloud-based client application plat-
form 500 (e.g., suitable compilers, cross-compilers, software
development tools, etc.). The software tools module 524 can
allow “modders™ (e.g., client application developers, client
application users, etc.) to augment content, add new or
change existing functionality, create, or otherwise modily
cloud-based client applications via the client devices. For
example, the software tools module 524 can include or
otherwise provide appropriate soitware tools for creating
and editing digital content (e.g., text, images, video, audio,
or any combination thereof) within the cloud-based client
applications. Additionally or alternatively, the software tools
modules 524 can include or otherwise provide suitable
solftware development tools for generating, editing, and
compiling (or cross-compiling) computer code for the cloud-
based client applications. Other soitware tools are possible.
The software tools module 524 can include or provide any
suitable cloud-based software tools that can be used to buld,
create, augment, modily, generate, and/or distribute a cloud-
based client application via the cloud-based client applica-
tion plattorm 500 using the client devices of the users. Using
such cloud-based software tools, a wide variety of users can
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be provided with the features and functionality to “mod”
cloud-based client applications to augment content creation,
add new or change existing functionality, create, or other-
wise evolve the cloud-based client applications as desired by
the users.

[0091] In an embodiment, the software tools module 524
can provide a full suite of diverse software tools to support
a wide variety of cloud-based client applications. Addition-
ally or alternatively, the software tools module 524 can
provide a subset of software tools for use 1n remotely
modifying or augmenting the cloud-based client applica-
tions executing in the client application module 522. In an
embodiment, the software tools module 524 can use suitable
machine learning/artificial itelligence techniques to auto-
matically and dynamically select and provide to users the
appropriate software tools based upon, for example, the
characteristics of the cloud-based client application (e.g., the
type of cloud-based client application, the type of operating,
system 1n which the cloud-based client application will be
run, etc.), the type of modifications being made to the
cloud-based client application (e.g., image editing software
tools 1 1mage modification are being made, text editing
software tools 11 text editing 1s being performed, etc.), or the
like. For example, a machine learning model can be trained
based on tool usage data from users (e.g., which software
tools were used and how often, which cloud-based client
applications were modified with which tools, etc.). The
machine learning model can then be used to dynamically
add and select suitable software tools for the user to moditly
a given cloud-based client application. The machine leamn-
ing model can be updated or otherwise adapted as the
soltware tool usage data evolves over time. For example, the
software tools module 524 can maintain a set of core
software tools, while additional or alternative software tools
can be stored 1n and automatically and dynamically retrieved
from, for example, the databases 528 as needed and as
necessary as the user 1s remotely modifying a cloud-based
client application via the client device of the user.

[0092] In an embodiment, once the modifications to the
cloud-based client application have been completed, the data
stored 1n or otherwise used by the client application module
522 (e.g., any or all data associated with the modified
cloud-based client application, including the modified
cloud-based client application itself) can be stored in the
databases 528 so that the modified cloud-based client appli-
cation can be retrieved and used again by the client appli-
cation module 522 for other users. Consequently, the modi-
fied cloud-based client application can be distributed to and
accessed by other users of the cloud-based client application
plattorm 500. In an additional embodiment, the software
tools module 524 can provide tools and functionality for
remotely modifying non-cloud based client applications
(e.g., PC-based applications, game console-based applica-
tions, etc.) mnto cloud-based client applications for distribu-
tion via the cloud-based client application platform 500 in
the manner described previously. For example, to convert
non-cloud based client applications into cloud-based mobile
applications, the software tools module 3524 can provide
appropriate tools to augment application content to accom-
modate different sized screens of mobile devices, compilers
(or cross-compilers) and other software development tools
for creating/editing and re-compiling (or cross-compiling)
the client applications to run on a (different) target client
platform and operating system (e.g., 10S, Android, etc.), and
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the like. The software tools module 524 can also provide
suitable tools for uploading the modified or otherwise con-
verted cloud-based client application to the cloud-based
client application platform 500.

[0093] In an embodiment, each display module on each
client device can provide the user with a suitable interface
through which to access the software tools provided by the
software tools module 524. Through the display module, the
user can “mod” cloud-based client applications to augment
content creation, add new or change existing functionality,
create, or otherwise evolve the cloud-based client applica-
tions as desired by the user. For example, the display module
(e.g., display module A 504 of client device A 502) can
display a list of the software tools available from the
solftware tools module 524 for remotely modifying the
cloud-based client application via the client device, as well
as access to the cloud-based client application 1n the client
application module 522. The user can select one or more
tools as necessary to modily the cloud-based client appli-
cation in any desired manner, change tools, and continue to
modily the cloud-based client application as desired. Any
and all modifications can be passed or otherwise transmitted
or communicated from the display module on the client
device to the software tools module 524 so that the cloud-
based client application can be correspondingly modified in
the client application module 522. Once the modifications to
the cloud-based client application have been completed, the
user can save the modified cloud-based client application via
the display module on the client device, which can commu-
nicate such information to the software tools module 524.
The software tools modules 524 can cause the data stored 1n
or otherwise used by the client application module 522 (e.g.,
any or all data associated with the modified cloud-based
client application, including the modified cloud-based client
application 1itself) to be stored 1n databases 528 so that the
modified cloud-based client application can be retrieved and
used 1n a subsequent active session. Such “modded” cloud-
based client applications can be used by other users, which
can allow distribution of the “modded” cloud-based client
applications to a wide variety of users of the cloud-based
client application platform 3500. Thus, some implementa-
tions of the present invention can allow any user to create
and/or modily cloud-based client applications by remotely
accessing software tools through a suitable browser on the
client device without requiring the user to separately install
cach tool on the client device itself. Since users do not install
and execute the software tools or the client applications
(original or modified) locally, embodiments of the present
invention can reduce or eliminate storage requirements for
such tools and client applications on the client devices,
reduce network bandwidth requirements (since each tool
package and/or client application does not need to be
downloaded/uploaded 1n 1ts entirety to/from each client
device), and the like.

[0094] The monetization module 526 can provide tools
and support for monetizing both modified and unmodified
cloud-based client applications. In an embodiment, the mon-
ctization module 524 can allow users to mint, buy, and sell
NF'Ts to monetize modified cloud-based client applications
in an NFT ecosystem. The present invention can allow for
minting of NFTs on a suitable blockchain, saving users’
cloud-based client applications as NFTs, and creating a
process for cloud-based client application developers and
content creators to earn on cloud-based client applications or




US 2024/0232840 A9

instances of the cloud-based client applications (e.g., a
particular “mod” of a cloud-based client application, a
particular competitive and/or popular match of a cloud-
based client game application or the like). Once a user has
modified a cloud-based client application via the client
application module 3522, the monetization module 526 can
provide appropriate tools and functionality to mint an NFT
based on the modified cloud-based client application. For
example, the monetization module 526 can provide the user
(via the display module on the client device) with a selection
of blockchain technologies that can be used for the NFT. The
monetization module 526 can also provide the user (via the
display module on the client device) with appropnate tools
to create a digital wallet and a selection of marketplaces for
the NFT. In an embodiment, the server system 520 can
provide a suitable infrastructure for supporting an NET
marketplace ecosystem. In an alternative embodiment, the
monetization module 3526 can communicate with one or
more appropriate third-party NFT marketplaces. For pur-
poses of discussion and not limitation, 1f the user selects a
third-party NFT marketplace, the monetization module 526
can upload the digital file of the modified cloud-based client
application to the third-party NFT marketplace. Once
uploaded, the monetization module 526 can provide selec-
tions to the user (via the display module on the client device)
for choosing how to monetize the NFT. Once the user has
selected the various characteristics of the NFT, the moneti-
zation module 526 can struct the third-party marketplace
to create the NFT, which can then be sold on the third-party
NFT marketplace. Alternatively, the monetization module
526 can perform one or more functions of the third-party
NF'T marketplace to generate the NFT prior to uploading 1t
to the third-party NFT marketplace.

[0095] In an embodiment, the monetization module 526
can also provide tools and functionality to support the
purchase of NEFTs of modified cloud-based client applica-
tions by users of the cloud-based client application platform
500. For example, the monetization module 526 can provide
tools (accessible to users via the display modules on client
devices) for opening an NFT marketplace account (either
with a NFT marketplace managed by the server system 520
or a third-party NFT marketplace). The monetization mod-
ule 526 can also provide tools (accessible to users via the
display modules on client devices) for creating a blockchain
wallet and funding the wallet with the correct cryptocur-
rency or token required to participate 1n the NFT market-
place’s activity, which can allow the user to purchase NFTs
of modified cloud-based client applications via the cloud-
based client application platform 300. Thus, exemplary
embodiments of the present invention can combine cloud-
based “mods”™ of cloud-based client applications with NFTs
to address problems of ownership, authenticity, provenance,
and attribution. Additionally, the present invention can
ensure that programmatic smart contracts govern the distri-
bution and monetization of cloud-based client application
NFTs (e.g., payments split between developer, publishers/
platform, and creators). The “modded” cloud-based client
applications can be distributed independently by creators,
monetized as NFTs as the creators see {it, and be purchased/
sold 1n a suitable NFT marketplace.

[0096] In an embodiment, the display module on each
client device can provide the user with a suitable interface
through which to access and use the monetization module
526. Using the display module on the client device, the user
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can mint, buy, and sell NFTs to monetize modified cloud-
based client applications 1n an NFT ecosystem using the
monetization module 526. For example, the display module
on the client device can display appropnate tools and
functionality (available from the monetization module 526)
to mint an NFT based on the modified cloud-based client
application. For example, the display module can display to
the user a selection of blockchain technologies (available
from the monetization module 526) that can be used for the
NFT. The display module can also display to the user
appropriate tools (available from the monetization module
526) to create a digital wallet and a selection of marketplaces
for the NFT. For purposes of illustration and not limitation,
if the user selects a third-party NF'T marketplace, the display
module on the client device can display functionality (avail-
able from the monetization module 526) to allow the user to
upload the digital file of the modified cloud-based client
application to the third-party NFT marketplace. Once
uploaded, the display module can display selections to the
user (available from the monetization module 526) for
choosing how to monetize the NFT. Once the user has
selected the various characteristics of the NFT, the display
module can cause the monetization module 526 to instruct
the third-party marketplace to create the NFT, which can
then be sold on the third-party NFT marketplace. The
display module can also display tools and provide function-
ality (available from the monetization module 526) to sup-
port the purchase of NFTs of modified cloud-based client
applications by users of the cloud-based client application
platiorm 500 via the client devices. For example, the display
module can display suitable tools and functionality to the
user (available from the monetization module 526) for
opening an NEFT marketplace account. The display module
can also display appropriate tools and functionality to the
user (available from the monetization module 3526) for
creating a blockchain wallet and funding the wallet with the
correct cryptocurrency or token required to participate 1n the
activity of the NFT marketplace, which can allow the user to
purchase NFTs of modified cloud-based client applications
via the cloud-based client application platform 500.

[0097] FIG. 6 1s a flowchart illustrating an example
method 600 for remotely moditying and monetizing cloud-
based client applications using, for example, the server
system 520 of FIG. 5 (although the server system 102 from
FIG. 1, 2, 3 or 4 could alternatively be used), 1n accordance
with embodiments of the disclosure. At block 605, the server
system 320 can receive a first request from a client device
(e.g., client device 502) of a first user to initiate an interac-
tive session with a cloud-based client application. The
cloud-based client application can be configured to execute
on a computing platform different from the client device. At
block 610, the server system 520 can reserve, 1n response 1o
the first request, an application engine for executing the
cloud-based client application remotely from the client
device (e.g., using the client application module 522). The
application engine can be bound or otherwise linked to the
first user for the duration of the interactive session. At block
615, the server system 520 can receirve a second request
from the client device to modily the cloud-based client
application using one or more soltware tools. The one or
more software tools can be configured to execute on the
computing platform different from the client device. At
block 620, the server system 3520 can modily the cloud-
based client application 1 the application engine based on
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the second request (e.g., using the software tools module
524). At block 625, the server system 3520 can receive a third
request from the client device to convert the modified
cloud-based client application into a digital asset. At block
630, the server system 520 can convert the modified cloud-
based client application into the digital asset based on the
third request (e.g., using the monetization module 526). At
block 635, the server system 520 can receive a fourth request
from the client device to monetize the digital asset. At block
640, the server system 3520 can monetize the digital asset
using a third-party digital asset marketplace based on the
fourth request (e.g., using the monetization module 526). At
block 645, the server system 520 can transmit a result of the
monetization of the digital asset to the client device. At
block 650, the server system 520 can receive a fifth request
from the client device to end the interactive session with the
modified cloud-based client application. At block 635, the
server system 520 can deregister, in response to the fifth
request, the application engine to end the interactive session
(e.g., using the client application module 522). The appli-
cation engine can be unbound or otherwise unlinked from
the first user and the modified cloud-based client application
can be available for use by a second or subsequent user.

[0098] FIG. 7 1s a flowchart illustrating an example
method 700 for remotely interacting with client applications
using, for example, the server system 102 of FIG. 1, 2, 3 or
4 (although the server system 3520 from FIG. 5 could
alternatively be used), in accordance with embodiments of
the disclosure. At block 705, the server system 102 can
receive a first request from a client device (e.g., client device
150) of a first user to 1nitiate an interactive session with a
cloud-based client application. The first request can 1nclude
one or more characteristics of at least one of the first user and
the client device. The cloud-based client application can be
configured to execute on a computing platform different
from the client device. At block 710, the server system 102
can reserve, 1n response to the first request, an application
engine (e.g., from the plurality of application engine mod-
ules 106 or 206) for executing the cloud-based client appli-
cation remotely from the client device. The application
engine can be bound or otherwise linked to the first user for
the duration of the interactive session. In an embodiment,
cach application engine can be reserved for one user such
that each application engine can be used by at most a single
(bound) user during an interactive session. At block 715, the
server system 102 can modily the cloud-based client appli-
cation based on the one or more characteristics of at least
one of the first user and the client device. In embodiments,
the one or more characteristics of the first user and/or the
client device can be used to alter the cloud-based client
application that executes 1n the application engine (e.g., for
a logged-1n state or the like). At block 720, the server system
102 can execute the modified cloud-based client application
in the application engine. At block 7235, the server system
102 can stream media data from the modified cloud-based
client application to a browser application or other suitable
application (e.g., browser module 148) executing on the
client device of the first user. At block 730, the server system
102 can recerve interaction data from the client device as the
first user engages with the streamed media data from the
modified cloud-based client application via the browser
application. At block 735, the server system 102 can receive
a second request from the client device to end the interactive
session with the modified cloud-based client application. In
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an embodiment, the second request can be a termination of
the stream to which the client device 1s connected rather than
a specific request from the client to end the interactive
session. At block 740, the server system 102 can deregister
or deallocate the application engine in response to the
second request. In an embodiment, the application engine
can be deregistered or deallocated from inventory and the
processor(s), and process(es) supporting the application
engine can be spun down or otherwise terminated so that the
application engine 1s not reused for multiple users. In an
alternative embodiment, the application engine can be
unbound or otherwise unlinked from the first user and
available for use by a second (or subsequent) user.

[0099] FEmbodiments of the present invention can improve
network etliciency by not requiring users to download and
install to their client device numerous (e.g., dozens, hun-
dreds, or more) diflerent client applications with which they
would like to interact or the software tools to modily and
monetize each of those client applications. Instead, the
present invention can improve network trathic and network
bandwidth utilization, since it 1s the video/audio data (from
the client applications and software tools) and user input that
are communicated between the server system (e.g., server
system 102 or server system 520) and the client device (e.g.,
client device 150 or client devices 502, 506, 510, . . ., 514)
rather than the entire client application 1itself or any of the
software tools. Additionally, the present nvention can
reduce computer storage requirements, both on the client
side and the server side. For example, users would not be
required to download and install any client applications or
soltware tools on and to their client device. In some 1mple-
mentations ol the present invention, the server system 102
can store a single version of a cloud-based client application
and the software tools which can be accessed from and
distributed to any type of client device, istead of having to
store numerous diflerent versions of the client application to
support a plethora of different types of client devices and
soltware tools to support a myriad of diflerent types of client
applications.

[0100] Embodiments of the present invention can also
improve the processing elliciency of the client devices 150,
since the client devices 150 can process the video/audio data
from the cloud-based client application and software tools
more quickly and more efliciently than executing the entire
client application and software tools themselves natively on
the client device. Embodiments of the present invention can
also improve the processing efficiency of the server system
102. The server system 102 can allocate computing
resources when an application engine module and/or appli-
cation instance module 1s registered for an active session and
deallocate those resources when the active session 15 com-
pleted, rather than maintaining continuous execution of and
computing resources to support the cloud-based client appli-
cation on the server system 102. In other words, the server
system 102 can register and deregister application engine
modules and/or application instance modules, respectively,
as needed without having to continually maintain and pro-
cess each cloud-based client application and software tools
for each client device. Consequently, the server system 102
can more eflectively allocate computer processing resources
to those application engine modules and/or application
instance modules (and the cloud-based client applications
running in those application engine modules or as applica-
tion instances) that are being used and away from those
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application engine modules and/or application instance
modules that are not. In some 1implementations of the present
invention, the pre-warming of application engine modules 1n
application engine module pools and/or application
instances 1n application nstance pools can also substantially
reduce the response time for establishing active sessions.
Consequently, embodiments of the present invention can
manage users in active sessions at scale to maintain instant
(or nearly instant) startup and interaction with the cloud-
based client applications (e.g., “instant play” in the context
of cloud-based mobile games), particularly when there are,
for example, hundreds or thousands of cloud-based client
applications, hundreds or thousands of software tools, and
millions, tens of millions, or more users interacting with
those cloud-based client applications concurrently.

[0101] FIG. 8 1s a block diagram of an example computing
device 800 that may perform one or more of the operations
described herein, 1n accordance with the present embodi-
ments. The computing device 800 may be connected to other
computing devices mn a LAN, an intranet, an extranet, and/or
the Internet. The computing device 800 may operate in the
capacity ol a server machine 1n client-server network envi-
ronment or in the capacity of a client 1n a peer-to-peer
network environment. The computing device 800 may be
provided by a personal computer (PC), a set-top box (STB),
a server, a network router, switch or bridge, or any machine
capable of executing a set of instructions (sequential or
otherwise) that specily actions to be taken by that machine.
Further, while only a single computing device 800 1s 1llus-
trated, the term “computing device” shall also be taken to
include any collection of computing devices that individu-
ally or jointly execute a set (or multiple sets) of instructions
to perform the methods discussed herein.

[0102] The example computing device 800 may include a
computer processing device 802 (e.g., a general purpose
processor, ASIC, efc.), a main memory 804, a static memory
806 (c.g., flash memory or the like), and a data storage
device 808, which may communicate with each other via a
bus 830. The computer processing device 802 may be
provided by one or more general-purpose processing devices
such as a microprocessor, central processing unit, or the like.
In an illustrative example, computer processing device 802
may comprise a complex instruction set computing (CISC)
microprocessor, reduced instruction set computing (RISC)
microprocessor, very long instruction word (VLIW) micro-
Processor, or a processor implementing other instruction sets
or processors implementing a combination of 1nstruction
sets. The computer processing device 802 may also com-
prise one or more special-purpose processing devices, such
as an application specific itegrated circuit (ASIC), a field
programmable gate array (FPGA), a digital signal processor
(DSP), network processor, or the like. The computer pro-
cessing device 802 may be configured to execute the opera-
tions described herein, in accordance with one or more
aspects of the present disclosure, for performing the opera-
tions and steps discussed herein.

[0103] The computing device 800 may further include a
network iterface device 812, which may communicate with
a network 814. The data storage device 808 may include a
machine-readable storage medium 828 on which may be
stored one or more sets of nstructions, e€.g., mstructions for
carrying out the operations described herein, 1n accordance
with one or more aspects of the present disclosure. Instruc-
tions 818 implementing core logic instructions 826 may also
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reside, completely or at least partially, within main memory
804 and/or within computer processing device 802 during
execution thereol by the computing device 800, main
memory 804 and computer processing device 802 also
constituting computer-readable media. The 1nstructions may
turther be transmitted or received over the network 814 via
the network interface device 812.

[0104] While machine-readable storage medium 828 1is
shown 1n an illustrative example to be a single medium, the
term “‘computer-readable storage medium™ should be taken
to include a single medium or multiple media (e.g., a
centralized or distributed database and/or associated caches
and servers) that store the one or more sets of instructions.
The term “computer-readable storage medium” shall also be
taken to include any medium that 1s capable of storing,
encoding or carrying a set of instructions for execution by
the machine and that cause the machine to perform the
methods described herein. The term “computer-readable
storage medium” shall accordingly be taken to include, but
not be limited to, solid-state memories, optical media, mag-
netic media, and the like.

[0105] Embodiments of the subject matter and the opera-
tions described in this disclosure can be implemented in
digital electronic circuitry, or 1n computer software, firm-
ware, or hardware, including the structures disclosed 1n this
disclosure and their structural equivalents, or 1n combina-
tions of one or more of them. Embodiments of the subject
matter described 1n this disclosure can be implemented as
one or more computer programs, 1.€., one or more modules
of computer program instructions, encoded on computer
storage medium for execution by, or to control the operation
of, data processing apparatus. Alternatively, or 1n addition,
the program instructions can be encoded on an artificially
generated propagated signal, e.g., a machine-generated elec-
trical, optical, or electromagnetic signal that 1s generated to
encode 1nformation for transmission to suitable receiver
apparatus for execution by a data processing apparatus. A
computer storage medium can be, or be included 1n, a
computer-readable storage device, a computer-readable stor-
age substrate, a random or serial access memory array or
device, or a combination of one or more of them. Moreover,
while a computer storage medium 1s not a propagated signal,
a computer storage medium can be a source or destination of
computer program instructions encoded in an artificially
generated propagated signal. The computer storage medium
can also be, or be included 1n, one or more separate physical
components or media (e.g., multiple CDs, disks, or other
storage devices).

[0106] The operations described 1n this disclosure can be
implemented as operations performed by a data processing
apparatus on data stored on one or more computer-readable
storage devices or received from other sources.

[0107] The term “data processing apparatus” encompasses
all kainds of apparatus, devices, and machines for processing
data, including by way of example a programmable proces-
sor, a computer processing device, a computer, a system on
a chip, or multiple ones, or combinations, of the foregoing.
A computer processing device may include one or more
processors which can include special purpose logic circuitry,
¢.g., an FPGA (field programmable gate array) or an ASIC
(application specific integrated circuit), a central processing
umt (CPU), a multi-core processor, etc. The apparatus can
also include, 1n addition to hardware, code that creates an
execution environment for the computer program in ques-
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tion, e.g., code that constitutes processor firmware, a pro-
tocol stack, a database management system, an operating,
system, a cross-platform runtime environment, a virtual
machine, or a combination of one or more of them. The
apparatus and execution environment can realize various
different computing model infrastructures, such as web
services, distributed computing and grid computing inira-
structures.

[0108] A computer program (also known as a program,
soltware, software application, script, or code) can be writ-
ten 1n any form of programming language, including com-
piled or interpreted languages, declarative, procedural, or
functional languages, and 1t can be deployed 1n any form,
including as a standalone program or as a module, compo-
nent, subroutine, object, or other unit suitable for use in a
computing environment. A computer program may, but need
not, correspond to a file in a file system. A program can be
stored 1n a portion of a file that holds other programs or data
(c.g., one or more scripts stored i a markup language
resource), 1 a single file dedicated to the program in
question, or 1n multiple coordinated files (e.g., files that store
one or more modules, sub programs, or portions of code). A
computer program can be deployed to be executed on one
computer or on multiple computers that are located at one
site or distributed across multiple sites and interconnected
by a communication network.

[0109] The processes and logic flows described in this
disclosure can be performed by one or more programmable
processors executing one or more computer programs to
perform actions by operating on mmput data and generating,
output. The processes and logic flows can also be performed
by, and apparatus can also be implemented as, special
purpose logic circuitry, e.g., an FPGA (field programmable
gate array) or an ASIC (application specific integrated
circuit).

[0110] Processors suitable for the execution of a computer
program 1include, by way of example, both general and
special purpose microprocessors, and any one or more
processors of any kind of digital computer. Generally, a
processor will recerve mstructions and data from a read only
memory or a random access memory or both. The essential
clements of a computer are a processor for performing
actions 1 accordance with instructions and one or more
memory devices for storing 1nstructions and data. Generally,
a computer will also include, or be operatively coupled to
receive data from or transter data to, or both, one or more
mass storage devices for storing data, e.g., magnetic disks,
magneto optical disks, optical disks, solid state drives, or the
like. However, a computer need not have such devices.
Moreover, a computer can be embedded in another device,
¢.g., a smart phone, a mobile audio or media user, a game
console, a Global Positioning System (GPS) receiver, or a
portable storage device (e.g., a universal serial bus (USB)
flash drive), to name just a few. Devices suitable for storing
computer program instructions and data include all forms of
non-volatile memory, media and memory devices, includ-
ing, by way of example, semiconductor memory devices,
¢.g., EPROM, EEPROM, and flash memory devices; mag-
netic disks, e.g., mternal hard disks or removable disks;
magneto optical disks; and CD ROM and DVD-ROM disks.
The processor and the memory can be supplemented by, or
incorporated 1n, special purpose logic circuitry.

[0111] To provide for interaction with a user, embodiments
of the subject matter described 1n this specification can be
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implemented on a computer having a display device, e.g., a
CRT (cathode ray tube), LCD (liquid crystal display) moni-
tor, a light emitting diode (LED) monitor, or the like, for
displaying information to the user and a keyboard and a
pomnting device, e.g., a mouse, a trackball, a touchpad, a
stylus, or the like, by which the user can provide mput to the
computer. Other kinds of devices can be used to provide for
interaction with a user as well; for example, feedback
provided to the user can be any form of sensory feedback,
¢.g., visual feedback, auditory feedback, or tactile feedback;
and mput from the user can be received in any form,
including acoustic, speech, or tactile input. Other possible
input devices mclude touch screens or other touch-sensitive
devices such as single or multi-point resistive or capacitive
trackpads, voice recognition hardware and software, optical
scanners, optical pointers, digital image capture devices and
associated interpretation soitware, and the like. In addition,
a computer can interact with a user by sending resources to
and receiving resources from a device that 1s used by the
user; for example, by sending web pages to a web browser
on a user’s client device in response to requests received
from the web browser.

[0112] Embodiments of the subject matter described 1n
this disclosure can be implemented 1n a computing system
that includes a back end component, e.g., as a data server, or
that includes a middleware component, e.g., an application
server, or that includes a front end component, e.g., a client
computer having a graphical user interface or a web browser
through which a user can interact with an implementation of
the subject matter described in this disclosure, or any
combination of one or more such back end, middleware, or
front end components. The components of the system can be
interconnected by any form or medium of digital data
communication, €.g., a communication network. Examples
of communication networks include a local area network
(“LAN”) and a wide area network (“WAN?), an inter-
network (e.g., the Internet), peer-to-peer networks (e.g., ad
hoc peer-to-peer networks), and the like.

[0113] The computing system can include clients and
servers. A client and server are generally remote from each
other and typically interact through a communication net-
work. The relationship of client and server arises by virtue
of computer programs running on the respective computers
and having a client-server relationship to each other. In some
embodiments, a server transmits data (e.g., an HIML page)
to a client device (e.g., for purposes of displaying data to and
receiving user iput from a user interacting with the client
device). Data generated at the client device (e.g., a result of
the user interaction) can be received from the client device
at the server.

[0114] A system of one or more computers can be con-
figured to perform particular operations or actions by virtue
of having software, firmware, hardware, or a combination of
them installed on the system that in operation causes or
cause the system to perform the actions. One or more
computer programs can be configured to perform particular
operations or actions by virtue of including instructions that,
when executed by data processing apparatus, cause the
apparatus to perform the actions.

[0115] Reference throughout this disclosure to “one
embodiment” or “an embodiment” means that a particular
feature, structure, or characteristic described 1n connection
with the embodiments included 1n at least one embodiment.
Thus, the appearances of the phrase “in one embodiment™ or
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“in an embodiment™ 1n various places throughout this dis-
closure are not necessarily all referring to the same embodi-
ment. In addition, the term “or” 1s intended to mean an
inclusive “or” rather than an exclusive “or.”

[0116] While this disclosure contains many specific imple-
mentation details, these should not be construed as limita-
tions on the scope of any inventions or of what may be
claimed, but rather as descriptions of features specific to
particular embodiments of particular inventions. Certain
teatures that are described 1n this disclosure in the context of
separate embodiments can also be implemented 1n combi-
nation 1n a single embodiment. Conversely, various features
that are described 1n the context of a single embodiment can
also be implemented 1n multiple embodiments separately or
in any suitable subcombination. Moreover, although features
may be described above as acting 1n certain combinations
and even 1nitially claimed as such, one or more features from
a claimed combination can in some cases be excised from
the combination, and the claimed combination may be
directed to a subcombination or variation of a subcombina-
tion.

[0117] Simuilarly, while operations and/or logic flows are
depicted 1n the drawings and/or described herein 1n a par-
ticular order, this should not be understood as requiring that
such operations and/or logic flows be performed in the
particular order shown or in sequential order, or that all
illustrated operations be performed, to achieve desirable
results. In certain circumstances, multitasking and parallel
processing may be advantageous. Moreover, the separation
of various system components in the embodiments described
above should not be understood as requiring such separation
in all embodiments, and i1t should be understood that the
described program components and systems can generally
be 1ntegrated together 1n a single software product or pack-
aged 1nto multiple software products.

[0118] 'Thus, particular embodiments of the subject matter
have been described. Other embodiments are within the
scope of the following claims. In some cases, the actions
recited 1n the claims can be performed 1n a different order
and still achieve desirable results. In addition, the processes
depicted 1n the accompanying figures do not necessarily
require the particular order shown, or sequential order, to
achieve desirable results. In certain implementations, mul-
titasking and parallel processing may be advantageous.

[0119] The words “example” or “exemplary” are used
herein to mean serving as an example, istance, or illustra-
tion. Any aspect or design described herein as “example” or
“exemplary” 1s not necessarily to be construed as preferred
or advantageous over other aspects or designs. Rather, use of
the words “example” or “exemplary” 1s intended to present
concepts 1 a concrete fashion. As used 1n this application,
the term “or” 1s intended to mean an inclusive “or” rather
than an exclusive “or”. That 1s, unless specified otherwise, or
clear from context, “X includes A or B” 1s intended to mean
any of the natural inclusive permutations. That 1s, 1if X
includes A; X includes B; or X includes both A and B, then
“X includes A or B” 1s satisfied under any of the foregoing
instances. In addition, the articles “a” and “an” as used 1n
this application and the appended claims should generally be
construed to mean “one or more” unless specified otherwise
or clear from context to be directed to a singular form.
Moreover, use of the term “an embodiment” or ‘“one
embodiment” or “an 1implementation” or “one 1implementa-
tion” throughout 1s not intended to mean the same embodi-
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ment or implementation unless described as such. Further-
more, the terms “first,” “second,” “third,” “fourth,” etc. as
used herein are meant as labels to distinguish among dif-
ferent elements and may not necessarily have an ordinal
meaning according to their numerical designation.

[0120] In the descriptions above and in the claims, phrases
such as “at least one of” or “one or more of” may occur
followed by a conjunctive list of elements or features. The
term “and/or” may also occur i a list of two or more
clements or features. Unless otherwise implicitly or explic-
itly contradicted by the context in which 1t 1s used, such a
phrase 1s mtended to mean any of the listed elements or
features individually or any of the recited elements or
features 1n combination with any of the other recited ele-
ments or features. For example, the phrases “at least one of
A and B;” “one or more of A and B;” and “A and/or B” are
each intended to mean “A alone, B alone, or A and B
together.” A similar interpretation 1s also intended for lists
including three or more items. For example, the phrases “at
least one of A, B, and C;” “one or more of A, B, and C;” and
“A, B, and/or C” are each intended to mean “A alone, B
alone, C alone, A and B together, A and C together, B and
C together, or A and B and C together.” In addition, use of
the term ““based on,” above and 1n the claims 1s intended to
mean, “based at least in part on,” such that an unrecited
feature or element 1s also permissible.

[0121] The above description of illustrated implementa-
tions of the mvention 1s not intended to be exhaustive or to
limit the invention to the precise forms disclosed. While
specific implementations of, and examples for, the invention
are described herein for illustrative purposes, various
equivalent modifications are possible within the scope of the
invention, as those skilled in the relevant art will recognize.
The subject matter described herein can be embodied 1n
systems, apparatus, methods, and/or articles depending on
the desired configuration. The implementations set forth in
the foregoing description do not represent all implementa-
tions consistent with the subject matter described herein.
Instead, they are merely some examples consistent with
aspects related to the described subject matter. Although a
few wvariations have been described 1n detail above, other
modifications or additions are possible. In particular, further
features and/or variations can be provided in addition to
those set forth herein. For example, the implementations
described above can be directed to various combinations and
subcombinations of the disclosed features and/or combina-
tions and subcombinations of several further features dis-
closed above. Other implementations may be within the
scope of the following claims.

What 1s claimed 1s:
1. A method, comprising:

recerving, by at least one data processor, a first request
from a first client device of a user to initiate an
interactive session with a cloud-based client applica-
tion, wherein the cloud-based client application 1is
configured to execute on a second client device, and
wherein the second client device comprises a comput-
ing platform different from the first client device;

reserving, by the at least one data processor and 1n
response to the first request, an application engine from
a pre-1nstantiated application engine pool of a plurality
of pre-instantiated application engine pools for execut-
ing the cloud-based client application remotely from
the first client device:
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receiving, by the at least one data processor, a second
request from the first client device to modily the
cloud-based client application executing in the appli-
cation engine using one or more soltware tools,
wherein the one or more software tools are configured
to execute on the computing platform different from the
first client device:
modilying, by the at least one data processor, the cloud-
based client application executing in the application
engine using the one or more soiftware tools; and

providing, by the at least one data processor, media data
associated with the modified cloud-based client appli-
cation to the first user via a display application execut-
ing on the first client device.

2. The method of claim 1, wherein modifying the cloud-
based application executing 1n the application engine com-
prises storing data associated with the modified cloud-based
application 1n a database.

3. The method of claim 2, wherein the modified cloud-
based application 1s configured to be retrieved and used in
the application engine 1n a subsequent active session.

4. The method of claim 1, wherein using the one or more
soltware tools 1s performed via a browser installed on the
client device.

5. The method of claim 1, wherein modifying the cloud-
based application comprises augmenting content creation,
adding new functionality, removing functionality, or chang-
ing existing functionality.

6. The method of claim 1, further comprising:

receiving, by the at least one data processor, a third

request from the first client device to convert the
modified cloud-based client application into a digital
asset; and

converting, by the at least one data processor, the modi-

fied cloud-based client application into the digital asset
based on the third request.

7. The method of claim 6, further comprising:

receiving, by the at least one processor, a fourth request

from the first client device to transform the digital
asset;

monetizing, by the at least one processor, the digital asset

via a third-party platform based on the fourth request;
and

transmitting, by the at least one processor, a result of the

transformation of the digital asset to the first client
device.

8. The method of claim 7, wherein transforming the
digital asset comprises converting the digital asset into a
non-fungible token (NFT).

9. A system, comprising;:

at least one data processor; and

memory storing instructions that, when executed by the at

least one data processor, cause the at least one data

processor to perform operations comprising:

receiving a first request from a first client device of a
user to initiate an 1nteractive session with a cloud-
based client application, wherein the cloud-based
client application i1s configured to execute on a
second client device, and wherein the second client
device comprises a computing platform different
from the first client device;

reserving, in response to the first request, an application
engine from a pre-instantiated application engine
pool of a plurality of pre-instantiated application
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engine pools for executing the cloud-based client
application remotely from the first client device;

receiving a second request from the first client device
to modify the cloud-based client application execut-
ing in the application engine using one or more
software tools, wherein the one or more software
tools are configured to execute on the computing
platform different from the first client device;

moditying the cloud-based client application executing
in the application engine using the one or more
software tools; and

providing media data associated with the modified
cloud-based client application to the first user via a
display application executing on the {first client
device.

10. The system of claim 9, wherein modifying the cloud-
based application executing 1n the application engine com-
prises storing data associated with the modified cloud-based
application 1n a database.

11. The system of claim 10, wherein the modified cloud-
based application 1s configured to be retrieved and used in
the application engine 1n a subsequent active session.

12. The system of claim 10, wherein using the one or
more software tools 1s performed via a browser 1nstalled on
the client device.

13. The system of claim 9, wherein modifying the cloud-
based application comprises augmenting content creation,
adding new functionality, removing functionality, or chang-
ing existing functionality.

14. The system of claim 9, wherein the operations further
comprise:

recerving a third request from the first client device to

convert the modified cloud-based client application
into a digital asset; and

converting the modified cloud-based client application
into the digital asset based on the third request.

15. The system of claim 14, wherein the operations further
comprise:
recerving a fourth request from the first client device to
monetize the digital asset;

monetizing the digital asset via a third-party digital asset
marketplace based on the fourth request; and

transmitting a result of the monetization of the digital
asset to the first client device.

16. The system of claim 15, wherein transforming the

digital asset comprises converting the digital asset into a
non-fungible token (NFT).

17. A computer program product comprising a non-
transitory machine readable medium storing instructions
that, when executed by at least one programmable processor
forming part of at least one computing system, cause the at
least one programmable processor to perform operations
comprising;

recetving a first request from a first client device of a user

to 1nitiate an interactive session with a cloud-based
client application, wherein the cloud-based client appli-
cation 1s configured to execute on a second client
device, and wherein the second client device comprises
a computing platform different from the first client
device;

reserving, in response to the first request, an application

engine from a pre-instantiated application engine pool
of a plurality of pre-instantiated application engine
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pools for executing the cloud-based client application
remotely from the first client device;

receiving a second request from the first client device to
modity the cloud-based client application executing in
the application engine using one or more software
tools, wherein the one or more software tools are
configured to execute on the computing platform dii-
ferent from the first client device:

moditying the cloud-based client application executing in
the application engine using the one or more software
tools; and

providing media data associated with the modified cloud-
based client application to the first user via a display
application executing on the first client device.

G x e Gx o



	Front Page
	Drawings
	Specification
	Claims

